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 INTRODUCTION 1 

1.1 Purpose 2 

The purpose of this process guide is to establish a documented and clear foundation for process 3 

implementation and execution across the Marine Corps Enterprise Network (MCEN). Process 4 

implementation and execution at lower levels (e.g., regional, local, and Programs of Record) 5 

must align and adhere to directives and schema documented within this guide. The use of this 6 

guide enables USMC Information Technology (IT) activities through promoting standardization 7 

of work instructions and operating procedures across a continuum of document specificity as 8 

represented in Figure 1-1. 9 

 10 

Figure 1-1 Process Document Continuum 11 

1.2 Scope 12 

This document covers all services provided in support of the MCEN for both the Secret Internet 13 

Protocol Router Network (SIPRNET) and the Non-Secure Internet Protocol Router Network 14 

(NIPRNET). Information remains relevant for the global operations and defense of the Marine 15 

Corps Enterprise Network (MCEN) as managed by Marine Corps Cyberspace Operations Group 16 

(MCCOG), including all Regional Network Operations and Security Centers (RNOSC) and 17 

Marine Air Ground Task Force Information Technology Support Center (MITSC) assets and 18 

supported Marine Expeditionary Forces (MEF), Supporting Establishments (SE) organizations, 19 

and Marine Corps Installation (MCI) commands. 20 

1.0 

Policy, Standards, 
Best Practice 
Frameworks 

Procedures/Work 
Instructions 

Regional/Local 
Standard 
Operating 

Procedures 
(optional) 
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Table 1-1 depicts the various layers of document design. Each layer has discrete entities, each with 21 

its own specific authority when it comes to promulgating documentation. This enterprise process 22 

operates at Level B. Sub-processes such as procedures and work instructions are not included 23 

within the scope of this document. 24 

Table 1-1 Document Design Layers 25 

 ENTITIES DOCUMENTS GENERATED 

LEVEL A Federal Govt 
DoD 
DoN 

CMC/HQMC 

Statutes/Laws 
DoD Issuances 
DoN Policies 

Marine Corps Orders/IRMSs 

LEVEL B HQMC C4 
MCCOG 
MCSC 

MCOs 
IRMs (Process Guides) 

Directives 
MARADMINs 

LEVEL C RNOSC 
MITSC 

Regional Procedures 
Work Instructions 

LEVEL D MCBs 
POSTS 

STATIONS 
Locally Generated SOPs 

1.3 Process and Document Control 26 

This document will be reviewed semi-annually for accuracy by the Process Owner with designated 27 

team members. Questions pertaining to the conduct of the process should be directed to the Process 28 

Owner. Suggested Changes to the process should be directed to USMC C4 CP in accordance with 29 

MCO – 5271.1c Information Resource Management (IRM) Standards and Guidelines Program.  30 

31 
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 PROCESS OVERVIEW 32 

2.1 Purpose, Goals, and Objectives 33 

The purpose of Service Asset and Configuration Management (SACM) is to identify, control, and 34 

document service assets and configuration items (CI) while protecting their integrity throughout 35 

the service lifecycle. Service Assets are defined as any capability or resource of a service provider, 36 

and CIs are defined as any component (including IT, services, hardware, software, documentation, 37 

etc.) that needs to be managed in order to deliver an enterprise IT service. This process establishes 38 

details of how the service assets and CIs have been configured and includes their relationships. 39 

SACM provides other Service Management processes with up-to-date information about the status 40 

of the services assets, CIs, and the IT infrastructure.  41 

The goals of the SACM process are to: 42 

 Support the organization by providing accurate and reliable information on inventory of 43 

all service assets (software, hardware, etc.) to provide visibility on ownership and internal 44 

and external dependencies. 45 

 Account for, manage, and protect the integrity of service assets and CIs through the 46 

service lifecycle by working with the Change Management process to ensure that only 47 

authorized components are used and that only authorized changes are made. 48 

 Minimize the number of quality and compliance issues caused by improper (incorrect or 49 

inaccurate) configurations of services assets and CIs. 50 

The primary objectives of the SACM process are to:  51 

 Maintain an accurate and complete Configuration Management System (CMS) to ensure 52 

configuration information is available to other USMC Enterprise IT Service Management 53 

(E-ITSM) processes for effective decision-making (i.e., for authorization of change, 54 

release, incident, problem, and capacity management activities). 55 

 Define and control of the components of services and infrastructure to maintain accurate 56 

configuration information on historical, planned (future), and current state of the services 57 

and the infrastructure.  58 

 Support the agreed IT service provision by managing, storing, controlling, and providing 59 

information about service assets and CIs throughout their lifecycle. 60 

2.2 Scope of SACM Process 61 

The scope of the SACM process includes managing the accuracy and reliability of configuration 62 

and relationship data for service assets and CIs from their inception to retirement, by providing a 63 

logical model to identify, control, maintain, verify, and report on service assets and resources 64 

comprising an IT infrastructure, as well as their constituent components and relationships.  65 

The SACM scope also includes managing the lifecycle of service assets (with associated costs 66 

from the purchase, installation, and use) to retirement with attention to providing financial 67 

accountability and governance. Additionally, the scope involves management of registered media 68 

assets, such as software installation disks, backups, disk images, and release packages, all which 69 

are part of a Definitive Media Library (DML).  70 

2.0 
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The SACM process scope does NOT include Responsible Officer (RO) responsibilities and 71 

processes, or data and property accountability systems, nor does it include the Defense 72 

Reutilization and Marketing Office (DRMO) asset disposal process or system. 73 

 74 

The Service Asset portion of the SACM process maintains information about those assets in terms 75 

of their source, value, location, who controls them, etc. It manages the information about the entire 76 

life cycle of service assets, from procurement, through usage and maintenance, through 77 

disposition. The Configuration Management part of this process works closely with the 78 

design architecture of services, drawing relationships between CIs which is vital for resolving 79 

incidents, tracking changes, releases, finding the root cause of problems, and charting the technical 80 

service catalog.  81 

The difference between a service asset and a CI is often confusing because some items appear in 82 

both the IT Asset Management (ITAM) database and the Configuration Management Database 83 

(CMDB). This is because the systems may be referencing the same “object,” but they are for 84 

completely different purposes. Only a system like the CMDB, enabled by the relationship record, 85 

can provide accurate impact analysis, cost rollups, or a big picture understanding, etc. Neither 86 

ITAM nor Inventory Management can provide the level of visibility into how a service is actually 87 

delivered that can be found in the CMDB. Understanding the goals of ITAM, Configuration 88 

Management, and Inventory Management is important to help compare and contrast the 89 

three disciplines. 90 

The SACM process includes asset, inventory, and configuration activities, which are defined in 91 

the Section 4.0 Sub-Processes of this process guide. These activities align with the services assets 92 

that are entered into the CMDB as a CI along with its CI record. Additionally, the SACM process 93 

aligns with the stages of the ITAM lifecycle from the same perspective. 94 

2.3 Relationships with Other Processes 95 

The SACM process manages the service assets and CIs needed to provision all of the other E-96 

ITSM processes. SACM and the data it controls, exists as the central element of a mature E-ITSM 97 

solution. As the single repository of configuration data and information for E-ITSM, the SACM 98 

process supports and interfaces with many other Service Management processes and activities.  99 

While any one of the E-ITSM processes can operate in the presence of an undeveloped process, 100 

the efficiency and effectiveness of each is greatly enhanced by the maturity and integration of all 101 

E-ITSM processes. Figure 2-1 depicts key relationships that exist between the SACM process and 102 

current E-ITSM processes that underpin the USMC near-term objectives. Note: This figure is not 103 

all-encompassing and the relationships shown can be either direct or indirect. 104 
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 105 

Figure 2-1 SACM Relationships with other E-ITSM Processes 106 

The graphic above illustrates only an interface between processes at a high level and does not 107 

represent detailed dependencies. The following list describes some of the key inputs/outputs 108 

regarding the relationships between the SACM process and the other E-ITSM processes as 109 

illustrated in Figure 2-1.  110 

 Problem Management (PbM) 111 

o Configuration Data: SACM provides baseline information required to aid with problem 112 

determination and resolutions (implement workarounds and fix known errors). 113 

 Knowledge Management (KM) 114 

o Configuration Data: SACM configuration information enables effective decision support 115 

and reduces the risks that arise from the lack of proper control of the data. 116 
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 Service Level Management (SLM) 117 

o Configuration Data: Invoked when measuring the performance of the SACM process. 118 

Data from the CMDB enables measured and reported Change and/or Incident resolution 119 

achievements against service level targets in the form of Operational Level Agreements 120 

(OLA), Underpinning Contracts (UC), and Service Level Agreements (SLA) or 121 

Memorandums of Understanding/Agreement (MOU/MOA). 122 

 123 

 Service Catalog Management (SCM) 124 

o The CMS maintained by the SACM process provides input on CIs that are part of the IT 125 

Services identified by the SCM process. The Service Catalog itself is stored and 126 

maintained as a CI within the CMS. 127 

o Service Definition: The Service Catalog is the definitive source of record for services that 128 

are present in the CMS. Service definition is a cornerstone of CMS architecture and 129 

contents; therefore, a high degree of coordination between the SACM process and the 130 

SCM process is required to ensure dependencies are effectively managed and service 131 

definitions stay in sync. 132 

o Technical Service Content: The Technical Service Catalog is produced by the SCM 133 

process directly from CMDB contents. This artifact details the technical or functional 134 

components that underpin IT services, and it exists as a report or as a filtered view of the 135 

CMDB. 136 

 Release and Deployment Management (RDM) 137 

o Planning Content: The CMS and supporting processes provide invaluable information for 138 

the purposes of planning, preparing, designing, and controlling a release. For example, in 139 

the presence of an accurate CMS, the environment does not need to be inventoried to 140 

predict work effort and manpower required to propagate a large-scale enterprise release. 141 

o Additions and Updates: The CMS is updated as CIs are introduced or updated to ensure it 142 

accurately reflects the as-deployed environment. 143 

o Releases and distributes new versions of software with licenses and hardware with 144 

documentation. 145 

 Incident Management (IM) 146 

o Configuration Data: The CMDB provides information to the Service Desk and to the 147 

Incident Management process for the purposes of troubleshooting, diagnosis, and 148 

resolution of incidents. By knowing which CIs, which CI relationships/dependencies, and 149 

the extent to which CIs are affected, incidents can be assessed for impact and prioritized 150 

accordingly. 151 

o Incident Data: Incidents are linked to CIs in the CMDB. This provides the Service Desk 152 

and other interested parties information regarding the history and disposition of CIs and 153 

associated services, systems, and applications. 154 

 IT Asset Management (ITAM) 155 
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o ITAM maintains all information regarding technology assets, including leased and 156 

purchased assets, licenses and inventory (including location) from the time an asset is 157 

received until its retirement.  158 

 159 

 Event Management (EM) 160 

o Configuration Data: The CMDB provides target and scope (CI relationships and 161 

dependencies) information necessary to architect and engineer service monitoring as well 162 

as establish correlation rules to help minimize redundant alerts. 163 

 Request Fulfillment (RqF) 164 

o Configuration Data: SACM provides data for request for information, advice, frequently 165 

asked questions, etc., to the requestor.  166 

o Control: To keep information current, CI data and history are updated via the Change 167 

Management process during record updates of a service request.  168 

 Change Management (ChM) 169 

o Invoked when a change request to implement a new component or affect an existing 170 

component configuration is executed. 171 

o Risk and Impact Analysis Content: The CMS depicts relationships between services and 172 

CIs, enabling risk and impact analysis for the purposes of Request for Change (RFC) 173 

evaluation. 174 

o Control: To keep information current the CI data and history is updated by both ChM to 175 

SACM and vice versa. SACM provides the infrastructure data required to assess customer 176 

impact of an IT infrastructure component failure and aids identification of the CI owners 177 

and associated user(s). Status of changes, especially completion, is an input to SACM, 178 

keeping the CMDB current. 179 

 180 

 Capacity Management (CpM)  181 

o The CMS maintained by SACM provides a Capacity Management Information System 182 

(CMIS) which is a virtual repository of all Capacity Management data and is usually stored 183 

in multiple physical locations in the CMS. It provides capacity data to populate CI record 184 

attributes regarding capacity, i.e., storage, memory, etc. Configuration information is also 185 

made available to Capacity Management concerning growth estimates based on the 186 

CMDB. 187 

 Access Management (AM)  188 

o Provides information on CIs. The (CMS) can be used for data storage and interrogated to 189 

determine current access details. 190 

 191 

192 
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2.4 High-Level Process Model 193 

The SACM process consists of five distinct sub-processes: (1) Management and Planning, (2) 194 

Configuration Identification, (3) Configuration Control, (4) Status Accounting and Reporting, and 195 

(5) Verification and Audit, as illustrated in Figure 2-2. 196 

SACM is a process that underpins all other E-ITSM processes. It is used to identify and control 197 

service assets and CIs, and to govern the performance of periodic audits used to verify the accuracy 198 

and completeness of the SACM data.  199 

1.1 

Management & 

Planning

1.2 

Configuration 

Identification

1.3 

 Configuration 

Control

1.4 

Status 

Accounting & 

Reporting

1.5

 Verification & 

Audit

Service Asset & Configuration Management (SACM) Process 

 200 

Figure 2-2 High-Level SACM Process Model 201 

The following Table 2-1 provides a high-level description of each of the SACM sub-processes. 202 

The sub-process “Number” is hyperlinked to its detailed description and workflow activities in 203 

Section 4.0, Sub-Processes. 204 

Table 2-1 SACM Sub-Process Descriptions 205 

Number Sub-Process Description 

1.1 Management and Planning 

Defines the level of Configuration Management required for a service 
or a change project. 

 

Involves making decisions about what needs to be controlled within a 
product configuration, how controlled configurations are changed, and 
what amount of effort is expended to manage configurations, with the 
decisions formalized in a SACM Plan. The sub-process also takes into 
consideration how the succeeding four sub-processes will be 
managed and what resources are necessary to achieve them. 

 

Additionally, Management and Planning provides: 

 Descriptions of current and expected SACM tools (e.g., what you 
have and expect to find). 

 Related documentation such as existing SACM plans or plans 
from suppliers. 

 Listings of relevant documents and their interrelationships. 

 Policies describing SACM management activities. 

 Organizational responsibilities and authorities of relevant 
interested parties (stakeholders). 

 Qualifications and training of staff to support SACM process. 

 Criteria for the selection of CIs. 

 Frequency, distribution, and control of reports. 



Release 9.0 
11 Oct 2018 

9 

 
E-ITSM Service Asset and Configuration Management Process Guide 

 
Number Sub-Process Description 

1.2 Configuration Identification 

Defines the selection and identification of CIs and their relationships.  

 

Identification includes assigning unique identifiers and version 
numbers to CIs, applying labels to CIs as appropriate, identifying and 
assigning CI Owners, and entering the CI into the appropriate 
databank (CMDB, DML, etc.) in the CMS. For service-level CIs, the 
selection of resource-level CIs and the descriptions of their 
interrelationships should describe the services' structure.  

 

Good selection and identification criteria include: 

 Regulatory requirements.  

 Criticality in terms of risks. 

 New or modified technology.  

 Interfaces with other CIs.  

 Procurement conditions.  

 Support and service considerations. 

1.3 Configuration Control 

Ensures there are adequate mechanisms to control CIs.  

 

Maintains that only authorized and identifiable CIs are accepted and 
recorded, from receipt to disposal. It safeguards that no CI is added, 
modified, replaced, or removed without appropriate controlling 
documentation through the Change Management process. 

 

The organization defines how to accurately update CMDB records in 
the SACM Plan (Management & Planning sub-process), which would 
include: 

 Management authorizations and relationships of those in 
authority. 

 Procedures for control of changes to CI records within the CMDB. 

 Methods to communicate changes from physical CIs to their 
CMDB records. 

1.4 Status Accounting and Reporting 

Maintains the status of CIs as they progress through their discrete 
states. 

 

Reports on changes to CIs throughout their lifecycle. Includes methods 
to track CIs from ordering to depreciation, and disposal. Unlike the 
Configuration Control sub-process, Status Accounting provides 
historical records for the CIs, which includes baselines, linked Incidents, 
Problems, Known Errors, etc.  

 

Additionally, this sub-process includes the methods for collecting, 
recording, processing, and maintaining status accounting records. The 
SACM Plan (Management & Planning sub-process), provides the 
definition of the content and format for all configuration status 
accounting reports. 
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Number Sub-Process Description 

1.5 Verification and Audit 

Checks that the physical CIs exist, records in the CMS match the real 
world, and that documentation is accurate. 

 

A series of reviews to verify the presence (including physical) and 
configuration of CIs with their respective records within the CMDB. It 
ensures that the accuracy of CI information residing on CMDB is 
reviewed, and an audit over a sample size is conducted by both internal 
and external parties regularly. 

 

These reviews are defined in the SACM Plan (Management & Planning 
sub-process) and should include: 

 A list of audits planned (including schedules). 

 Audit procedures to be used. 

 Authorizations required (within and without IT).  

 Description of report and expected contents.  

 Configuration care and feeding. 

2.4.1 Process Description 206 

The SACM process manages the lifecycle of service assets (i.e., hardware, software, including 207 

licensing and documentation) and associated costs from their purchase, installation, and use, to 208 

retirement. SACM is responsible for identifying, recording, tracking, controlling, reporting, and 209 

auditing by performing supporting process activities that maintain the integrity of these items 210 

throughout the life cycle of a project, including their versions, fundamental components, and 211 

relationships.  212 

SACM governs the four aspects of the installation, movement, addition, and change on IT 213 

operational service assets and manages the data that is configured between the stocking of and 214 

disposal of these service assets. CIs managed within the scope of SACM will follow IT asset and 215 

property management requirements as defined in Federal Acquisition Regulations (FAR), Defense 216 

Federal Acquisition Regulation Supplement (DFARS), DoD, DoN, and USMC Directives. 217 

The SACM process delivers a configuration model of the services, IT assets, and infrastructure by 218 

recording relationships between these CIs, which enable other E-ITSM processes to access 219 

valuable information to:  220 

 Assess the impact of proposed changes. 221 

 Assess the impact and cause of incidents and problems. 222 

 Plan and design new or changed services. 223 

 Plan technology refreshes and software upgrades. 224 

 Plan release and deployment packages and migrate service assets to different locations.  225 

 Create real-time service asset visibility, including software changes (data protection, 226 

software license management and regulatory compliance). 227 

 Assume accountability and control for all service assets. 228 

 Create links between service assets, financial, and contractual information to enable IT 229 

spend expenditures. 230 

This process guide provides guidance and information to the USMC managers and personnel 231 

responsible in specific SACM roles for executing activities within the SACM process. The SACM 232 
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Process Guide will be used by the USMC organizations for planning, identifying, status 233 

accounting, controlling, maintaining, and verifying service assets and CIs including their versions, 234 

components, and relationships. Additionally, the process guide will provide reference to 235 

management and IT staff with a need to understand how the SACM process works within their IT 236 

organization. 237 

2.5 Key Concepts 238 

The following section describes key concepts that are relevant to the SACM process: 239 

2.5.1 Commander’s Critical Information Requirements 240 

Commander’s Critical Information Requirements (CCIR) are the commander’s “need to know 241 

immediately” information and response requirements. From MCWP 3 40.2 Information 242 

Management, “are tools that can be used to focus large volumes of available data to permit the 243 

efficient flow of quality information through the information hierarchy”. They define the 244 

information required by the commander to better understand the battle-space, identify risks, and 245 

to make sound, timely decisions in order to retain the initiative. CCIRs focus the staff on the type 246 

and form of quality information required by the commander, thereby reducing information needs 247 

to manageable amounts. 248 

All commands are required to produce command-specific CCIR guidance with detailed IT service 249 

management requirements and are required to adhere to the current CCIR guidance of their 250 

superior commands. Common CCIR categories are Enterprise Service Management, Network 251 

Defense, Content Management, and MCEN, but other categories may be applicable based upon 252 

the commander’s requirements. 253 

2.5.2 Asset Accountability 254 

Asset Accountability includes accurate record keeping and inventory of all IT assets owned by the 255 

USMC throughout the full life cycle. This requires adherence to public law, policy and regulation 256 

to ensure control of property, documents or funds. This includes fiduciary duties, responsibilities, 257 

and obligations necessary for protecting USMC interests. 258 

2.5.3 Asset Management  259 

Asset Management is a generic activity or process responsible for tracking and reporting the value 260 

and ownership of assets throughout their lifecycle. From an IT asset perspective, this process 261 

typically involves gathering a detailed inventory of an organization’s IT asset (hardware, software, 262 

etc.) and then using that information to make informed decisions about IT-related purchases and 263 

redistribution. 264 

2.5.4 Attribute 265 

An attribute is a piece of information about a CI (e.g., name, location, version number, and cost). 266 

CIs are recorded in a CMDB and maintained as part of a CMS. 267 

2.5.5 Audit 268 

An audit ensures there is conformity between the documented baselines (e.g., agreements, 269 

interface control documents) and the actual business environment to which they refer. It verifies 270 

the physical existence of CIs in the organization or in the DML and spares stores, the functional 271 
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and operational characteristics of CIs, and it confirms records in the CMS match the physical 272 

infrastructure. 273 

2.5.6 Baseline 274 

A baseline is the configuration of a service, product, or infrastructure that has been formally 275 

reviewed and agreed, which thereafter serves as the basis for further activities and can be changed 276 

only through formal Change Management procedures. A configuration baseline is used as a basis 277 

for future builds, releases, and changes. 278 

2.5.7 Change Advisory Board 279 

A Change Advisory Board (CAB) is a group of people that support the assessment, prioritization, 280 

authorization and scheduling of changes. The CAB is usually made up of representatives from all 281 

areas within the IT service provider: the business, and third parties such as suppliers. All service 282 

asset and CI changes or additions to the CMDB must go through the formal E-ITSM Change 283 

Management process and be approved by the CAB prior to implementation. 284 

2.5.8 Configuration Control 285 

Configuration Control ensures that there are adequate control mechanisms over CIs while 286 

maintaining a record of changes to CIs, versions, location and custodianship/ownership. This is 287 

the activity responsible for ensuring that adding, modifying or removing a CI is properly managed, 288 

for example by submitting an RFC or Service Request. 289 

2.5.9 Configuration Item 290 

A Configuration Item (CI) is a component or service asset that needs to be managed in order to 291 

deliver an IT service. Information about each CI is recorded in a configuration record within the 292 

CMS and is maintained throughout its lifecycle by SACM. CIs are under the control of Change 293 

Management. CIs may vary widely in complexity, size, and type, ranging from an entire service 294 

or system including all hardware, software, documentation, and support staff to a single software 295 

module or a minor hardware component. CIs may be grouped and managed together. 296 

2.5.10 Configuration Management Database 297 

The Configuration Management Database (CMDB) is a large central logical repository used to 298 

store configuration records throughout the CI’s lifecycle. The database makes that information 299 

accessible to other service processes. The CMDB resides in the CMS and stores attributes of 300 

service assets and CIs to include relationships with other CIs.  301 

2.5.11 Configuration Management System 302 

The Configuration Management System (CMS) is a set of tools and databases (i.e., CMDB, DML) 303 

that are used to manage the IT organization’s configuration data. The CMS includes information 304 

about Incidents, Problems, Known Errors, Changes and Releases; and may contain data about 305 

Employees, Suppliers, Locations, Business Units, Customers, and Users. Then CMS includes tools 306 

for collecting, managing, updating, and presenting data about CIs and their relationships. The 307 

purpose of the CMS is to support SACM as it is maintained by SACM and used by all E-ITSM 308 

processes.  309 
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2.5.12 Decommissioned Assets 310 

Assets are decommissioned for a number of reasons to include: when a service is retired and the 311 

assets used are no longer needed, when a technology refresh has replaced old assets, or when 312 

hardware failure resulted in the replacement of old assets. Assets must be decommissioned in a 313 

proper manner following the USMC disposal regulatory requirements.  314 

2.5.13 Defense Property Accountability System (DPAS)  315 

DPAS is one of the mandated property management systems used to support DoD property 316 

accountability and financial requirements. DPAS allows users to: account for real and personal 317 

property, heritage assets, and manage their assets (maintenance scheduling, redistributions, 318 

allowances). 319 

2.5.14 Definitive Spares  320 

The Definitive Spares are components and assemblies that are maintained, in a secure area, at the 321 

same revision level as the systems within the controlled test or live environment. Details of these 322 

components, their locations, respective builds, and contents should be comprehensively recorded 323 

in the CMS. Spares can be used in a controlled manner when needed for additional systems or in 324 

the recovery from incidents. 325 

2.5.15 Definitive Media Library 326 

The Definitive Media Library (DML) is the secure library (i.e., physical and electronic media 327 

storage repository) into which definitive authorized versions of all media CIs are stored and 328 

protected. The DML stores master copies of versions that have passed quality assurance checks. 329 

The DML should include definitive copies of purchased software (along with software license 330 

documents or information), as well as software developed on site. Master copies of controlled 331 

documentation for a system are also stored in the DML in electronic form. The DML is a 332 

foundation for Release and Deployment Management as information exchanged in order to keep 333 

the definitive software consistent with the CMDB. 334 

2.5.16 Discovery 335 

Discovery is both a manual and automated process by which CIs are identified, recorded, stored, 336 

and then updated in the CMDB. This is commonly used with a toolset that collects data on a 337 

network or service and records any changes made to the IT assets (i.e., changes made to memory, 338 

software versions, storage, etc.) 339 

2.5.17 Fixed Asset Management (FAM)  340 

FAM maintains the asset register and is usually carried out by the overall business, rather than by 341 

the IT organization.  342 

2.5.18 Global Combat Support System - Marine Corps (GCSS-MC) 343 

Global Combat Support System - Marine Corps (GCSS-MC) serves as a foundation for all logistics 344 

information required by the Marine Forces and the Supporting Establishment. GCSS-MC is the 345 

primary technology enabler for the Marine Corps Logistics Modernization strategy. Future 346 

capabilities include warehousing, distribution, logistics planning, decision support, depot 347 

maintenance, and improvement of asset visibility through integration with emerging technologies.   348 

http://www.webopedia.com/TERM/D/data.html
http://www.webopedia.com/TERM/M/memory.html
http://www.webopedia.com/TERM/S/software.html
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2.5.19 Hardware Asset Management 349 

Hardware (HW) Asset Management (AM) consists of managing the physical components of 350 

computers and computer networks, from purchase request through disposal. Common HW AM 351 

business practices include request and approval, procurement, life cycle management, 352 

monitoring/auditing and disposal processes, which are enabled by discovery and service 353 

management tool capabilities. Additionally, HW AM includes financial asset data capture and 354 

metrics measurements which are key components that aid in making business decisions. 355 

2.5.20 Labeling 356 

All physical device CIs should be labeled with the configuration identifier so that they can be 357 

easily identified. Plans should be made to label CIs and to maintain the accuracy of their labels. 358 

Items need to be distinguished by unique, durable identification. Physical non-removable asset 359 

tags (labels) should be attached to all hardware CIs; cables/lines should be clearly labeled at each 360 

end and at any inspection points. All software CIs should be labeled with a software identification 361 

tag (SWID) utilizing ISO/IEC Standard 19770-2 or a comparable method to easily identify 362 

licensed USMC software.   Plans should be made to label the CIs and to maintain accuracy of their 363 

labels.  Publisher stock keeping unit (SKU) numbers (manufacturer part numbers) should be 364 

clearly identified in all contracts and within the CMDB. 365 

2.5.21 Naming 366 

Naming conventions have been established and applied to the identification of CIs, configuration 367 

documents and changes, as well as to baselines, builds, releases, and assemblies. CIs should be 368 

uniquely identifiable by means of the identifier and version. The naming convention includes the 369 

management of: (1) hierarchical relationships between CIs within a configuration structure, (2) 370 

subordinate relationships in each CI, (3) relationship between CIs and their associated documents, 371 

(4) relationship between CIs and changes, and (5) relationships between CIs, incidents, problems, 372 

and known errors. The Marine Corps Naming Standard for Applications and Systems provides 373 

naming standards for Microsoft Active Directory components (server farm site identifiers, 374 

organizational units, sites, servers, workstations, printers, service accounts, user accounts, 375 

contacts, groups, and group policies), Exchange, Distributed Files System, VMWare, Threat 376 

Management Gateway, NETAPP, Network Circuits Devices and Wiring, Solution Documentation, 377 

and Site Codes.   378 

2.5.22 Relationships 379 

Relationships in SACM are a link between two or more CIs that identifies a dependency or 380 

connection between them. For example, applications may be linked to the servers they run on. IT 381 

Services can have one or more relationships to the CIs that contribute to them.  382 

2.5.23 Service 383 

A service is set of related components provided in support of one or more business processes. The 384 

service will comprise a range of CI types but will be perceived by customers and users as a self-385 

contained, single, coherent entity (e.g., Enterprise Messaging). A service is a means of delivering 386 

value to customers by facilitating outcomes customers want to achieve without the ownership of 387 

specific costs and risks. Services facilitate outcomes by enhancing the performance of associated 388 

tasks and reducing the effect of constraints (e.g., email, provisioning, and financial management).  389 
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2.5.24 Service Asset  390 

A service asset is any resource or capability of a USMC service providing organization. Resources 391 

could be infrastructure, application, or data. Capabilities include people, organization, 392 

management and their knowledge. In essence, every aspect of a service is considered a service 393 

asset. The service assets of a service provider include anything that could contribute to the delivery 394 

of an IT service. Service assets can be one of the following types: management, organization, 395 

process, knowledge, people, information, applications, and infrastructure, and financial capital. 396 

2.5.25 Service Provider  397 

A Service Provider is an organization supplying services to one or more internal customers or 398 

external customers. The term service provider is often used as an abbreviation for IT Service 399 

Provider. Service provider activities may include: (Monitoring of servers, networks, etc., 400 

administration of server or network devices, maintenance of hardware).  401 

2.5.26 Status Accounting 402 

Each service asset or CI will have one or more discrete states through which it can progress. The 403 

significance of each state should be defined in terms of what use can be made of the asset or CI in 404 

that state. There will typically be a range of states relevant to the individual asset or CIs. (Examples 405 

of a lifecycle state are Received, Being Assembled, Deployed, In Repair, Down, End of Life, 406 

Transferred, Deleted, In Inventory, On Loan, Disposed, Reserved, and Return to Vendor). 407 

The way CIs move from one state to another should be defined and at each lifecycle status change 408 

the CMS should be updated with the reason, date time stamp and person that did the status change. 409 

2.5.27 Software Asset Management (SAM) 410 

SAM involves managing and optimizing the purchase, deployment, maintenance, utilization and 411 

disposal of SW applications within the enterprise by aligning to E-ITSM best practices. This 412 

provides for effective management, control, and protection of SW assets throughout all stages of 413 

the life cycle, while reducing IT costs and limiting license ownership and use risks. 414 

2.5.28 Software License Management 415 

Software license management consists of standard processes, business rules, and supporting 416 

technology that identify the standards for which Commercial off the Shelf (COTS) and 417 

Government off the Shelf (GOTS) software will be tracked, controlled and managed in order to 418 

enforce and ensure compliance with software license contracts. 419 

2.5.29 Verification 420 

Verification is a method that is common to SACM, systems engineering, design engineering, 421 

manufacturing, and quality assurance. An activity that ensures that a new or changed IT service, 422 

process, plan or other deliverable is complete, accurate, reliable and matches its design 423 

specification. 424 
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2.6 Quality Control  425 

2.6.1 Metrics, Measurements, and Continual Process Improvement 426 

Continual Service Improvement (CSI) depends on accurate and timely process measurements and 427 

relies upon obtaining, analyzing, and using information that is practical and meaningful to the 428 

process at hand. Measurements of process efficiency and effectiveness enable the USMC to track 429 

performance and improve overall end user satisfaction. Process metrics are used as measures of 430 

how well the process is working, whether or not the process is continuing to improve, or where 431 

improvements should be made. When evaluating process metrics, the direction of change is more 432 

important than the magnitude of the metric. 433 

Effective day-to-day operation and long-term management of the process requires the use of 434 

metrics and measurements. Reports need to be defined, executed, and distributed to enable the 435 

management of process-related issues and initiatives. Daily management occurs at the process 436 

manager level. Long-term trending analysis and management of significant process activities 437 

occurs at the process owner level. 438 

2.6.2 Critical Success Factors with Key Performance Indicators 439 

The essential components of any measurement system are Critical Success Factors (CSFs) and 440 

Key Performance Indicators (KPIs). Both CSFs and KPIs establish the baseline and mechanism 441 

for tracking performance. CSFs are those important factors that must be done well within the 442 

process. KPIs can then be defined and measured against the process to ensure each CSF is met. 443 

The performance of SACM should be monitored, reported on, and acted upon for improvement. 444 

SACM is the central support process facilitating the exchange of information with other E-ITSM 445 

processes. However, SACM must be measured for its contribution to these other processes within 446 

the lifecycle and the overall KPIs that directly affect the USMC.  447 

The following metrics include those that management will use near-term to measure the 448 

effectiveness and efficiency of the SACM implementation and its evolution, as opposed to metrics 449 

to measure the process effectiveness:  450 

 Percentage of unauthorized CIs introduced into the IT infrastructure. 451 

 Percentage of failed changes due to incorrect data in the CMDB, or poor version control. 452 

 Percentage accuracy of CIs when compared to the live environment. 453 

 Ratio of used licenses against paid-for licenses. 454 

In developing CSFs it is essential to recognize that a CSF is the reason to do things. It is a purpose 455 

and a strategic ambition that should be linked to other desired strategic outcomes that lead to 456 

success. To know whether the organization is heading in the right direction, indicators are needed, 457 

and a KPI is a sign that demonstrate progress toward or away from a CSF. 458 
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Table 2-2 describes the SACM process recommended CSFs and KPIs to be monitored, measured, 459 

and analyzed. These measures are based on best practices and can be evaluated for future 460 

expansion.  461 

Table 2-2 SACM Process Critical Success Factors with Key Performance Indicators 462 

CSF # 
Critical Success 

Factors 
KPI 

# 
Key Performance Indicators Benefits 

1 

Accounting for, 
managing, and 
protecting the 
integrity of service 
assets and CIs 
throughout the 
service lifecycle 

1 

Reduction of retired and / or disposed 
assets missing date of disposal 
 
Calculation: Report generated of 

number of assets, by hardware type, 
designated as retired or disposed without 
an associated disposal date. Monthly 
end-over-end report showing trends over 
a period of time. 

Improved accuracy for the 
service asset lifecycle by 
reducing the risks associated 
with assets disposition being 
improperly tagged 

2 

Reduction of deployed assets missing 
installation date 
 
Calculation: Report generated of 

number of assets, by hardware type, 
designated as deployed without an 
associated deployed date. Monthly end-
over-end report showing trends over a 
period of time. 

3 

Reduction of assets missing UIC & 
ownership information 
 
Calculation: Report generated of 

number of assets, by hardware type, 
missing UIC & ownership information. 
Monthly end-over-end report showing 
trends over a period of time. 

2 

Supporting 
efficient and 
effective service 
management 
processes by 
providing accurate 
configuration 
information at the 
right time 

4 

Reduction in the use of unauthorized 
hardware 
 
Calculation: Report generated of 

number of assets, by MITSC, discovered 
by network scanning tools that are 
missing from CMDB. Monthly end-over-
end report showing trends over a period 
of time. 

Reduces the risk of technical 
staff circumventing the SACM 
process and procedures 

5 

Reduced number of exceptions reported 
during audits.  
 
Calculation: Report generated of 

number of assets, by MITSC, on the 
network but not marked in a deployed 
status. Monthly end-over-end report 
showing trends over a period of time. 

6 

Reduction in risks due to early 
identification of unauthorized change 
 
Calculation: Report generated of 

number of assets, by MITSC, discovered 
by network scanning tools that are 
missing from CMDB. Monthly end-over-
end report showing trends over a period 
of time. 
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CSF # 
Critical Success 

Factors 
KPI 

# 
Key Performance Indicators Benefits 

3 

Establishing and 
maintaining an 
accurate and 
complete CMS 

7 

Increase in quality and accuracy of 
configuration information 
 
Calculation: Reports generated, by 

MITSC, capturing assets missing 
location, disposal/deployment dates, and 
UIC information. Monthly end-over-end 
report showing trends over a period of 
time. 

Reduces the risk of the asset 
database becoming outdated 
while improving asset 
baseline impact analysis on 
USMC networks 

8 

Improved audit compliance 
 
Calculation: Report generated of 

number of assets, by MITSC, discovered 
by network scanning tools that are 
missing from CMDB. Monthly end-over-
end report showing trends over a period 
of time. 

9 

Reduction in errors caused by people 
working with out-of-date information 
 
Calculation: Report of assets being 

discovered and updated by network 
discovery tools (SCCM, MEMs, etc.) 
Monthly end-over-end report showing 
trends over a period of time.  

463 
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 ROLES AND RESPONSIBILITIES 464 

Each E-ITSM process has roles and responsibilities associated with design, development, 465 

execution, and management of the process. A role within a process is defined as a set of 466 

responsibilities. There will be instances where roles are combined and a person will be responsible 467 

for multiple roles. This is based on factors such as the area or responsibility, size of user base, 468 

and/or size of the process support team, which will dictate exactly which roles require a dedicated 469 

person(s) and the total number of persons performing each role. The SACM Process Owner role 470 

serves as the authoritative process point of contact for any higher headquarters (DoN or DoD) or 471 

adjacent organization engagement or coordination. The Process Owner or delegated 472 

representatives will provide oversight of the SACM process and ensure the process is executed 473 

throughout the classified and unclassified environments in the Marine Corps Information 474 

Environment (MCIE).  475 

Best Practices indicate that process ownership should reside with a single individual to ensure clear 476 

accountability. The Process Owner role exists at the enterprise level and is critical for the 477 

successful design and ongoing management and support of the process. Management (i.e., 478 

responsibility) of the SACM process is shared; a single process manager exists at the Enterprise 479 

level, and SACM Managers exist at the MITSCs. There will be instances where roles are combined 480 

or a person is responsible for multiple roles. Factors such as Area of Responsibility (AoR), size of 481 

user base and size of the process support team dictate exactly which roles require a dedicated 482 

person(s) and the total number of persons performing each role. 483 

The following additional roles will support the SACM process: 484 

  SACM Data Architect 485 

  SACM Tool Administrator 486 

  SACM Analyst  487 

  Configuration Librarian 488 

  CI Owner 489 

Position titles or job titles and position descriptions will vary from organization to organization; 490 

however, individuals can perform one or more of the required E-ITSM process roles regardless of 491 

title. 492 

3.1 Roles 493 

Figure 3-1 depicts the hierarchy of the SACM Process Roles, while Table 3-1 provides a 494 

description for each of the SACM Process Roles and Responsibilities. 495 

3.0 
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 496 

Figure 3-1 SACM Process Roles 497 

Table 3-1 SACM Process Roles and Responsibilities 498 

Role Description Responsibilities 

SACM Process Owner 

The Process Owner owns the process and the 
supporting documentation for the process. The primary 
functions of the Process Owner are oversight and 
continuous process improvement. 

 

The Process Owner oversees the process, ensuring that 
the process is followed by the organization. When the 
process is not being followed or is not working well, the 
Process Owner is responsible for identifying and 
ensuring required actions are taken to correct the 
situation. In addition, the Process Owner is responsible 
for the approval of all proposed changes to the process, 
and development of process improvement plans. 

 

The Process Owner may delegate specific 
responsibilities to another individual within their span of 
control, but remains ultimately accountable for the results 
of the SACM process. 

 Provides leadership and accountability for the process and all 
of its sub-processes. 

 Ensures the process is followed by the organization. 

 Ensures the SACM process and working practices are 
effective and efficient. 

 Ensures all stakeholders are sufficiently involved in the SACM 
process. 

 Makes decisions on any proposed enhancements to the 
process and development of process improvement plans. 

 Agrees with and documents the scope for the process, 
incorporating the policy for determining which service assets 
should be treated as CIs.  

 Adjudicates when new CI types are requested by SACM 
Process Managers. 

 Ensures tight integration between SACM and other related 
processes. 

 Liaises with E-ITSM Process Owners to ensure there is an 
integrated approach to the design and implementation of 
SACM, Change Management, Release and Deployment 
Management and Knowledge Management and other 
processes as applicable.  

SACM Data 
Architect 

SACM 
P ocess 
Owner 

SACM 
Process 
Manager 

SACM Tool 
Administra tor 

SACM Analyst Configuration 
Librarian 

SAC ',f Roles ept sens proce$$ roles, nor he8d count or resource reqwemen s 

Cl O ner 
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Role Description Responsibilities 

SACM Process Manager (Service Asset Manager) 

The Service Asset Manager owns responsibility to 
implement SACM and works with the Process Owner on 
the implementation and continuous improvement. 

 

Works collaboratively with the Configuration Manager to 
develop and implement the specific SACM plans and 
sub-processes, and procedures for the infrastructure. 
The Service Asset Manager focuses on the lifecycle of 
the IT Assets. 

 

The Service Asset Manager is the direct interface for 
SACM with Incident, Problem, Change, Release, 
Operations Management, Service Level, Capacity, 
Finance, and all other project and process teams as 
required for proper maintenance and control of the IT 
Asset data. 

 

There is a Service Asset Manager for each level of the 
environment. 

 

 

 Performs the Process Manager role for the SACM process. 

 Implements the service asset management policy and 
standards. 

 Supports the scope of the SACM process, including items 
that are to be controlled, and information that is to be 
recorded. 

 Manages assets in accordance with this instruction. 

 Plans population of service assets; manages the service 
assets in CMDB, central libraries and tools; ensures regular 
housekeeping of the Asset database or register. 

 Identifies and classifies service assets that will be regarded 
as CIs. 

 Ensures service assets are uniquely identified with naming 
conventions and that staff complies with identification 
standards for object types, environments, processes, 
lifecycles, documentation, versions, formats, baselines, 
releases and templates. 

 Ensures all data relating to SACM is available when required. 

 Evaluates existing service asset management systems and 
the design, implementation and management of new/ 
improved systems for efficiency and effectiveness. 

 Prepares and manages SACM tools and processes. 

 Manages the evaluation service asset management tools. 

 Develops service asset management standards and Service 
asset management plans and procedures. 

 Ensures that the service asset management methods and 
processes are properly approved and communicated to staff 
before being implemented. 

 Arranges recruitment and training of SACM staff. 

 Proposes interfaces with network management, computer 
operations, logistics, finance, and administration functions. 

 Coordinates key interfaces between SACM and other 
processes, in particular, Change Management, Release and 
Deployment Management and Knowledge Management. 

 Provides reports, including management reports. 

SACM Process Manager (Configuration Manager) 

The Configuration Manager owns responsibility to 
implement SACM and works with the process owner on 
the implementation and continuous improvement. 

 

Works collaboratively with the Service Asset Manager to 
develop and implement the specific SACM plans and 
processes for the infrastructure. The Configuration 
Manager focuses on the CI attributes and relationships 
maintained in the CMDB. 

 

The Configuration Manager is the direct interface for 
SACM with Incident, Problem, Change, Release, 
Operations Management, Service Level, Capacity, 
Finance, and all other project and process teams as 
required for proper maintenance and control of the 
CMDB data. 

 

 Performs the Process Manager role for the SACM process.  

 Implements the SACM policy and standards. 

 Supports the scope of the SACM process, including items 
that are to be controlled, and information that is to be 
recorded. 

 Manages the CIs that are under control of SACM.  

 Identifies and classifies service assets that will be regarded 
as CIs.  

 Ensures all data relating to SACM is available when required.  

 Prepares and manages SACM tools and sub-processes.  

 Coordinates key interfaces between SACM and other 
processes, in particular, Change Management, Release and 
Deployment Management and Knowledge Management  

 Evaluates existing CMS. 

 Develops configuration management standards, SACM plans 
and procedures. 
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Role Description Responsibilities 

There is a Configuration Manager for each level of the 
environment. 

 

 

 Ensures that changes to the SACM methods and processes 
are properly approved and communicated. 

 Arranges recruitment and training of SACM staff. 

 Manages the evaluation of CM tools. 

 Manages the SACM plan, principles and processes and their 
implementation. 

 Ensures CIs are uniquely identified with naming conventions 
and that staff complies with identification standards for object 
types, environments, processes, lifecycles, documentation, 
versions, formats, baselines, releases and templates. 

 Proposes interfaces with network management, computer 
operations, logistics, finance, and administration functions. 

 Plans population of the CMS; manages CMS, central 
libraries, tools, common codes and data; ensures regular 
housekeeping of the CMS. 

 Provides reports, including management reports. 

SACM Analyst (Service Asset) 

The SACM Service Asset Analyst focuses on the 
tracking and control of service assets in the IT 
infrastructure. 

 

The SACM Analyst also collaborates with the SACM 
Configuration Analyst to train SACM staff in SACM 
principles, processes, and procedures. 

 

 

 Supports the creation of the SACM process, activities, and 
procedures to include CI registration procedures, access 
controls, and privileges. 

 Ensures the correct roles and responsibilities are defined in 
the SACM plan/procedures. 

 Assist with procurement of IT assets when requested. 

 Works with other SACM roles to tag and track all IT assets 
and to identify their locations and owners. 

 Receives IT assets and ensures delivery to correct locations. 

 Coordinates IT asset setup and teardown activities when 
requested. 

 Proposes/concurs with the SACM Manager on CIs to be 
uniquely identified with naming conventions. 

 Ensures developers and configuration system users comply 
with identification standards for object types, environments, 
processes, life cycles, documentation, versions, formats, 
baselines, releases, and templates. 

 Liaises with Configuration Librarian on population of asset 
and CMS. 

 Performs configuration audits to ensure physical inventory is 
consistent with the CMDB/CMS, initiating corrective action 
through Change Control. 

 Accepts baselined products from third parties for distribution. 

 Builds system baselines for promotion and release. 

 Maintains project status information and status accounting 
records and reports. 

 Assists SACM Manager in report definition as required. 

SACM Analyst (Configuration Management) 

The SACM Configuration Analyst focuses on the 
attributes and relationships of the CIs maintained in the 
CMDB. 

 

The SACM Configuration Analyst collaborates with the 
SACM Service Asset Analyst to train Asset and 
Configuration Management specialists and other staff in 
Asset and Configuration Management principles, 
processes, and procedures. 

 Supports the scope of the SACM processes and function that 
items that are to be controlled, and the information that is to 
be recorded. 

 Assists with the development of SACM standards, plans, and 
procedures. 

 Determines construction of the CMS, including CI types, 
naming conventions, attributes and relationships 
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Role Description Responsibilities 

 

 

 Supports the creation of the SACM process, activities, and 
procedures to include CI registration procedures, access 
controls, and privileges. 

 Ensures the correct roles and responsibilities are defined in 
the SACM plan/procedures. 

 Proposes/concurs with the SACM Manager on CIs to be 
uniquely identified with naming conventions. 

 Ensures developers and configuration system users comply 
with identification standards for object types, environments, 
processes, life cycles, documentation, versions, formats, 
baselines, releases, and templates. 

 Liaises with Configuration Librarian on population of asset 
and CMS. 

 Performs configuration audits to ensure physical inventory is 
consistent with the CMDB/CMS, initiating corrective action 
through Change Control. 

 Uses the CMDB/CMS to help identify other CIs affected by a 
fault which is affecting a CI. 

 Creates and populates project libraries and the CMDB/CMS. 

 Accepts baselined products from third parties for distribution. 

 Builds system baselines for promotion and release. 

 Maintains project status information and status accounting 
records and reports. 

 Assists SACM Process Manager in report definition as 
required. 

 Supports CI Owners in Configuration Identification process 
and in support of Configuration Control activities.  

SACM Data Architect 

The SACM Data Architect is primarily responsible for 
Configuration Identification. The SACM Data Architect 
consults regularly with the SACM Configuration Analyst 
and the Configuration Librarian during the SACM Identify 
Configuration process. 

 

 

 Develops and maintains the configuration identification 
architecture, including categorization, attributes, relationships, 
and naming conventions. 

 Develops and maintains specialist knowledge of object-
oriented analysis, design, and modeling techniques and 
principles, and a detailed knowledge of IT service, system, 
infrastructure, and CMS/CMDB architectures.  

 Analyzes data requirements to establish, modify, or maintain 
CMS object/data models.  

 Evaluates potential solutions, analyzing and modeling 
changes to the CMS/CMDB information model.  

 Uses appropriate tools, including logical models of 
configuration classes, attributes, and relationships, to 
contribute to the development of the information model for the 
CMS.  

 Utilizes CMS and auto-discovery tools to discover, preview 
and report about the physical data center environment. 

 Compares physical data against CMS information. 

 Assesses and analyzes requests for SACM Verifications and 
Audits.  

 Verifies the integrity of the physical business environment as 
specified in requirements and configuration baseline 
documents.  

 Plans audit to verify CMS information against the physical 
environment. 

 Generates CMS baseline reports.  

 Verifies conformance and highlights non-conformance and 
variations within the Draft Audit Report.  
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Role Description Responsibilities 

 Creates a risk and gap analysis, assessing value of 
reconciliation. 

 Produces detailed specifications and maps or translates 
these into designs for implementation in the CMS.  

 Consults on technical aspects of SACM (including requests 
for changes, deviations from specifications, etc.).  

 Ensures relevant technical strategies, policies, standards and 
practices are applied correctly. 

Configuration Librarian 

The Configuration Librarian is the custodian and 
guardian of all master copies of software, assets and 
documentation CIs registered within SACM. 

 

The Configuration Librarian manages the Definitive 
Media Library activities, from population through 
positioning of controlled items for deployment actions. 

 

The Configuration Librarian collaborates with the Change 
Manager as actions proposed for changes to controlled 
DML items are controlled via the Change Management 
process and the Request for Change (RFC) only. 

 

 

 Controls the receipt, identification, storage, and withdrawal of 
all support CIs via Authorized or Approved RFCs. 

 Provides information on the status of CIs. 

 Numbers, records, stores, and distributes SACM DML issues. 

 Assists SACM Analyst in Configuration Identification 
activities. 

 Assists SACM Manager to prepare the SACM Plan. 

 Creates and manages the identification scheme for the CM 
libraries and DML. 

 Creates and manages libraries or other storage areas to hold 
CIs 

 Assists in the identification of products and CIs. 

 Maintains current status information on CIs. 

 Accepts and records the receipt of new or revised 
configurations into the appropriate library. 

 Archives superseded CI copies. 

 Safeguards and holds the master copies. 

 Administers configuration control sub-process: 

 Issues copies of products for review, change, correction, or 
information when authorized to do so. 

 Maintains a record of all copies issued. 

 Notifies holders of any changes to their copies. 

 Collects and retains information that will assist in the 
assessment of what CIs are impacted by a change to a 
product. 

 Produces configuration status accounting reports. 

 Assists in conducting configuration audits.  

CI Owner 

The CI Owner is responsible to all stakeholders for the 
CIs to which it’s assigned. A CI Owner is designated by 
the SACM Configuration Manager to manage one or 
more classes of CIs and assist the SACM Configuration 
Manager in ensuring necessary CI updates are 
completed in a timely and accurate manner. 

 

The CI Owner is a POC whenever questions regarding 
the completeness or accuracy of a particular CI arises. 
The CI Owner is responsible for monitoring assigned CIs 
and ensuring that policies are followed, standards are 
implemented, and control objectives are met. This 
responsibility includes oversight of CI quality, continual 
improvement, and compliance with organizational 
mandates and performance targets. 

 

This role applies to anyone who performs the function for 
defining, documenting the generic attributes (e.g. 

 Owns, defines, and documents the generic (common) 
attributes for specific CI types, including identifying which CI 
attributes should be available with specific status within the CI 
lifecycle. 

 Owns technology roadmaps, CMS load plans, and end of life 
plans for specific CIs. 

 Engages in the planning activities involved in introducing, 
modifying, or retiring CIs. 

 Works with other CI Owners required to carry out CMS load 
tactics and ongoing Change, Configuration, and Release and 
Deployment responsibilities.  

 Works with CIs assigned to maintain.  

 Registers new CIs upon approval. 

 Manages the receipt, identification, storage and removal of all 
CIs.  

 Preserves status information on CIs.  

 Archives out of date CIs.  
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Role Description Responsibilities 

manufacture, model, version, catalog items, etc.) of one 
or more specific types. 

 

 

 Identifies, records, stores, and distributes issues connected 
with the SACM process.  

 Transfers ownership of a CI. 

 Generates and views reports of the CIs assigned.  

 Under the direction of the SACM Manager, ensures that all 
Stakeholders (Enterprise wide) responsible for performing CI 
management and administrator procedures understand and 
are capable of performing their roles.  

 Ensures that appropriate CI documentation is available and 
current.  

 Communicates CI information or changes as appropriate to 
ensure awareness.  

 Conducts periodic reviews of assigned CIs to ensure that 
information is still appropriate and make changes as required.  

 Ensures completeness and integrity of information collected 
to conduct daily operations.  

 Assists in audits of CIs for compliance with documented 
procedures. 

SACM Tools Administrator 

The SACM Tools Administrator evaluates proprietary 
Asset and Configuration Management tools and 
recommends those that best meet the organization’s 
budget, resource, timescale, and technical requirements. 

 

This role also directly or indirectly customizes proprietary 
tools to produce effective SACM environments in terms 
of databases and software libraries, workflows, and 
report generation. 

 Monitors the performance and capacity of existing 
SACM/CMS. 

 Recommends improvement opportunities. 

 Evaluates tools, monitors performance and capacity of the 
CMS/CMDB. 

 Liaises with Capacity Management regarding volumes, trends 
and requirements.  

 Undertakes standard housekeeping and fine tuning within the 
Change Control process. 

 Supports requests for tool changes necessitated from 
Reporting and Audit / Reconciliation efforts. 

 Monitors/analyzes service asset/configuration data and 
compliance activities to identify trends, discover anomalies, 
and ensure proper management of the SACM process. 

 Liaises with other functions in IT service to establish quality 
improvement in the SACM process. 

3.2 Responsibilities 499 

E-ITSM processes will span organizational boundaries; therefore, the sub-processes, including 500 

associated activities, procedures, and work instructions, will be mapped to roles within the process. 501 

These roles are then mapped to job functions, IT staff, and departments. For the purpose of this 502 

document, only the SACM sub-processes are mapped to the respective SACM process roles.  503 

Roles are accountable or responsible for an activity, and they can also provide support or be 504 

consulted or informed about something. The RASCI model provides a useful way of defining and 505 

communicating roles and responsibilities.  506 

The following RASCI descriptions further define the level of role involvement: 507 

 Responsible – Completes the process or activity; responsible for action/implementation. 508 

The degree of responsibility is determined by the role with the ‘A’. There may be multiple 509 

“R” roles for a process activity; however there must be at least one. 510 
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 Accountable – Approves or disapproves the process or activity. Individual who is 511 

ultimately answerable for the task or a decision regarding the task. Individual with final 512 

decision authority. Typically, the Process Owner is accountable for a process, and there 513 

must be only one “A” specified for per process activity.  514 

 Consulted – Gives needed input about the process or activity. Prior to final decision or 515 

action, these subject matter experts or stakeholders are consulted. Two-way 516 

communication is assumed. 517 

 Support – Provides resources or a supporting role in the process or activity. Resources 518 

allocated to responsible. Unlike consulted, which may provide input to the task, support 519 

helps complete the task. 520 

 Informed – Needs to be informed after a decision or action is taken. May be required to 521 

take action as a result of the outcome. One-way communication is assumed. 522 

 523 

This section includes a RASCI model to depict how each sub-process maps to a SACM process 524 

role, highlighting when that role is responsible, accountable, supported, consulted, and/or 525 

informed. All roles associated with each sub-process and its activities are listed across the top of 526 

the chart in columns, with the sub-processes listed to the left in rows. Table 3-2 displays the RASCI 527 

model for the SACM process roles.  528 

  529 
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 530 

Table 3-2 RASCI Model for SACM by Process Role 531 
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Management & Planning AR R R S S C C S C 

Configuration Identification A R R S S R S C S 

Configuration Control A R R R R C S S  

Status Accounting & Reporting A R R R R S S S C 

Verification & Audit A R R S S S C C S 

 

Legend:  
Responsible (R) – Completes the process or activity  
Accountable (A) – Authority to approve or disapprove the process or activity  
Support(S) – Supports process or activity  
Consulted (C) – Experts who provide input  
Informed (I) – Notified of activities  
 
Note: Any role that is designated as Responsible, Accountable, Consulted, or Supporting is not 
additionally designated as Informed because being designated as Responsible, Accountable, 
Consulted, or Supporting already implies being in an Informed status. A role is designated as Informed 
only if that role is not designated as having any of the other four responsibilities.  

 

Note: Only one role can be accountable for each process activity.  

 532 
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 SUB-PROCESSES 533 

The E-ITSM SACM process consists of five (5) sub-processes as shown in Figure 4-1. This 534 

process involves planning, identifying, controlling, recording, tracking, reporting, auditing, and 535 

verifying information about the service assets and CIs required to deliver an IT Service (including 536 

their relationships). This section will provide an overview, including the high-level workflow and 537 

description of each sub-process within the SACM process.  538 

4.1 Management and Planning 539 

1.1

Management & 

Planning

1.2 

Configuration 

Identification

1.3 

Configuration 

Control

1.4 

Status 

Accounting & 

Reporting

1.0 Service Asset & Configuration Management (SACM)  

1.5

 Verification & 

Audit

 540 

Figure 4-1 SACM Process Overview – Management and Planning Sub-Process  541 

The Management and Planning sub-process highlighted in Figure 4-1 represents the core SACM 542 

activity and its relationships to the other SACM sub-processes. The inputs to Management and 543 

Planning consist of the authorization to initiate the SACM Program, communications with all of 544 

the other SACM sub-processes, and selected information and performance measurements received 545 

from the SACM Status Accounting sub-process. This sub-process and its activities are further 546 

facilitated by the degree of management support provided, the working relationships established 547 

with such other interfacing E-ITSM processes and USMC organizations, to include Engineering 548 

and Logistics. It is further enabled by the resources and facilities assigned to the function, including 549 

such resources as automated tools, connectivity to a shared data environment, and other 550 

infrastructure elements.  551 

The SACM process management team, collaborating with key stakeholders, engages in the 552 

planning, decision making, and management efforts regarding the level of service asset and 553 

configuration management required for a selected service or project that is either new to a baseline 554 

or delivering changes to an existing baseline, and how this level will be achieved. The output from 555 

this sub-process consists of a SACM Plan that provides the planning details and the resultant 556 

documented SACM process that determines the extent of allocation of the SACM process 557 

functional activities. 558 

 559 

4.0 
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Management and Planning does not perform these activities; it collaborates with SACM’s 560 

additional four sub-processes to plan and manage as described below: 561 

 Configuration Identification Sub-Process 562 

o Plan and manage how IT Assets and CIs are to be selected, grouped, classified, and 563 

defined by appropriate characteristics to ensure that they are manageable and 564 

traceable throughout their lifecycle.  565 

o Plan and manage the approach to identification, uniquely naming and labeling all 566 

the IT Assets or service components of interest across the service lifecycle and the 567 

relationships between them. 568 

o Plan and manage the roles and responsibilities of the owner or custodian for CI type 569 

at each stage of its lifecycle, e.g., the service owner for a service package or release 570 

at each stage of the service lifecycle. 571 

 Configuration Control Sub-Process 572 

o Plan and manage requirements for supporting SACM tools and their system and data 573 

architectures. 574 

o Plan and manage control mechanisms over CIs while maintaining a record of 575 

changes to CIs, versions, location, and custodianship/ownership. 576 

o Plan and manage configuration control policies and procedures for the addition, 577 

modification, replacement, or removal of CIs. 578 

o Plan and manage control policies and procedures for software licenses, service asset 579 

versions, software and hardware versions, images/builds and releases, access, 580 

builds, promotions, migrations of electronic data and information, audits, 581 

deployments, and maintenance of the CMDB and DML. 582 

 Status Accounting and Reporting Sub-Process 583 

o Plan and manage CI states through which it can/will progress. Includes planning the 584 

significance of each state in terms of what use can be made of the asset or CI in that 585 

state.  586 

o Plan and manage how CIs will move from one state to another.  587 

o Plan and manage why, when, and how the CMS should be updated at each lifecycle 588 

stage. 589 

o Plan and manage reporting mechanisms, scope, structures, and frequencies. 590 

 Verification and Audit Sub-Process 591 

o Plan and manage how documented baselines maintain conformity to the 592 

environment to which they refer. 593 

o Plan and manage what (scope), when (frequency), and how audits are conducted. 594 

o Plan and manage audit remediation policies, to include Plan or Action and Milestone 595 

(POA&M) generation and approval authorities. 596 

Infrastructure and services should have an up-to-date SACM Plan, which can stand alone or form 597 

part of other planning documents.  598 

The SACM Plan defines the following: 599 

 Purpose, scope, objectives of SACM. 600 
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 Related policies, standards, and processes specific to the support group. 601 

 SACM roles and responsibilities. 602 

 CI naming conventions as a related document (Marine Corps Naming Standard for 603 

Applications and Systems). 604 

 Schedule and procedures for performing SACM activities. 605 

 SACM system design including scope and key interfaces. 606 

 Planning for Configuration Baselines, and Major Releases, Audits, etc. 607 

 Archiving and CI retention Periods. 608 

 SACM process to provide the following services:  609 

o Define the CIs that comprise related service(s) and infrastructure. 610 

o Control changes to configurations. 611 

o Record and report status of CIs. 612 

o Verify the completeness and correctness of CIs according to the requirements 613 

for accountability, traceability, and auditability. 614 

 Configuration Control (access, protection, version, build, and release controls). 615 

 Interface control process for identifying, recording, and managing CIs and information at 616 

the common boundary of two or more organizations (for example, system interfaces and 617 

releases). 618 

 Planning and establishing the resources to bring assets and configurations under control 619 

and maintain the CMS. 620 

 Management of suppliers and subcontractors performing SACM. 621 
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The following workflow in Figure 4-2 illustrates the activities in the Management and Planning 622 

sub-process:  623 

 624 

Figure 4-2 Management and Planning Sub-Process Workflow 625 

 626 

 627 

 628 

 629 

 630 

 631 

 632 

 633 

 634 

Table 4-1 describes the Management and Planning sub-process activities illustrated in Figure 4-2: 635 

 636 
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Table 4-1 Management and Planning Sub-Process Description 637 

1.1 Management and Planning 

Creates/Implements a SACM Plan 

Number Activity Description 

1.1.1 

Define Scope of SACM Process 

 

 

 

 

SACM begins with the definition of the scope (which CIs will 
be tracked) and the IT infrastructure that needs to be 
covered by this process. The appropriate depth (number 
and level of CIs to maintain) and breadth (level of detail to 
be tracked on CIs) of the SACM process is based on 
organizational requirements. This includes updates to the 
SACM scope such as a new program/project/service. 

 

Plan for an integrated SACM though its full lifecycle. 

 

The scope definition includes: 

 Applicable Services (New/Updated) 

 Environments and Infrastructure (New/Updated) 

 Geographical Locations (New/Updated) 

 

Strategy Generation for the USMC may include: 

 C4 - Plans and Policy 

 PMO - Programmatic Strategy  

 CDNI - Requirements  

 

Roles: SACM Process Owner, SACM Process Manager, 

SACM Analyst, CI Owner 

 

Inputs:  

 Program Initiation/ Contract Portfolio, Customer 
Portfolio, Organizational Policy, Service Management 
Plan, from Strategy Generation 

 Financial Information (Contract requirements) from 
Financial Management 

 ITAM Scope (HW/SW/Licensing) from Asset 
Management 

 Acquisition Data from Procurement 

Output: 

 SACM Scope 
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1.1 Management and Planning 

Creates/Implements a SACM Plan 

Number Activity Description 

1.1.2 

Define Requirements, Policies & 
Standards 

 

. 

 

Identify the policies, requirements, and contractual 
requirements. 

Link to other Service Management Policies, strategies, E-
ITSM policies, USMC directives). 

Link to requirements for the CMS. 

 

Include policies and standards: 

 Applicable Policies 

 Industry Standards (DESMF, ISO/IEC 20000, ISO/IEC 
19770-1) 

 Internal standards relevant to SACM (hardware 
standards, desktop standards, software & licensing  

 

Summarize requirements for accountability, traceability, 
auditability (depth and breadth for SACM process). 

 

Roles: SACM Process Owner, SACM Process Manager, 

SACM Analyst, CI Owner 

 

Input:  

 SACM Scope 

Output:  

 SACM Policies and Standards 

1.1.3 

Define the Organization for SACM 
Process 

 

Define the organizational structure for the SACM process, 
define the roles and responsibilities and determine the 
authorization for establishing baseline, changes, and 
releases of this process. 

 

Roles: SACM Process Owner, SACM Process Manager, 

SACM Analyst, CI Owner 

 

Input:  

 SACM Policies and Standards 

Output:  

 SACM Organization Structure 



Release 9.0 
11 Oct 2018 

34 

 
E-ITSM Service Asset and Configuration Management Process Guide 

 
1.1 Management and Planning 

Creates/Implements a SACM Plan 

Number Activity Description 

1.1.4 

Identify Applicable Sub-processes 
/Activities to Implement/Update 

SACM Process 

 

Based on the defined scope of the SACM process, identify 
and select the applicable sub-processes and activities to 
implement or update the SACM process. 

 

To include: 

 Configuration Identification 

 Version Management 

 Interface Management 

 Supplier Management 

 Configuration Control (Change Management) 

 Release and Deployment 

 Build Management 

 Establishing and maintaining configuration baselines 

 Maintaining the CMS 

 Reviewing the integrity of configurations and the CMS 
(verification and audit) 

 

Roles: SACM Process Owner, SACM Process Manager, 

SACM Analyst, CI Owner 

 

Input:  

 SACM Organization Structure 

Output:  

 SACM Sub-processes and Activities  

1.1.5 

Identify/Update CMDB Design & 
CMS Tools 

 

 

Conduct CMDB design workshop as applicable. 

 

Identify or update the software tools that will be used to 
create or automate CMS and leverage the Asset 
Management Database. 

 

Roles: SACM Process Owner, SACM Process Manager, 

SACM Analyst, CI Owner 

 

Inputs:  

 ITAM System Details from Asset Management 

 SACM Sub-processes and Activities  

Outputs:  

 CMS Software Tools updated or identified  

 CMDB Design 
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1.1 Management and Planning 

Creates/Implements a SACM Plan 

Number Activity Description 

1.1.6 

Create/Update Reference 
Implementation Plan 

 

Create or update a reference implementation plan, (should 
include data migration and loading, training and knowledge 
transfer plan, etc.). 

 

Build SACM catalog, product catalog, DML entries. 

  

When implementing the plans, define the structures and 
foundation (sites, location, owners) data that will be used 
during Configuration Identification. 

 

Roles: SACM Process Owner, SACM Process Manager, 

SACM Analyst, CI Owner 

 

Inputs:  

 CMS Software Tools updated or identified  

 CMDB Design 

Output:  

 SACM Reference Implementation Plan 

1.1.7 

Define Relationships & Interface 
Controls 

 

 

Define relationship management and interface controls. For 
example: with Financial Asset Management, with projects, 
with development and testing, with customers, with service 
providers interfaces (SPI), with operations including the 
service desk. 

 

Include relationship management and control of suppliers 
and sub-contractors. 

 

Roles: SACM Process Owner, SACM Process Manager, 

SACM Analyst, CI Owner 

 

Input:  

 SACM Reference Implementation Plan  

Output:  

 Draft SACM Plan  

1.1.8 

Approve SACM Plan 

 

 

Review and approve new or updated SACM Plan. 

  

Roles: SACM Process Owner (Review & Approve), SACM 

Process Manager, SACM Analyst, CI Owner (Review) 

 

Input:  

 Draft SACM Plan  

Output:  

 Approved SACM Plan 
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1.1 Management and Planning 

Creates/Implements a SACM Plan 

Number Activity Description 

1.1.9 
Store SACM Plan as a formal CI 

 

Submit SACM Plan through Change Management process 
for configuration control as an approved CI. 

 

The SACM Plan is a living document that is in place to 
impose control on a project, but may be updated for 
additions and changes as appropriate. 

 

Role: SACM Process Manager 

 

Input:  

 Approved SACM Plan  

Output: 

 RFC to store SACM Plan as a formal CI 

1.1.10 
Notify Affected Communities of 

Interest 

Notify the affected communities of interest / stakeholders of 
the new or updated SACM Plan. 

 

Role: SACM Process Manager  

 

Input:  

 Approved SACM Plan 

Output: 

  Notification of SACM Plan  
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4.2 Configuration Identification 638 
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 639 

Figure 4-3 SACM Process Overview – Configuration Identification Sub-Process 640 

The Configuration Identification sub-process highlighted in Figure 4-3 identifies and registers IT 641 

assets, service components and other items which will be under the control of SACM. The classes 642 

and types of CIs are selected, grouped, classified, defined, and named including the appropriate 643 

characteristics (e.g., warranties for a service) to ensure they are manageable and traceable 644 

throughout their lifecycle. The CIs and their components have been determined according to 645 

documented criteria established within the SACM Plan created in the SACM Management and 646 

Planning sub-process. As such, CIs identified include hardware, software and licenses, services, 647 

and documentation components of (and supporting) the USMC infrastructure. 648 

The Configuration Identification process enables: 649 

 Identification and registration of CIs. 650 

 Assignment of unique labels. 651 

 Recording relationship information. 652 

 Identification and designation of baselines for one or more CIs. 653 

 Efficient data storage and retrieval. 654 

 655 

Configuration Identification is responsible for collecting information about CIs and their 656 

relationships, and for loading this information into CMS/CMDB. Configuration Identification is 657 

also responsible for labeling the CIs, which enables the corresponding configuration records to be 658 

found. 659 

A CI can only be registered if the CI type is known and a Configuration Management policy is 660 

available for these types. Existing types must match the attributes that need to be managed and 661 

allow for designation of a person who is responsible for maintaining the CI. All CIs must be 662 

assigned to an owner, (that is a reference to an organizational entity), and to an administrator (the 663 

group responsible for managing the CI during its lifecycle).  664 
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The following workflow in Figure 4-4 illustrates the activities in the Configuration Identification 665 

sub-process: 666 

1.2  Configuration Identification
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Figure 4-4 Configuration Identification Sub-Process Workflow 668 

Table 4-2 describes the Configuration Identification sub-process activities illustrated in Figure 4-669 

4: 670 

Table 4-2 Configuration Identification Sub-Process Description 671 

1.2 Configuration Identification 

Identifies CIs 

Number Activity Description 

1.2.1 

 

Identify 
Registered/Unregistered 
Service Assets and CIs 

 

Placing an item under this sub-process for the first time starts with a 
need that is defined in the SACM plan. 

 

A change to a CI starts with a change request to place a CI under SACM. 

 

Gather or discover CIs using a various means such as a physical 
inspection, leveraging the Asset Management Database, DPAS 
(manual/external interface), or CMDB, and using discovery tools to 
identify IT assets/CIs that are already registered and those that are new 
and need to be registered. 
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1.2 Configuration Identification 

Identifies CIs 

Number Activity Description 

Roles: SACM Process Manager, SACM Analyst, CI Owner 

 

Inputs:  

 ITAM 

 Release & Deployment (Build & procure to rectify deviances from 
specifications for CI) 

 Change Management 

o Capabilities 

o Resources  

 SACM Plan (Requirements Design, Maintenance, Release, 
Deployment, Operations Plan) 

 Scheduled CMDB Review (Requirements Design, Maintenance, 
Release, Deployment, Operations Plan) 

Outputs:  

 Unregistered service asset and CIs identified 

 Registered service assets and CIs identified 

1.2.2 

 

Identify & Assign 
Service Assets & CI 

Owners 

 

Appropriate staff is consulted in order to identify and assign unregistered 
CIs to the appropriate Service Asset and CI Owners. 

 

This is a CI type owner with authorities for creating, authorizing, 
modifying or deleting the CIs of this type, as appropriate. Normally 
assigned access rights in the CMS and relevant sub-systems.  

 

Roles: SACM Process Manager, SACM Analyst, CI Owner 

 

Input: 

 Unregistered service asset and CIs identified 

Output: 

  Identified Service Asset and CI Owners for unregistered CIs 

1.2.3 

 

Define CI Structures for 
New CI Types 

 

Identify the structure or “template” for new CI types. Define and set 
attributes for CI Types, Relationships, etc. 

 

The Configuration Structure describes the relationship and position of 
CIs for both infrastructure and services. 

 

Roles: SACM Process Manager, SACM Analyst, CI Owner 

 

Inputs:  

 Registered service assets and CIs identified 

 Identified Service Asset and CI Owners 

Output:  

 CMS/CMDB Structure Definition 

1.2.4 
Inventory/Label Service 

Assets & CIs 

Service Asset and CI Owners will inventory and label the service assets 
and CIs (with unique identifiers as defined in the Naming Convention 
procedures) for which they are responsible. 

 

Roles: SACM Analyst, CI Owner 
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1.2 Configuration Identification 

Identifies CIs 

Number Activity Description 

Input:  

 CMS/CMDB Structure Definition 

Outputs:  

 Inventoried and Labeled service assets and CIs 

 Updates to ITAM  

1.2.5 

 

Define Configuration 
Model 

 

This is a model of services, assets, and infrastructure that records the 
relationships between CIs. It is meant to be a single common 
representation used by all areas of E-ITSM and other functions, such as 
finance, suppliers, etc. 

 

The Configuration Model is used to: 

 Plan technology refreshes and software upgrades 

 Plan release and deployment packages 

 Migrate services to different locations 

 Assess impact of proposed changes 

 Assess impact of incidents and problems 

 Plan, design, and change new or existing services 

 

Roles: SACM Process Manager, SACM Analyst, CI Owner, SACM Data 

Architect  

 

Input:  

 Inventoried and labeled service assets and CIs 

Output:  

 Configuration Model defined 

1.2.6 

 

Create or Update 
CMS/CMDB Design 

Structure 

 

Using the Change Management process, facilitate additions or 
modifications to the CMDB Architecture and CMDB Objects.  

 

Note: This activity is NOT focused on individual CIs or individual 
relationship instances. For example, this is NOT about creating an 
individual relationship between server ABC and router XYZ, but a higher 
overall level CMS/CMDB design structure.  

 

Establish the template and structure (fields) that will be managed and 
controlled by the SACM Analysts for each CI instance (an occurrence 
that is a specific realization/recognition of any object). 

 

CMDB Objects include: 

 CI Instances 

 CI Relationship Types (parent, child, etc.) 

 CI Categories/Baselines 

 

Role: SACM Data Architect  

 

Input: 

 Configuration Model defined 

Output:  

http://en.wikipedia.org/wiki/Object_(computer_science)
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1.2 Configuration Identification 

Identifies CIs 

Number Activity Description 

 CMS/CMDB design structure (created or updated) 

1.2.7 
Define Configuration 
Baseline & Instances 

The Configuration Baseline is the configuration of a service asset or 
infrastructure that has been formally reviewed and approved (must go 
through formal Change Management process).  

 

This activity allows you to build a service component from a defined set 
of inputs. 

 

Provides basis for a configuration audit or desired state (e.g., pre-
changed state in the event a change must be backed out). Provides 
Snapshot to mark milestones in development of a service. 

 

Roles: SACM Process Manager, SACM Analyst, CI Owner 

 

Input:  

 CMS/CMSD design structure 

Output:  

 Configuration Baseline and Instances define 

1.2.8 
Define/Update SA & CI 
Data Gathering Strategy 

Identify the resources (people and tools (e.g., discovery tools)) that will 
be used to gather service asset and CI data.  

 

Roles: SACM Process Manager, SACM Analyst, CI Owner 

 

Inputs:  

 Defined Configuration Baseline and Instances 

 Service Asset and CI data from Asset Management / CMS 
databases 

Output:  

 Service Asset and CI Data Strategy 

1.2.9 
Load CI Data into 

CMDB/CMS 

Load the available/collected service asset and CI data into the CMDB 

(Registration of CI information into the CMDB). 

 

Role: SACM Data Architect  

 

Inputs: 

 Service Asset and CI Data Strategy 

 Defined Configuration Baseline and Instances 

Output:  

 Service Asset and CI data loaded 

1.2.10 
Load Configuration 

Baseline & Instances 

The Configuration Baseline is captured (a baseline is a snapshot of the 
current CMS/CMDB).  

 

A snapshot describes the current state of a CI or environment and may 
be generated using a discovery tool. The snapshot is recorded in the 
CMS and remains a fixed historical record (referred to as a Footprint).  

  

Enables Problem Management to analyze the historical state that existed 
at the time an incident occurred. 



Release 9.0 
11 Oct 2018 

42 

 
E-ITSM Service Asset and Configuration Management Process Guide 

 
1.2 Configuration Identification 

Identifies CIs 

Number Activity Description 

 

Allows for a system restore if needed (as a result of a change or in 
support of security scanning software, etc.). 

 

Role: SACM Data Architect  

 

Input:  

 Service Asset and CI data loaded into CMDB/CMS 

Output:  

 Configuration Baseline (CI identification, naming, labeling, data and 
documentation baseline) 

 672 

673 
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4.3  Configuration Control 674 
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 675 

Figure 4-5 SACM Process Overview – Configuration Control Sub-Process 676 

The Configuration Control sub-process highlighted in Figure 4-5 is an important part of the SACM 677 

process since it confirms that only identifiable and authorized CIs are recorded in the CMDB. 678 

Configuration Control ensures that there are adequate control mechanisms over CIs while 679 

maintaining a record of changes to CIs, versions, statuses, location, and ownership. This sub-680 

process ensures that no CI is added, modified, replaced, or removed without appropriate 681 

controlling documentation or procedures in place.  682 

Policies and procedures should cover the following:  683 

 Version control of software, hardware, image builds, and releases. 684 

 Access control to facilities, storage areas, and CMS, including user roles. 685 

 Establishment of configuration baseline of CIs before supporting a release in a manner 686 

that can be used for subsequent evaluation against actual deployment. 687 

 Promotion and/or migration of electronic data and information (including software license 688 

management and compliance), maintaining the integrity of the definitive media library 689 

DML and CMS within the overarching Service Knowledge Management System (SKMS). 690 

Configuration Control applies the best practice for software license management and compliance 691 

with the ability to gain a single view into the control and maintenance of the software licenses 692 

across the enterprise. It is imperative to leverage and analyze accurate usage statistics to ensure 693 

the completeness of data matches the software vendor's license management results. Additionally, 694 

usage statistics can provide managers and other stakeholders with granular insight into their 695 

organizations' actual software usage. This can enable IT departments to establish shared license 696 

pools with prioritized resource allocation so users with high-priority needs can "reserve" a fixed 697 

number of shared licenses, ensuring software availability. 698 

Software license management and compliance is about: 699 

 Knowing what software you have installed. 700 

 Knowing what software licenses have been purchased. 701 

 Knowing that the installations don't exceed the license purchases. 702 

 Knowing what software is being used. 703 

 Knowing the details of the organization’s software license usage rights and restrictions. 704 

 Knowing the number of underutilized software.   705 

 Knowing what hardware assets the software is installed on.    706 
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 Maintaining compliance while significantly reducing overall software costs. 707 

 708 

The following workflow in Figure 4-6 illustrates the activities in the Configuration Control sub-709 

process: 710 

1.3 Configuration Control
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Figure 4-6 Configuration Control Sub-Process Workflow 712 



Release 9.0 
11 Oct 2018 

45 

 
E-ITSM Service Asset and Configuration Management Process Guide 

 
The following Table 4-3 describes the Configuration Control sub-process activities illustrated in 713 

Figure 4-6: 714 

Table 4-3 Configuration Control Sub-Process Description 715 

1.3 Configuration Control 

Controls Updates/Changes to CIs & Relationships 

Number Activity Description 

1.3.1 
Receive/Review Change Task 

for CI Update 

A task is received from Change Management to make 
registration/updates to the CI data. The task is reviewed for 
scope and impact as well as for any issues in implementing the 
change.  

 

Roles: SACM Process Manager, SACM Analyst, CI Owner 

Input: 

 RFC to register New CI or update current CI data  

Output: 

 Reviewed Change Task  

1.3.2 Verify CI Exists in CMS/CMDB 

Verify if the CI exists in the CMS/CMDB. Decision point to 
determine if a new CI needs to be added or a current CI needs 
to be modified. 

 

Roles: SACM Analyst, CI Owner, Configuration Librarian 

Input: 

 Reviewed Change Task  

Outputs: 

  CI does exist - Modification required to current CI 

  CI does not exist - New CI Required - the Configuration 
Librarian will complete the procedures to add the new CI to 
the CMDB 

1.3.3 
Perform Current CMDB 
Modification Procedures 

Based on the modification activities in the Change task, updates 
to the CI data in the CMDB will be performed.  

 

Procedures to modify existing CMDB data, primarily CI instances 
and instances of CI relationships. Also includes modifying CMDB 
architecture building block types/categories/baselines and 
relationship types. 

 

Role: Configuration Librarian 

Inputs: 

 Modification required to current CI (Reviewed/Verified RFC 
to modify existing CIs in CMS/CMDB) 

 From SACM Process Manager - CMS/CMDB Modification 
not successful  

Outputs: 

 Modified CI in CMS/CMDB 

 Removed CI (Deregistered) from CMS/CMDB 
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1.3 Configuration Control 

Controls Updates/Changes to CIs & Relationships 

Number Activity Description 

1.3.4 
Perform CI Addition 

Procedures 

Based on the activities in the Change task, new CI additions in 
the CMDB will be performed.  

 

Activities for normal everyday addition of new CMDB objects to 
include initial bulk loading of CIs. 

 

CMDB Objects include: 

 CI Instances 

 CI Relationship Instances 

 CI Architecture Building-block types/categories/baselines 

 CI Relationship Types 

 

Role: Configuration Librarian 

Inputs: 

 New CI Required 

 From SACM Process Manager - CMS/CMDB Addition not 
successful 

Output: 

 New Registered CI 

1.3.5 Software License? 

Is a Software License required from the CI modification or 
addition? Decision point to further determine if the Software 
License is available or if an additional license(s) needs to be 
purchased. 

 

Role: Configuration Librarian 

 

Inputs: 

 New Registered CI 

 Modified CI in CMS/CMDB 

Outputs: 

 Software License Required 

 Software License Not Required 
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1.3 Configuration Control 

Controls Updates/Changes to CIs & Relationships 

Number Activity Description 

1.3.6 
Perform Software License 

Management & Compliance 
Procedures 

Based on the activities in the Change task, Software License 
Management procedures for additional software license or 
update to current software licensing will be performed.  

 

The Configuration Librarian will review the CMS (DML) and 
assign a software license or work with Change Management to 
revise software license assignment or Asset Management to 
acquire new software licenses. 

 

Role: Configuration Librarian 

Input: 

 Reviewed RFC for additional software license or update to 
current software licensing 

Outputs: 

 Assigned Software License  

 RFC for Harvesting Software License to Change 
Management 

 Software License Purchase Request/Requirement to Asset 
Management (for procurement) 

1.3.7 
Verify CI Addition or 

Modification 

Upon completion of CMDB modifications (new CI, de-
registration, and CI updates), review the CMS/CMDB to verify 
that the modifications are accurate and met the RFC and policy 
scope.  

  

This task ensures that the CI status has been updated in the 
CMS/CMDB and that all CMS/CMDB objects associated with the 
task have been added or modified.  

 

Focus particular attention on Change tasks to create/modify 
CMDB architecture building blocks or that relate to a Normal 
Change. 

 

Roles: SACM Process Manager, SACM Analyst, CI Owner 

Inputs: 

 Registered CI (from Perform CI Addition RFC) 

 Modified CI (from Perform Current CMDB Modification RFC) 

 Removed CI (Deregistered ) from CMS/CMDB 

Outputs: 

 CMS/CMDB Addition/Modification not successful 

 Verified CMS/CMDB Addition/Modification  
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1.3 Configuration Control 

Controls Updates/Changes to CIs & Relationships 

Number Activity Description 

1.3.8 Add or Update Relationship 

Upon verified completion of the CI data load/update, 
relationships between the CI and other CIs in the CMS/CMDB 
will be established or updated.  

 

Roles: SACM Analyst, CI Owner, Configuration Librarian 

Input: 

 Verified CMS/CMDB Addition/Modification 
(Registered/updated CIs) 

Output: 

 CI Relationships established or updated 

1.3.9 Update/Close CI Change Tasks 

Ensure that the Change Task(s) are updated with all relevant 
details, including any issues, and closed. 

 

Roles: SACM Analyst, CI Owner, Configuration Librarian 

Input: 

 CI Relationships updated (from Add or Update relationship) 

Outputs: 

 Closed Change Task  

o Feeds back into Change Management 

 Decommissioned /Deregistered CI  

o Feeds into ITAM/CI needs to be removed 

o Feeds into Operations Management/Decommissioned 
service asset and CI 

 716 

717 
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4.3.1 Configuration Control – Activity: 1.3.3 Perform CI Addition Procedures 718 

The following workflow in Figure 4-7 illustrates the steps in the Activity - 1.3.3 Perform CI 719 

Addition Procedures: 720 

1.3.3 Perform CI Addition Procedures

SA
C

M
 P

ro
ce

ss
 M

an
ag

er
SA

C
M

 A
n

al
ys

t/
C

o
n

fi
gu

ra
ti

o
n

 L
ib

ra
ri

an

1.3.2
 Verify CI exists in 

CMS/CMDB?

1.3.3.1 
Review Change Task for 
New CI, CI Category or 

Relationship

1.3.3.3 
Resolve New CMS/CMDB 

Object Addition Issues

1.3.3.2
New 

CMS/CMDB Addition 
Issues Exist?

1.3.3.4 
New CI Issues Resolved?

1.3.3.5 
Approve CMS/CMDB 

Additions

1.3.3.6 
Perform New CMS/

CMDB Object 
Registration

1.3.5 
Verify CI Addition or 

Modification

Yes

Yes

No

No

 721 

Figure 4-7 1.3.3 Perform CI Addition Procedures  722 

The following Table 4-4 describes the Activity - 1.3.3 Perform CI Addition Procedures illustrated 723 

in Figure 4-7: 724 

Table 4-4 Perform CI Addition Procedures Description 725 

1.3.3 Perform CI Addition Procedures 

Number Activity Description 

1.3.3.1 Review Change Task for New 
CI, CI Category or Relationship 

The request to add new elements to the CMS/CMDB is reviewed 
and analyzed. 

 

Roles: SACM Analyst, Configuration Librarian 

Input: 

 New CI required 

Output: 

 Reviewed Change Task 
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1.3.3 Perform CI Addition Procedures 

Number Activity Description 

1.3.3.2 

Check for CMS/CMDB Addition 
issues 

 

If there are any issues in adding the new CI, the SACM Process 
Manager will assign a SACM Analyst to resolve the issue. If 
there are no issues, the request can be approved. 

 

Roles: SACM Analyst, Configuration Librarian 

Input: 

 Reviewed Change Task 

Outputs: 

 Issues Exist - begin remediation activities 

 Issues Do Not Exist - begin new CMS/CMDB addition 

1.3.3.3 

Resolve New CMS/CMDB 
Object Addition Issues 

 

The SACM Analyst and additional roles as necessary, will 
attempt to resolve any issues with adding a CI to the 
CMS/CMDB. 

 

Roles: SACM Analyst, Configuration Librarian 

Input: 

 Issues Exist (Any data gathered to assist in resolving the 
issue) 

Outputs: 

 Issues Resolved - The Process Manager will 
review/approve the CMS/CMDB additions 

 Issues Not Resolved- continue to resolve issues before 
adding CI Object to the CMDB 

1.3.3.4 
Ensure that New CI Issues are 

Resolved 

If the issues regarding adding a new CI, CI Category, or 
Relationship are resolved, the CMS/CMDB can be modified 
accordingly.  

 

If the issues have not been resolved, work continues to resolve 
data issues using necessary resources. 

 

Roles: SACM Analyst, Configuration Librarian 

Input: 

 Resolution Results 

Outputs: 

 Issues Resolved - The Process Manager will 
review/approve the CMS/CMDB addition 

 Issues Not Resolved - Continue to resolve issues before 
adding CI Object to the CMDB 

1.3.3.5 Approve CMS/CMDB Additions 

Once the issue (if any) has been resolved, the requested 
addition to the CMS/CMDB can be approved. 

 

Role: SACM Process Manager 

Input: 

 Issues Resolved (Resolution results) 

Output: 

 CMS/CMDB Addition Approved 
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1.3.3 Perform CI Addition Procedures 

Number Activity Description 

1.3.3.6 Perform New CMS/CMDB 
Object Registration 

Perform procedures for adding a new CMS/CMDB object. 

 

CMDB Objects include: 

 CI Instances 

 CI relationship instances 

 CI architecture building-block types/categories/baselines 

 CI relationship types 

 

Roles: SACM Analyst, Configuration Librarian 

Input: 

 CMS/CMDB Addition Approved 

Output: 

 Newly registered CI in CMS/CMDB 

 726 

727 
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4.3.2 Configuration Control – Activity: 1.3.4 Perform CI Modification Procedures 728 

The following workflow in Figure 4-8 illustrates the steps in the Activity - 1.3.4 Perform Current 729 

CMDB Modification Procedures:  730 

1.3.4  Perform Current CMDB Modification Procedures
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 731 

Figure 4-8 1.3.4 Perform Current CMDB Modification Procedures 732 

The following Table 4-5 describes the Activity - 1.3.4 Perform Current CMDB Modification 733 

Procedures illustrated in Figure 4-8: 734 

Table 4-5 Perform Current CMDB Modifications Procedures Description 735 

1.3.4 Perform Current CMDB Modifications Procedures 

Number Activity Description 

1.3.4.1 Analyze CI Modification 
Change Task 

Change Task is reviewed and analyzed to determine if there are 
any issues preventing the modification from being completed. 

 

Role: SACM Analyst, Configuration Librarian 

Inputs: 

 Verification that the CI does exist in the CMDB 

 Modification required to current CI 

Output: 

 Reviewed Change Task 
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1.3.4 Perform Current CMDB Modifications Procedures 

Number Activity Description 

1.3.4.2 Do CMS/CMDB Modification 
issues exist? 

If there are any issues with the CMDB modification, an attempt is 
made to resolve them, additional resources may be necessary. 

 

Roles: SACM Analyst, Configuration Librarian 

Input: 

 Reviewed Change Task 

Output: 

 Issues Exist - Attempt to resolve the modification issues 

 Issues Do Not Exist - Continue with the CMS/CMDB 
Modification 

1.3.4.3 Resolve Current CMS/CMDB 
Modification issues 

The SACM Analyst and additional roles/resources as necessary, 
will attempt to resolve any issues with modifying a current CI in 
the CMS/CMDB. 

 

Procedures performed to resolve any issues that were 
discovered when attempting to modify the current CMS/CMDB.  

 

Roles: SACM Analyst, Configuration Librarian 

Input: 

 Issues Exist (Resolution needed in order to complete the 
modification) 

Output: 

 Modification Resolution 

1.3.4.4 Current CMS/CMDB Issues 
Resolved? 

If not, continue resolution attempts.  

 

Roles: SACM Analyst, Configuration Librarian 

Input:  

 Modification Resolution 

Output:  

  Issues Not Resolved- continue resolution attempts 

  Issues Resolved - CI can now either be modified or 
removed. 

1.3.4.5 
Determine If CI Needs to be 

Removed 

If any CIs need to be removed from the CMDB, the CIs are 
identified for de-registration.  

 

CIs are removed only in the event of administrative or technical 
error.  

 

Roles: SACM Analyst, Configuration Librarian 

Input:  

 Issues Resolved 

 Issues Do Not Exist 

Output: 

 CI Needs to be Removed (De-register) 

 CI Does Not Need to be Removed 
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1.3.4 Perform Current CMDB Modifications Procedures 

Number Activity Description 

1.3.4.6 Perform CI De-registration 

If the task is to de-register the CI from IT Infrastructure, the 
requested CI or CI instances are removed from the CMDB. A 
removal of a CI is considered a modification.  

 

The status is modified to archived/de-commissioned as 
appropriate.  

 

Roles: SACM Analyst, Configuration Librarian 

Input:  

 CI Needs to be Removed 

Outputs:  

 Removed CI (De-registration) from CMS/CMDB 

 CMS/CMDB Update (De-registration) 

1.3.4.7 Perform Current CMS/CMDB 
Update Procedures 

Procedures to modify the CI in the CMDB are performed. 

 

Roles: SACM Analyst, Configuration Librarian 

Input: 

 CI Does Not Need To Be Removed 

Output: 

 Modified CI 

 736 

  737 
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4.4 Status Accounting and Reporting 738 
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 739 

Figure 4-9 SACM Process Overview – Status Accounting and Reporting Sub-Process 740 

The Status Accounting and Reporting sub-process highlighted in Figure 4-10 ensures that all 741 

service asset and configuration data and documentation is recorded as each service asset and CI 742 

progresses through its lifecycle from test to production to retirement. These lifecycle transactions 743 

are integrated with E-ITSM Change Management process and Release and Deployment 744 

Management process activities to achieve a high degree of accuracy. 745 

Status Accounting and Reporting is the recording and reporting of information needed to manage 746 

configuration issues effectively, including a record of approved configuration documentation and 747 

identification numbers, the status of proposed changes and variances to the configuration, the 748 

implementation status of approved changes and the configuration of units of the CI in the operation 749 

inventory as required.  750 

Status Accounting and Reporting is the process of recording state changes to a CI record. Some 751 

common states are: ordered, received, in acceptance test, live, under change, withdrawn, or 752 

disposed. All state changes must be recorded so the CMDB always has an accurate representation 753 

of the IT infrastructure. Status Accounting answers the following questions: (1) What happened? 754 

(2) Who did it? (3) When did it happen? and (4) What else will be affected?  755 

Status reports should be produced on a regular basis, listing all CIs under control, their current 756 

version, change history, and include IT asset information (lease renewals, licensing, maintenance, 757 

etc.). There are two types of reports: reports accounting for the lifecycle status of CIs as defined 758 

by CI type, and other SACM reports in support of services throughout the service lifecycle.  759 

Typical activities in this sub-process include:  760 

 Maintaining configuration records through the service lifecycle.  761 

 Managing the recording, retrieval and consolidation of the current configuration status 762 

and the status of all preceding configuration to confirm information correctness. 763 

 Making the status of items under SACM available throughout the lifecycle.  764 

 Recording changes to the CIs from receipt to disposal. 765 

The following workflow in Figure 4-11 illustrates the activities in the Status Accounting and 766 

Reporting sub-process: 767 
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 768 

Figure 4-10 Status Accounting and Reporting Sub-Process Workflow 769 
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 Table 4-7 describes the Status Accounting and Reporting Sub-Process activities illustrated in 771 

Figure 4-11. 772 

Table 4-6 Status Accounting and Reporting Sub-Process Description 773 

4.0 Status Accounting and Reporting 

Recording/Reporting on the Lifecycle of CIs 

Number Activity Description 

1.4.1 

Analyze Request for Service Asset 
and CI Data 

 

Use the CMS, CMDB, DML, and Auto-Discovery tools to 
obtain current and historical service asset and CI data and 
status data. 

 

This activity is triggered by a request for service asset and 
CI data or to generate periodic status reports (from 
Configuration Control). 

 

 Review a request for a report on a CI, type, or attribute 

 Validate distribution authority 

 Determine if this request is to produce an ongoing 
standard report 

  

Role: SACM Process Manager 

 

Inputs: 

 Automated Discovery reports 

 Returns from CMS query  

 Service Asset, CI data, and Status data from CMS 

Output:  

 Service Asset and CI data  
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4.0 Status Accounting and Reporting 

Recording/Reporting on the Lifecycle of CIs 

Number Activity Description 

1.4.2 Define and Produce CMS Reports 

Based on the requirements and retrieved data, produce 
requested CMS reports.  

 

 Define and build report.  

 Design a report that meets the needs of the requester. 

 Create the report. 

 

This data may be gathered real-time based on the service 
asset and CIs stored in the CMS or sourced from a 
predefined CMS report.  

 

It is best if reports are structured as exception reports so 
that the volume of data is limited to something that is 
manageable and actionable.  

 

Multiple standard reports can be defined as business needs 
dictate, but output should result in a volume of data that is 
useable by those to whom it is distributed. 

 

Reports may be scheduled to run at an agreed interval (e.g., 
daily, weekly, monthly, quarterly, etc.) and distributed to 
individuals with a known interest in CMS activities, or 
produced ad hoc based on demand. 

 

Role: SACM Analyst 

 

Input: 

 Service Asset and CI data (from queried databases and 
discovery reports) 

Output:  

 Generated service asset and CI data report 

1.4.3 Deliver and Communicate Report 

The SACM Analyst moves the generated report to a 
designated website or distributed via email. Report contents 
are communicated as appropriate. 

 

 Deliver the report to the requester. 

 Validate the report with the requester. 

 Exceptions/anomalies detected (Exception 
Reports) will be provided to Verification & Audit. 

 

Additionally, these reports may be used to aid verification 
and audit activities, assess effectiveness of the SACM 
process, produce Software License Compliance data, or 
trigger archiving activities for CI data. 

 

Role: SACM Analyst 

 

Input: 

 Generated service asset and CI data report  

Output: 

 Completed service asset and CI data report  

 774 
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4.5 Verification and Audit 775 
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 776 

Figure 4-11 SACM Process Overview – Verification and Audit Sub-Process 777 

The Verification and Audit sub-process highlighted in Figure 4-12 is responsible for ensuring that 778 

information in SACM is accurate and that all CIs are identified and recorded in the CMDB. This 779 

process can be conducted manually, or by using automated inventory and discovery tools.  780 

Verification includes routine checks that are part of other processes (for example, verifying the 781 

serial number of a desktop PC when a user logs an incident). Audit is a periodic, formal check. 782 

Verify and audit configuration regularly to ensure proper functioning of the entire SACM process, 783 

and for related E-ITSM processes. 784 

The objective of Verification and Audit for the SACM process is to detect and manage all 785 

exceptions to configurations policies, processes, and procedures, including security and license 786 

use rights. The verification process ensures that configuration records are accurate and complete, 787 

and that any recorded changes are approved. Configuration audits help to maintain the integrity of 788 

the CMS. 789 

The following activities include a series of reviews or audits:  790 

 Ensure conformity between the documented baselines and the actual USMC environment.  791 

 Verify the physical existence of CIs in the organization or in the DML. 792 

 Verify functional and operational characteristics of CIs and check that the records in the 793 

CMS match the physical infrastructure. 794 

 Check that release and configuration documentation is present before supporting a release. 795 

 Verify Software Licensing usage to ensure compliance. 796 
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The following workflow in Figure 4-13 illustrates the activities in the Verification and Audit sub-797 

process: 798 

 799 

Figure 4-12 Verification and Audit Sub-Process Workflow 800 
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Table 4-8 describes the Verification and Audit sub-process activities illustrated in Figure 4-13: 801 

Table 4-7 Verification and Audit Sub-Process Description 802 

5.0 Verification and Audit 

Verify Configuration Changes/Perform Periodic Configuration Audits 

Number Activity Description 

1.5.1 
Determine Scope and Type of Audit 

 

Plan and determine the portion of the CMS (CMDB/DML, 
etc.) and or service assets to be verified and audited. 

 

Requirements are reviewed and validated regarding the 
need for the audit. Confirm and schedule resources to 
perform and participate in the audit. Identify the affected 
areas and inform the concerned parties. 

 

Configuration Audits occur: 

 Shortly after changes to the CMS. 

 Software License Compliance needs. 

 Before /after changes to IT services or infrastructure. 

 Before a release or installation to ensure the 
environment is as expected. 

 Following the recovery from disasters and after a 
“return to normal” (in this case, the audit should be 
included in contingency plans). 

 At planned intervals per the SACM Plan, annually at a 
minimum. 

 At random intervals. 

 In response to the detection of any unauthorized CIs. 

 

Roles: SACM Process Manager, SACM Data Architect 

 

Inputs:  

 Scheduled Audit  

 Verification Scheduled 

 Ad Hoc audit request 

Output:  

 Scope and Type of Audit 
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5.0 Verification and Audit 

Verify Configuration Changes/Perform Periodic Configuration Audits 

Number Activity Description 

1.5.2 

 

Perform Audit 

 

The procedures for auditing the CMS are represented by 
this activity - (refer to documented organizational audit 
procedures). 

 

The SACM Analyst will perform the audit with assistance as 
needed from the CI Owner to establish reports on the 
CMDB, service assets, CIs, and Infrastructure baselines. 

  

 A comparison is done between infrastructure and CMS 
using a Physical and/or Discovery tool audit. 

 

Role: SACM Data Architect 

 

Input:  

 Scope, Definition, and Type of Audit 

Output:  

 Verification and Audit Results (will be reviewed for 
discrepancies) 

1.5.3 

 

Note Discrepancies 

 

Determine if there is a discrepancy found in the results of 
the audit performed.  

 

Role: SACM Data Architect 

 

Input: 

 Audit Results 

Outputs: 

 Discrepancy Found – Discrepancies will be analyzed 
and document with the SACM Process Manager 

 Discrepancy Not Found – Prepare & Distribute Audit 
Report 

1.5.4 

 

Analyze and Document 
Discrepancies 

 

Analyze and document the identified audit discrepancies. 
Based on the findings of the audit, determine corrective 
action – if action should be taken to address audit finding 
(such as data or process issues). Any exceptions noted are 
documented. Provide proposed corrective actions. 

 

A key component of the verification and audit activities is the 
reconciliation between the managed and discovered 
inventories and configurations.  

 

Roles: SACM Process Manager, SACM Data Architect 

 

Input:  

 Audit Results - Discrepancies Found  

Outputs: 

 Documented Discrepancies 

 Proposed Corrective Action 
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5.0 Verification and Audit 

Verify Configuration Changes/Perform Periodic Configuration Audits 

Number Activity Description 

1.5.5 

 

Prepare & Distribute Audit Report 

 

Upon completion of the audit, prepare the audit findings 
report, including documented discrepancies if any, and 
distributed to appropriate stakeholders.  

 

Role: SACM Data Architect 

 

Inputs: 

 Discrepancy Analysis Results (Findings from audit) 

 Audit Results – no discrepancies 

Outputs: 

 Discrepancy Analysis Results- These results will be 
used to prepare the Audit Report 

 Audit Report- after the SACM Analyst completes the 
Audit Report, it will be sent to the SACM Process 
Manager to assess the impact on the CMS/CMDB and 
infrastructure. 

1.5.6 Assess Impact of Report Findings 

Results of the audit report are reviewed and a determination 
is made regarding the possible impacts. The audit data is 
communicated to stakeholders, along with a recommended 
course of action. 

 

It is determined if the exceptions were due to process 
activity violations. A risk impact analysis of the exceptions is 
included. The recommended course(s) of action are 
prioritized. 

 

Document and communicate the remediation required to 
meet the baseline requirements of the reference model.  

 

Any updates to the CMDB should be performed through 
Change Management. If updates to the CMDB are required, 
RFCs are prepared.  

 

Role: SACM Process Manager (other process roles may be 

consulted) 

 

Input: 

 Audit Report 

Outputs: 

 Impact findings accessed 

 Feedback to determine if an update to the SACM Plan 
is needed 

803 
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Appendix A – GLOSSARY 

Term Definition 

Asset Management Asset Management is the process responsible for tracking and reporting the financial 
value and ownership of assets throughout their lifecycle.  

Backup  Backup is copying data to protect against loss of integrity or availability of the original 
data. 

Configuration Control Configuration Control is a sub-process of Service Asset & Configuration 
Management. Configuration Control is a set of processes and approval stages 
required to change a CI attribute. Configuration Control encompasses the oversight 
to ensure that a CI is changed through the Change Management process. 

Configuration Identification A sub-process of Service Asset & Configuration Management, Configuration 
Identification is the selection, identification, and labeling of the configuration 
structures and CIs including their respective technical owner and the relationships 
between them. CIs become the manageable unit that is planned for release into a 
configuration controlled environment. The CIs consist of hardware, software, 
services, and documentation. 

Configuration Item A Configuration Item (CI) is any component that needs to be managed in order to 
deliver an IT Service. Information about each CI is recorded in a Configuration 
Record within the Configuration Management System (CMS) and is maintained 
throughout its lifecycle by Service Asset & Configuration Management. CIs are under 
the control of Change Management. CIs typically include IT services, hardware, 
software, buildings, people, and formal documentation such as process 
documentation and SLAs. 

CI Type CI Type is a category used to Classify CIs. The CI Type identifies the required 
attributes and relationships for a configuration record. Common CI Types include: 
server, document, user, etc. 

Configuration Management 
Database 

A Configuration Management Database (CMDB) is a database used to store 
configuration records throughout their lifecycle. The Configuration Management 
System (CMS) maintains one or more CMDBs and each CMDB stores attributes of 
CIs and relationships with other CIs. 

Configuration Management 
System 

A Configuration Management System (CMS) is a set of tools and databases used to 
manage an IT service provider’s configuration data. The CMS also includes 
information about incidents, problems, known errors, changes, and releases and may 
contain data about employees, suppliers, locations, units, customers and users. The 
CMS includes tools for collecting, storing, managing, updating, and presenting data 
about all CIs and their relationships. The CMS is maintained by Service Asset & 
Configuration Management and is used by all IT Service Management processes. 

Deployment Deployment is the activity responsible for movement of new or changed hardware, 
software, documentation, process, etc. to the live environment. Deployment is part of 
the Release and Deployment Management Process. 

Deployment Readiness Test  A Deployment Readiness Test is conducted to ensure that the deployment 
processes, procedures, and systems can deploy, install, commission, and 
decommission the release package and resultant new or changed service in the 
production/deployment environment. 

Deployment Verification Test  A Deployment Verification Test is conducted to ensure the service capability has 
been correctly deployed for each target deployment group or environment. 

Environment Environment is a subset of the IT infrastructure used for a particular purpose (e.g., 
live environment, test environment or build environment). It is possible for multiple 
environments to share a CI (e.g., test and live environments may use different 
partitions on a single mainframe computer). In the term physical environment, 
environment can be defined as the accommodation, air conditioning, power system, 
etc. Environment can be used as a generic term defined as the external conditions 
that influence or affect something. 

Error An Error is a design flaw or malfunction that causes a failure of one or more CI or IT 
services. A mistake made by a person or a faulty process that affects a CI or IT 
service is also an error. 
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Term Definition 

Event An Event is a piece of data that provides information about one or more system 
resources. Most events are benign. Some events show a change of state which has 
significance for the management of a CI or IT service. The term ‘event’ is also used 
to define an alert or notification created by any IT service, CI, or monitoring tool. 
Events typically require IT operations personnel to take actions and often lead to 
incidents being logged. 

Fault Fault is the deviation from normal operation of a CI or a series of CIs. A fault is a 
design flaw or malfunction that causes a failure of one or more CIs or IT services. 
Fault is also referred to as an error. 

Governance Governance is the process of ensuring policies and strategy are actually 
implemented and that required processes are correctly followed. Governance 
includes defining roles and responsibilities, measuring, and reporting and taking 
actions to resolve any issues identified. 

Key Performance Indicator A Key Performance Indicator (KPI) is a metric used to help manage a process, IT 
service, or activity. Many metrics may be measured, but only the most important of 
these are defined as KPIs and used to actively manage and report on the process, IT 
service, or activity. KPIs are selected to ensure that efficiency, effectiveness, and 
cost effectiveness are all managed. 

Known Error A Known Error is a problem that has a documented root cause and a work-around. 
Known errors are created and managed throughout their lifecycle by Problem 
Management. Known errors may also be identified by SIE or suppliers. 

Monitoring Monitoring is the process of repeated observation of a CI, IT service, or process to 
detect events and to ensure that the current status is known. 

Notification Notification is a communication that provides information. 

Process A Process is a structured set of activities designed to accomplish a specific objective. 
A process takes one or more defined inputs and turns them into defined outputs. A 
process may include any of the roles, responsibilities, tools, and management 
controls required to reliably deliver the outputs. A process may define policies, 
standards, guidelines, activities, and work instructions, if needed. 

Quality Assurance Quality Assurance (QA) is the process responsible for ensuring the quality of a 
product and also ensuring it will provide its intended value. 

Role A Role refers to a set of connected behaviors or actions that are performed by a 
person, team, or group in a specific context. 

Service Knowledge 
Management System 

A Service Knowledge Management System (SKMS) is a set of tools and databases 
used to manage knowledge and information. The SKMS includes the Configuration 
Management System (CMS) as well as other tools and databases. The SKMS stores, 
manages, updates, and presents all information that an IT service provider needs to 
manage the full lifecycle of IT services. 

Snapshot  A Snapshot is the baseline as captured by a discovery tool. A snapshot can also be 
called a benchmark. 

Test  A Test is an activity that verifies that a CI, IT service, or process meets its 
specification or agreed requirements. 

Test Environment A Test Environment is a controlled environment used to test CIs, builds, IT services, 
and processes. 
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