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Enterprise IT Service Management
Change Management Process Guide

1.0  INTRODUCTION

11 Purpose

The purpose of this process guide is to establish a documented and clear foundation for process
implementation and execution across the Marine Corps Information Environment (MCIE).
Process implementation and execution at lower levels (e.g., Regional, Local, and Programs of
Record) must align and adhere to directives and schema documented within this guide. The use
of this guide enables USMC IT activities through promoting standardization of work instructions
and operating procedures across a continuum of document specificity as represented in Figure 1.

Regional/Local
Standard

Policy, Standards, Procedure/Work Operating

Best Practice Process Guides

Instructions
Frameworks !

Procedures

(Optional)

Figure 1. Process Document Continuum

1.2  Scope

The scope of this document covers all services provided in support of the MCIE for both the
Secret Internet Protocol Router Network (SIPRNET), and the Non-Secure Internet Protocol
Router Network (NIPRNET). Information remains relevant for the global operations and
defense of the Marine Corps Enterprise Network (MCEN) as managed by Marine Corps
Network Operations and Security Center (MCNOSC) including all Regional Network Operations
and Security Centers (RNOSC) and Marine Air Ground Task Force Information Technology
Support Center (MITSC) assets and supported Marine Expeditionary Forces (MEF), Supporting
Establishments (SE) organizations, and Marine Corps Installation (MCI) commands.
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Table 1 depicts the various layers of document design. Each layer has discrete entities, each with
their own specific authority when it comes to promulgating documentation. This enterprise
process operates at Level B, sub processes such as procedures and work instructions are not
included within the scope of this document.

Table 1. Document Design Layers

| |ENTITIES | DOCUMENTS GENERATED

HaV/30:\ Federal Govt Statutes/Laws

DoD DoD Issuances
DoN DoN Policies
CMC/HQMC Marine Corps Orders/IRMS
SEVERS HAQMC c4 IRMs (Prl\o/lcce?: Guides)
MCNOSC Directives
MCSC
MARADMINS
RNOSC Regional Procedures
MITSC Work Instructions

LEVELD MCBs
POSTS Locally Generated SOP’s
STATIONS

1.3 Process and Document Control

This document will be reviewed semi-annually for accuracy by the Process Owner with
designated team members. Questions pertaining to the conduct of the process should be directed
to the Process Owner. Suggested Changes to the process should be directed to USMC C4 CP in
accordance with MCO 5271.1C Information Resource Management (IRM) Standards and
Guidelines Program.




Release 8.0
Enterprise Change Management Process Guide 5 April 2013

2.0 PROCESS OVERVIEW

21  Purpose, Goals, and Objectives

The goal of the Change Management (ChM) process is to facilitate the successful introduction of
changes within the IT environment. The process also ensures that appropriate details of changes
to Configuration Items (CI) are recorded.

Obijectives of ChM include:

e Controlling IT infrastructure changes through standardized, repeatable methods and
procedures

e Supporting the efficient handling of changes

e Providing accurate, timely information on changes

e Minimizing the impact of changes on IT operations

e Reduce Incidents caused by changes

e Provide accurate assessment of the cost of proposed changes before they are incurred
e Provide an enhanced perception of the quality of IT.

2.2  Relationships with other Processes

All IT Service Management processes are interrelated. The Processes in Figure 2 were selected
due to the strength of the relationships and dependencies between them and the degree to which
they underpin USMC near-term objectives. While any one of the processes can operate in the
presence of an immature process, the efficiency and effectiveness of each is greatly enhanced by
the maturity and integration of all processes. Figure 2 depicts key relationships that exist
between ChM and the other processes. This figure is not all-encompassing and the relationships
shown can be direct or indirect.
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Figure 2. ChM Relationship with other Processes

The following list describes the ChM relationship (input or output) to other Processes, as
depicted in the Figure 2:

e Service Catalog Management

— Control: The Service Catalog’s value is dependent on the accuracy of its content.
Effective coordination between ChM and Service Catalog Management (SCM) is
required to ensure that every Request for Change (RFC) is analyzed for impact to the
Service Catalog. As changes that result in material changes to service catalog content
are released into production, the Service Catalog is updated accordingly.

— Risk and Impact Analysis Content: The Service Catalog is the definitive source of
record for services that are present in the Configuration Management Database
(CMDB) and can provide rapid, at-a-glance views into key service attributes to
include availability targets, maintenance windows, and change freeze periods for the
purposes of change evaluation and planning.
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¢ Incident Management

Change Schedule: The Change Schedule is a valuable tool for the Service Desk and
other key Incident Management process stakeholders for the purposes of initial
diagnosis and troubleshooting. Determining “what changed?” is on the critical path to
rapid restoration of service. The Change Schedule can provide quick, valuable insight
into this activity.

RFCs: Some incidents will require an RFC to execute corrective actions and restore
service.

e Event Management

Change Schedule: Event Management (EM) utilizes the Change Schedule to prepare
for the potential need to suspend and resume monitoring and EM activities associated
with changes that impact any service attributes being monitored (e.g., availability,
performance, capacity, etc.).

RFC: EM will identify qualified events that do not result in an Incident but do require
an RFC prior to execution of corrective action. For example, an unauthorized Cl or a
non-standard configuration may trigger an alert and require an authorized RFC prior
to execution of corrective action.

¢ Release and Deployment Management

Authorized Changes: Release Management awaits authorization of RFCs prior to
deployment. Beyond triggering authorization, the RFC includes key directives such as
approved deployment windows to which Release Management adheres.

Release Outcomes: The Change Management process does not “end” for an RFC
upon authorization. Rather, Release Management provides Change Management with
key outcomes, such as actuals for deployment start/end, results of post release testing,
and any Incidents encountered. This information is used by Change Management to
determine any further actions, to include initiation of a Post Implementation Review
(PIR) or closure of the RFC(s).

e Configuration Management

Risk and Impact Analysis Content: The CMS depicts relationships between services
and Cls, enabling risk and impact analysis for the purposes of Request for Change
(RFC) evaluation.

Control: To keep information current, Cl data and history is updated both by ChM to
Configuration Management (CfM) and vice versa. Configuration Management
provides the infrastructure data required to assess Customer impact of an IT
infrastructure component failure and aids identification of the CI Owners and
associated User(s). Status of Changes, especially completion, is an input to CfM
keeping the CMDB current.
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e Problem Management

Change Schedule: The Change Schedule is a valuable tool for the Service Desk and
other key Incident Management process stakeholders for the purposes of initial
diagnosis and troubleshooting. Determining “what changed?” is on the critical path to
rapid restoration of service. The Change Schedule can provide quick, valuable insight
into this activity.

RFCs: Problem will require an RFC to correct the root cause of known errors.

e Request Fulfillment

Approved Standard Changes: ChM routes Requests For Change (RFC) to Request
Fulfillment when it is determined within ChM that an RFC can be processed as a
standard change. ChM also provides RqF with specifics related to the defined CAB
approved standard changes.
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2.3  High-Level Process Model

The ChM process consists of seven (7) distinct sub-processes and is integrated with the Release
and Deployment Management (RDM) and CfM processes. The following workflow depicts these
processes and sub-processes that collectively enable and underpin ChM. See Section 4.0 for
complete descriptions of the sub-process activities.

Event Incident
Management Management
User Phone Call Secure Web Portal Secure Email
A 4
 EEEE——
1.0 Initiate RFC
O
A 4
E—
2.0 Log & Classify
RFC
. ——
A 4
 EEEE——
Configuration
A <& »
30 RFC [« 71 | Management
O
Y
 E——
4.0 Authorize RFC
. ——
A 4
E—
5.0 Approve Release &
Schedule & < » Deployment
Deployment Management
T
A 4
6.0 Coordinate Release &
Deployment Deployment
Management
A 4
7.0 Review & Configuration
Close RFC Management

Figure 3. High-Level ChM Workflow
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Table 2 contains descriptions of each sub-process. Each sub-process number is hyperlinked to its
detailed description in Section 4.0, Sub-Processes.

Table 2. ChM Process Activity Descriptions

Number Process Activity Description

1.0 Initiate RFC An RFC is submitted via approved channels (tool, email, etc.),
triggering the ChM process.

Any user may submit an RFC, though common and significant changes
often originate through MCNOSC, MCSC, Regional (MITSC/RNOSC),
or Local (Base) commands. Programs of Record (POR) may submit
RFCs to the enterprise ChM process as appropriate. RFCs may result
from the Event and Incident Management processes.

2.0 Log & Classify RFC Includes logging, classifying and prioritizing RFCs. These procedures
help appropriately route and record the RFC and facilitate the
subsequent review and authorization process.

3.0 Assess RFC Review the RFC for completeness and accuracy. RFCs that fall outside
the span of control and review of the enterprise ChM process or are
otherwise incomplete or inaccurate are returned with a rationale for
denial. The reviewing authority is determined by RFC type,
classification, and/or Change Manager discretion; reviewing authority
may be the Change Manager or a designated review body, for example
Change Advisory Board (CAB).

Changes that require external review (UNS, UUNS, ECP, etc.) are
routed outside the ChM process to the appropriate USMC process for
consideration and authorization in accordance with these pre-existing
processes. Once authorized, such RFCs re-enter the enterprise ChM
process at activity 5.0, Approve Schedule and Deployment.

4.0 Authorize RFC Determines the disposition of a change, including pertinent review
information, by the decision authority. Objectives include the
performance of impact analyses and the issuance of a decision or
recommendation disseminated to the appropriate parties (e.g., Change
Requester, RD Manager, etc.).

Change Manager or designated representative focuses review on:

e Reason for change

Risks involved

Resources needed

Responsibility for execution

Return required for success

¢ Relationship to other changes

Note that not all RFCs require CAB review. Standard and other
designated changes are reviewed and authorized by the Change
Manager or designated approvers in accordance with the CAB review
process detailed in Section 2.3.1.3.

5.0 Approve Schedule and The appropriate change authority, as determined by the category of the
Deployment change, approves the deployment of the change after reviewing the
implementation plan with RDM (as required). The focus of this step is
scheduling and “collision avoidance” (e.g., ensuring the deployment
schedule adheres to any maintenance window or freeze periods and
does not interfere with other scheduled changes).

Approval of a change for deployment is separate from change
authorization, which occurs earlier in the process.
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Number Process Activity Description
6.0 Coordinate Deployment Ensure change is implemented as specified by reviewing all

deployment updates and notifications received from the deployment
team to ensure the deployment is in compliance with the approved
RFC.

Act on deployment team feedback as needed to drive desired closure
to the RFC.

7.0 Review and Close RFC Review and close the RFC and communicate status to Change
Requester. This activity ensures change records are accurately closed
and recorded, and optimizes the overall process efficiency by
identifying service improvement opportunities via standard reviews and
Post Implementation Reviews.

2.31 Process Description

Change Management assesses proposed changes to Cls on the Operational Network. Each
proposed change is submitted as a change request (also called a Request for Change or RFC).
Each change request is logged as a change that must be assessed and authorized. Changes are
recorded as Change Records, but are typically referred to simply as a change.

Each change is assigned a change category and priority. Based on this, the change follows a
specified change model which describes how the change is processed. For instance, there is a
change model for a minor change, a major change, and an emergency change.

Once assessed, a change undergoes a decision to be authorized or not by the Change Authority.
Changes that are authorized must have back-out plans. Authorized changes are added to the
change schedule and are implemented by other processes, including RDM, which rolls out
hardware and software that is ready to be deployed.

Simple, straightforward changes often originate from the Service Desk in the form of a service
request and handled as standard changes, which do not require change assessment or
authorization. Instead, they are typically sent to the appropriate process to implement the
standard change.

2311  ChM Process Integration with the Acquisition Life Cycle

The Integrated Defense Acquisition, Technology, and Logistics Life Cycle Management System
provides a thorough workflow model from the Materiel Solution Analysis Phase through the
Operations & Support phase. The Joint Capabilities Integration & Development System (JCIDS)
is a procedure that helps generate and define requirements based upon capabilities as requested
or defined by all four DoD military services, including the USMC; JCIDS is an integral part of
the Life Cycle Management System and can be viewed as the equivalent to the USMC’s Service
Strategy step in the service lifecycle.

The Management System, upstream of the enterprise ChM process, introduces new systems into
the production environment and provides lifecycle support on existing systems within the final
Operations & Support phase. As potential configuration items, these systems and their integrated
components are subject to change management as they are being fielded within the operational
environment. Systems that are enterprise in nature or provide enterprise services (as evidenced
within the enterprise Service Catalog) are subject to ChM as provided by the enterprise ChM
process based within MCNOSC.
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Figure 4. ChM and Acquisition Conceptual Integration

Enterprise ChM becomes actively involved from a process-centric standpoint once Milestone
“C” is reached, and an introduced system has been developed, produced, and baselined per the
Acquisition process. Prior to base-lining, emergent systems and services fall outside the span of
control of the Enterprise ChM process.

The span of control, however, does not align with the span of visibility. Acquisition project
officers are encouraged to discuss impending system introductions with ChM personnel at
regular Enterprise CAB (EntCAB) meetings, and EntCAB members should attend Milestone “C”
briefings. Enterprise systems, programs, and services are monitored by the Enterprise ChM
process for situational awareness and future standardization efforts. Various avenues are utilized
to maintain visibility beyond the Enterprise ChM process’ span of control; these avenues include
attendance at relevant ITSG/MROC briefings, review of operational requirements definitions
(e.g., Universal Needs Statement), use of supportive technology (e.g., Combat Development
Tracking System), and case-by-case briefings by project officers resident within applicable POR
PMOs.

231.2 RFC Flow

Figure 5 illustrates the standard routing of RFCs from the Change Requester to process
termination.

10
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Figure 5. ChM RFC Flow

23.1.3  USMC Change Advisory Board Structure

Regional and enterprise ChM processes maintain a Change Advisory Board (CAB). These CABs
rest within a multi-level, hierarchical model and are aligned with the ChM process they support.
Just as RFCs may flow between various ChM processes, RFCs may also be routed from one
CAB to another. Types of CABs within the overall framework include:

e Enterprise CAB: The EntCAB reviews changes to Cls and provides recommendations
(e.g., authorization or rejection) regarding RFCs that are filtered through PORs and
regional CABs. The output is a recommendation made to the respective Enterprise Change
authority. The EntCAB handles changes below the level of the IT Steering Group (ITSG)
and above the level of standard, minor, or pre-authorized changes as reviewed by the
relevant Change Manager (POR, regional, or MCNOSC). As such, the EntCAB reviews
major or significant changes and/or those changes that impact the enterprise.

e Regional/POR CABs: Regional (RNOSC/MITSC) and POR CABs review RFCs
submitted by users within their respective commands or programs, and those RFCs
forwarded by local Change Managers within their area of responsibility. When the
Regional/POR CAB determines an RFC has a potential enterprise impact, the RFC is
submitted to the EntCAB for review.

e Local CABs: Not all local commands warrant the existence of a local CAB, in which case
the local Change Manager reviews and adjudicates appropriate RFCs. RFCs should be
worked in coordination with the local command’s respective regional ChM process.

Communications between CAB levels is accomplished by Change Coordinators; within local
ChM processes, the Change Manager may serve as the Change Coordinator where appropriate.
While RFCs may be generated by a user at any level, each RFC is reviewed (at a minimum) by a

11
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responsible individual commensurate with the location of the Change Requester. This flow
ensures RFCs are handled at the appropriate level and limits the volume of non-relevant RFCs
routed to the Regional/POR CABs and the EntCAB.

The integration of Regional/POR CABs and the EntCAB is depicted in Figure 6.

Regional CABs

— Input/Output

MITSCs RNOSCs
MCSC t
(PO R) Enterprise RFC
MCEITS EntCAB
Decision

Enterprise

SONIC ,
Enterprise RFC Change
Coordinator(s)
POR 1 . Enterprise
Decision, CAB
POR 2, 3...

Figure 6. EntCAB, POR, and Regional CAB Integration

As depicted below, four primary outputs of CABs (at any level) can be expected after review of a
submitted RFC.

12
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Figure 7. CAB Standard Outputs

2.31.31 EntCAB Membership

EntCAB membership is comprised of Standing and Invited members. Standing members
constitute the Core Team; these representatives, including the enterprise Change Manager, have
permanent representation on the EntCAB. Invited members constitute the Dynamic Team; these
persons are invited at the behest of the Change Manager in accordance with the type and scope

of RFCs being reviewed.

The members depicted on Figure 8 represent functional coverage, not specific billets or
resources. When appropriate, the Change Manager may excuse certain core members from
attendance. For example, if certain administrative functions have already been reviewed for an
RFC at the Regional level, representation of those functions is not required during the enterprise

review.

13
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Figure 8. CAB Functional Membership Representation

24  Key Concepts
ChM relevant key concepts are described below:

241 Change

A Change is defined as any action or event that alters the status of a Cl. This typically includes
anything that adds to, deletes from, or modifies the IT environment. The definition of a change is
the addition, modification, or removal of approved, supported, or base-lined hardware, network
infrastructure, software, application, environment (HVAC, power, etc.), system, desktop build,
or associated documentation.

24.2 Change Advisory Board

The CAB is a select group (including representatives from IT and the business) with the decision
authority for significant changes. Significant changes are characterized as having complex or
considerable impact and/or build or runtime required resources. Change Management will
develop a Change Authority Matrix for all significant change models, based on location of Cls,
administrative control, and impacted services.

243 Change Request or Request for Change

A Change Request or RFC is the means for documenting proposed change and actual change
activity in IT resources or capabilities. Change requests can be triggered for a wide variety of
reasons, from a wide variety of sources. Change requests can be concerned with any part of the
infrastructure or with any service or activity.
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244 Change Model

A Change Model provides a repeatable way of dealing with a particular category of change and
defines specific steps that will be followed for a change in this category. Change Models may be
simple (i.e., a Standard Change) or they may be very complex (i.e., Application Inclusion
Process [AIP]).

245 Change Proposal

For large-scale changes (e.g., applying a patch to every USMC Windows machine by a
scheduled date), a Change Proposal RFC is initiated. A Change Proposal is an IT Infrastructure
Library (ITIL) term referring to a large and/or complex change. A Change Proposal provides
details of the strategy for how the change will occur. A Change Proposal can spawn multiple
“child” RFCs that reference the “parent” Change Proposal.

2.4.6 Critical Success Factors

Critical Success Factors are elements, items or activities required to ensure success of the
mission. These are the milestones of the project.

247 Emergency CAB

Emergency CAB meetings are convened to facilitate emergency changes or when emergency
decisions must be made. The ChM process is still followed, albeit certain activities (e.g., Log &
Classify RFC) may have to occur retroactive to deployment. The Emergency CAB (ECAB) is a
subset of each CAB in the overall USMC CAB structure, which allows emergency RFC
decisioning to occur by an individual or smaller component of the overall CAB membership.
RFCs are declared emergencies at the recommendation of the Change Requester or Change
Advocate, and upon concurrence with either the Change Manager or Watch Officer on behalf of
the Change Manager.

248 Evaluation

The purpose of evaluation is to provide a consistent and standardized means of determining the
performance of a service change in the context of existing and proposed services and IT
infrastructure. The actual performance of a change is assessed against its predicted performance
and any deviations between the two are understood and managed.

249 Key Performance Indicators
Key Performance Indicators are measures or metrics of progress toward meeting a Critical
Success Factor within a process, project, plan or IT services.

2410 Post-Implementation Review

A Post Implementation Review is a structured and exhaustive review that occurs for specific
changes at the behest of the Change Manager. A Post Implementation Review is an activity
found within the Review and Close RFC sub-process and is distinct from a Change Review.

2411 Service

A Service is a means of delivering value to customers by facilitating outcomes customers want to
achieve without the ownership of specific costs and risks. Services facilitate outcomes by
enhancing the performance of associated tasks and reducing the effect of constraints.
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2412 Service-Level Management

Service-Level Management is the process responsible for negotiating Service-Level Agreements
(SLASs), and ensuring that these are met.

2413 Service Management

Service Management is a set of specialized organizational capabilities for providing value in the
form of services. Service Management takes the form of a set of functions and processes for
managing services over their lifecycle. It is the means by which services are dealt with on a day-
to-day basis.

2414 Service Transition

Service Transition provides guidance for the development and improvement of capabilities
necessary to transition new and/or changed services into the operational environment. Service
Transition is concerned with managing change, risk, and quality assurance.

2415 Systems Management

Systems Management is a collective expression for several disciplines related to the management
of systems, such as Applications, Infrastructure, Network, Operations, and Security. Within the
ITIL framework, these activities fall within both the Technical and Operations Management
functions.

2.5 Quality Control

2.51 Metrics, Measurements and Continual Process Improvement

Continual service improvement depends on accurate and timely process measurements and relies
upon obtaining, analyzing, and using information that is practical and meaningful to the process
at hand. Measurements of process efficiency and effectiveness enable the USMC to track
performance and improve overall end user satisfaction. Process metrics are used as measures of
how well the process is working, whether or not the process is continuing to improve, or where
improvements should be made. When evaluating process metrics, the level of improvement is
more important than the magnitude of the metric.

Effective day-to-day operation and long-term management of the process requires the use of
metrics and measurements. Reports need to be defined, executed, and distributed to enable the
managing of process-related issues and initiatives. Daily management occurs at the process
manager level. Long-term trending analysis and management of significant process activities
occurs at the process owner level.

The essential components of any measurement system are Critical Success Factors (CSFs) and
Key Performance Indicators (KPIs).

252 Critical Success Factors with Key Performance Indicators

CSFs are defined as process- or service-specific goals that must be achieved if a process (or IT
service) is to succeed. KPIs are the metrics used to measure service performance or progress
toward stated goals.
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The following CSFs and KPIs can be used to judge the efficiency and effectiveness of the
process. Results of the analysis provide input to improvement programs (i.e., continual service

improvement).

Table 3 describes the metrics that will be monitored, measured, and analyzed:

Table 3. ChM Critical Success Factors with Key Performance Indicators

o= Crlieel Sureeess NS Key Performance Indicators Benefits

# Factors #

1 Changes are processed 1 RFC aging Determines the timeliness and
in a timely manner efficiency of the Change

Calculation: Average number of days Management process by

between RFC submission and RFC reviewing number of open

decision dates changes and the length of time
2 | RFC backlog/aging required before an RFC is

decisioned

Calculation: Number of RFCs opened in

previous reporting period and not yet

decisioned

2 Change process 3 | % of rejected RFCs Determines the effectiveness of
compliance by USMC IT the process by demonstrating
and user communities is Calculation: Percentage of RFCs the number of rejected RFCs,
high closed in a rejected status tracking the trends in the

4 | Total number of RFCs opened monthly RFC totals, and
demonstrates the level of
Calculation: Total number of RFCs adoption throughout the
opened in a one month period enterprise via the number of
5 | Unauthorized changes changes made outside the
process
Calculation: Number of discovered,
unauthorized changes (i.e., changes
that were implemented outside the ChM
process)

3 Production services are 6 % of authorized changes that result in Measure the primary objective
protected from the an incident of the ChM process by
adverse impacts of indicating the number of
change Calculation: % of RFCs linked to an changes that result in incidents

incident record created after the RFC (i.e., self-imposed disruptions to
implementation date service)
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3.0 ROLES AND RESPONSIBILITIES

Each process has roles and responsibilities associated with design, development, execution and
management of the process. A role within a process is defined as a set of responsibilities. Process
Managers report process deviations and recommended corrective action to the respective process
owner. Authoritative process guide control is under the purview of the Process Owner.

Management (i.e., responsibility) of a process may be shared; generally, a single enterprise
process manager exists at the MCNOSC and at each MITSC. For certain processes, especially
those within Service Design and Service Transition, managers also exist within
MARCORSYSCOM and Programs of Record. Some Service Operation processes (e.g., Event
Management) require managers at the RNOSC. There are instances where roles are combined or
a person is responsible for multiple roles. Factors such as AOR, size of user base and size of the
process support team dictate exactly which roles require a dedicated person(s) and the total
number of persons performing each role. This process guide defines all mandatory roles.

3.1 Roles

The following abstract drawing depicts process roles for the USMC, followed by a description of
these roles. Note that these are roles and not, necessarily, billets. One billet may cover multiple
roles in accordance with the amount of work required within a particular command or level
(Enterprise, Region, and Local).

Key:

MCNOSC ~ MCSC Single Role
ChM
Process Owners i ﬁ!ﬁ, Multiple Roles
: Q)N

i Flgures represent roles, not
i head count. :

Bt (Bl el e B B e

Change Change Change Change ECAB Enterprise Change
Domain Manager Advocate Requester Member(s) CAB Coordinator
Experts Member(s)

Figure 9. ChM Roles

While the end goal is to have a single ChM Process Owner residing at the enterprise level, the
USMC will initially use a shared process ownership framework. There will be a ChM Process
Owner for the Acquisition sector, inclusive of all USMC IT Programs of Record, as well as a
ChM Process Owner for the Operational sector, inclusive of all other USMC organizations at the
enterprise, regional, and local levels. Multiple Change Managers exist at the regional (MITSC,
RNOSC) and local levels. Where an RNOSC is co-located with a MITSC, it is expected the
Change Manager covers both RNOSC and MITSC. Local commands, EITCs, and individual
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PORs have designated Change Managers (e.g., MCEITS SIE). These managers report upward,
and receive policy guidance from, the Enterprise Change Management process owner.

Table 4. ChM Defined Roles and Responsibilities

Role Overall Responsibility

Role #1 ChM Process Owner

The Process Owner owns the
process and the supporting
documentation for the process.
The primary functions of the
Process Owner are oversight
and continuous process
improvement. To these ends, the
Process Owner oversees the
process, ensuring that the
process is followed by the
organization. When the process
is not being followed or is not
working well, the Process Owner
is responsible for identifying and
ensuring required actions are
taken to correct the situation. In
addition, the Process Owner is
responsible for the approval of
all proposed changes to the
process, and development of
process improvement plans.

May delegate specific
responsibilities to another
individual within their span of
control, but remains ultimately
accountable for the results of the
ChM process.

Ensures that the Change Management process and working practices are
effective and efficient

Ensures that all stakeholders are sufficiently involved in the Change
Management process

Ensures tight linkage between Change Management processes and other
related processes

Ensures that the process is defined, documented, maintained, and
communicated

Ensures organizational adherence to the process
Establishes and communicates the process roles and responsibilities
Decision maker on any proposed enhancements to the process.

Ensures the requirements for the Change Management system/tool are defined
and secures the appropriate funding

Establishes and communicates the process performance metrics

Ensures the process documentation complies to the organization's document
control process

Role #2 Change Domain Expert (CDE)

Recognized Subject Matter
Expert (SME). Invited to CAB
reviews when RFC falls within
individual's expertise.

Creates RFCs when required
Provides comprehensive and accurate information for inclusion in RFC records

Provides specialized skills and knowledge of one or more domains (technical,
business, and/or application) to assist in the evaluation of the risk and impact of
an RFC

Ensures the Change Manager is informed as to the proposed schedule, impact,
and cost of changes

Involved in performing root cause analysis on failed changes
Identifies and documents corrective actions for failed changes
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Role Overall Responsibility

Role #3 Change Manager

Respo_nsible for the daily e Change Classification
operational management of the — Analyzes and seeks to understand change integration across the
ChM process, including the environment

coordination of reviews,

. . — Ensures that RFCs that do not meet the defined requirements are rejected
reporting, and scheduling.

e Change Advisory Board (CAB)
— Reviews all outstanding RFCs awaiting consideration or action
— Chairs the CAB meetings
— Ensures management and customers are sufficiently informed as to
schedule, impact, and cost of changes
— Ensures that the CABs are authoritative and effective
— Decides on the composition of the CABs, and who is involved in assessing
and validating the Change schedule
e Change Scheduling
— Schedules all required non-emergency RFCs for CAB authorization, issues
agendas and circulates all RFCs to CAB members in advance of
authorization/meetings to allow prior consideration
— Ensures communication of the Change Schedule (CS) across the
organization
— Ensures the Change Schedule (CS) is updated when required and
published
e Change Implementation
— Raises Change-related issues to the required level of management
— Ensures that all RFCs are closed
e Post-Implementation
— Reviews all implemented changes (post-change reviews)
— Analyzes change records to detect any positive trends or problems and
proposes actions to rectify apparent weak areas in the Change
Management process

Role #4 Change Advocate
Oversees and guides the RFC e Responsible for the shepherding of a specific change (as submitted by a

th_rough the ChM process; Change Requester) throughout the ChM process
aligned with the Change « Assigns an initial priority, risk, and impact based on predefined change priority
Requester. definitions

¢ Follows the Change Management process for building, testing, and
implementing a change

o Provides additional information regarding the change when requested by the
Change Manager

e May provide or seek funding change

e Monitors Progression of change

¢ Communicates change status to the IT Service stakeholders.

o Participates in the Post-Implementation Review process if requested

e Recommends closure of assigned RFC

Note: Not all changes require a Change Advocate.
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Role Overall Responsibility

Role #5 Change Requester

Initially submits the RFC,
triggering the ChM process.

Follows the Change Management process for submitting an RFC

In liaison with the Change Advocate, provides a clear description of the
business needs, goals, and objectives of the requested change

Provides additional information regarding the change when requested by the
Change Manager

Confirms the completed change can be closed after notification from the ESD
that the work has been completed

Participates in the Post-Change Review process if requested

Role #6 Emergency CAB (ECAB) Voting Member

ECAB member that retains the
authority to vote on a specific
RFC.

Validates the emergency change is truly an emergency (based on emergency
change criteria)

Ensures RFC for Emergency Change is complete:

Has there been Adequate Planning

Check for Implementation Readiness

Are there Testing and Back-out Plans

Does anyone need Training

Who is affected by Scheduling

Has the Change Owner had adequate communication with customers
regarding downtime

Ensures RFC for Emergency Change receives appropriate authorization (based
on ChM Policy)

Makes the final decision that the resolution proposed to correct the production
issue is the best option given the situation

Ensures Emergency Change is reviewed by the CAB after implementation
The ECAB consists of a change approver(s) according to the change approval
matrix for each change model.

Role #7 Enterprise CAB Members (EntCAB) Voting Member

CAB member that retains the
authority to vote on a specific
RFC.

Attends all relevant CAB meetings as required by the Change Manager

Reviews all submitted Major and Significant RFCs to validate their impact,
resources required to implement them, and any ongoing costs

Provides decision upon review, or requests more information, for each Normal —
Major CR

Participates in scheduling and coordination of the Forward Schedule of Changes
Supports all CAB recommendations

When requested, participates in Change Post-Implementation Reviews

EntCAB consists of a change approver(s) according to the change approval
matrix for each change model.

Role #8 Change Coordinator

Acts as a liaison between the
process and external
organizations (e.g., PORs,
Regions, etc.) at the behest of
the Change Manager.

Ensures RFCs submitted are valid, complete, and accurate

Rejects any RFC that does not meet the defined requirements

Applies the required categories to submitted RFCs

Applies the required priorities to submitted RFCs

Determines type of RFC and identifies appropriate Change Advocate
Provides input to management regarding staff skill levels for Change
Management

Provides input into important decisions regarding Change Management
supporting technology requirements

Raises Change-related issues to the required level of management
Participates in other ITSM process initiatives and process reviews deemed
necessary by the Change Manager

Participates in POR and Regional Change activities as necessary (i.e., as
directed by the Change Manager(s))
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3.2  Responsibilities

Processes may span departmental boundaries; therefore, procedures and work instructions within
the process need to be mapped to roles within the process. These roles are then mapped to job
functions, IT staff and departments. The process owner is accountable for ensuring process
interaction by implementing systems that allow smooth process flow.

The Responsible, Accountable, Supporting, Consulted, Informed, Participant (RASCI) model is
a method for assigning the type or degree of responsibility that roles (or individuals) have for
specific tasks.

e Responsible — Completes the process or activity; responsible for action/implementation.
The degree of responsibility is determined by the individual with the ‘A’.

e Accountable — Approves or disapproves the process or activity. Individual who is
ultimately answerable for the task or a decision regarding the task.

e Support — Resources allocated to support Responsible. Support helps complete the task

e Consulted — Gives needed input about the process or activity. Prior to final decision or
action, these subject matter experts or stakeholders are consulted.

e Informed — Needs to be informed after a decision or action is taken. May be required to
take action as a result of the outcome. This is a one-way communication.
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Table 5 establishes responsibilities for high-level process activities by organization for the
enterprise ChM process. Note that subordinate organizations (Regional and Local) have their
own RASCI charts, which align with the enterprise.
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Table 5. Organizational Responsibilities for Enterprise ChM*

2 | E
o 5 g
< o s | 5
Sl el g | &
®) Q a O L =
= 0] @) &) = S
ChM Process Activities & e g s z | 2
Initiate RFC RA S S S CS S CS CS
Create and Record RFC RA | S S Cs
Assess RFC RA CS CS S CS
Authorize RFC RA Cs CsS S Cs
Approve Schedule and Deployment RA | S I CSs S CSs I
Coordinate Deployment RA | S I SC SC CSs I
Review and Close Change RA | | CSs Cs Cs
Legend:

Responsible (R) — Completes the process or activity, or who ensure that it is done as per Accountable
Accountable (A) — Authority to approve or disapprove the process or activity

Support (S) — Resources allocated to Responsible. Support helps complete the task

Consulted (C) — Experts who provide input

Informed (I) — Notified of activities

Note: Any department that is designated as Responsible, Accountable, Consulted, or Support is not additionally
designated as Informed because being designated as Responsible, Accountable, Consulted, or Support already
implies being in an Informed status. A department is designated as Informed only if that department is not designated
as having any of the other four responsibilities.

Note: Only one department can be accountable for each process activity.

*This RASCI chart depicts responsibilities (only) for enterprise changes.
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Table 6. Role-Based Responsibilities for Enterprise ChM*

2 | 8
0 0 [20)] % § § 2 %
& |8 855 3| 819 |3
S 85|28 (%4] 3| 5 |25|5%
o o a5 | o o o o o5
£ s So| 3 G T | g =
ChM Process Activities 5 5 5815 5 & | @ E2
Initiate RFC A C C R
Create and Record RFC A S S C C R
Assess RFC A R S C C
Authorize RFC A S S C | | R R
Approve Schedule and Deployment A S S C C C R R
Coordinate Deployment A R S C S
Review and Close Change A R S S C C |

Legend:

Responsible (R) — Completes the process or activity, or who ensure that it is done as per Accountable
Accountable (A) — Authority to approve or disapprove the process or activity

Support (S) — Resources allocated to Responsible. Support helps complete the task

Consulted (C) — Experts who provide input

Informed (I) — Notified of activities

Note: Any department that is designated as Responsible, Accountable, Consulted, or Support is not additionally
designated as Informed because being designated as Responsible, Accountable, Consulted, or Support already
implies being in an Informed status. A department is designated as Informed only if that department is not designated
as having any of the other four responsibilities.

Note: Only one role can be accountable for each process activity.
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40 SUB-PROCESSES

The USMC ChM process consists of seven (7) sub-processes. These Level C processes (or
activities) are described below, and remain relevant to the structure and activities adopted at the
regional and local levels.

4.1 Initiate RFC

Any user may submit an RFC via

Event Incident . .
/‘ /‘ / vanagement| | | [vangenen | | gygilable tools (email, web portal, ITSM
User Phone Call Secure Web Portal Secure Email
| |
A 4

tool front-end, etc.). All RFCs, at a
minimum, are reviewed by the first line
manager prior to CAB submission or
escalation (as determined by the change
type and classification). Wherever
v possible, RFCs should first be managed
20Log & Classity by existing ChM processes in accordance
" with the location of the user. For
example, an active member of a POR
y that wishes to modify a CI within that
o [Contaurton POR’s span of control, even if the

resulting impact may be enterprise-wide,
should first submit the RFC to the POR

O

1.0 Initiate RFC

———

3.0 Assess RFC

A

— ChM process. Similarly, users at the
40 Authorize RFC local level (base, post, or station) should
) filter RFCs through their own, local ChM
process in conjunction with Command

g policies.

5.0 Approve Release &

A
A 4

Schedule & Deployment
Deployment Management

These peer-level gates act as filters for
RFCs so the enterprise ChM process
—Y (1) is not inundated with multiple non-
s coointe gyl | ooymert appropriate RFCs, and (2) does not

e become a burden on functioning ChM
process at the Region (POR/MITSC/

@ conuraton RNOSC) or Local levels.
Change Coordinators serve as resource
interfaces between Regional and Local ChM processes (i.e., CABs) and the EntCAB.

A

In summary, RFCs that propose to impact an enterprise service, or affect the standardization of
Cls (systems, services, or infrastructures) between Region and/or Local commands must be
brought to the attention of the Enterprise ChM process.
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42 Log & Classify RFC

Incident
Management

Event
Management
User Phone Call Secure Web Portal Secure Email
A 4

—

1.0 Initiate RFC

———

—Y

2.0 Log & Classify
RFC

—

y

Configuration

3.0 Assess RFC Management

A
A 4

A 4
SE—

4.0 Authorize RFC

“———

A 4

5.0 Approve Release &
Schedule & Deployment
Deployment Management

A

y

Release &
Deployment
Management

6.0 Coordinate
Deployment

A
A 4

A 4

( 7.0 Review & ) Configuration
Close RFC Management

The objectives of the Log & Classify
RFC activity are:

e To enable the proper logging of a
valid (accepted) RFC

e To evaluate the RFC against
defined change procedures and policies
and, when appropriate, to return
incomplete or invalid RFCs to the
initiator

e To properly classify the change in
accordance  with  defined Impact,
Urgency, and Priority definitions

The Log & Classify RFC activity begins
with the acceptance of a user-initiated
RFC (see 1.0 Initiate RFC). RFCs are
triggered for a wide variety of reasons,
and from a wide variety of sources. RFCs
can be concerned with any part of the
infrastructure or with any service or
activity. RFCs within the scope of the
Enterprise ChM process include those
changes that affect Cls within the
enterprise CMDB (system or service).

The formal creation of an RFC from a
user-submitted request necessitates that
all required information is logged.

Incomplete, inaccurate, or non-applicable (e.g., out of scope or non-enterprise) submissions are
returned to the user or originating body. Wherever possible a rationale for return is provided; for
in-scope but inaccurate or incomplete requests, a detailed list of further required information is

provided.

There are the following types of changes:

e Normal Change: Any alteration to the production IT environment or any planned action
that may cause an interruption of IT Services. Normal Changes require formal ChM
control, review, and authorization, and they follow the standard ChM process activities.

e Emergency Change: A change that must be introduced as soon as possible. For example,
to resolve or avoid a Major Incident that has high impact or severe degradation on the
operation of the MCEN, or a priority security event such as implementing a security patch
that is vital to the mission effectiveness of deployed and contingency USMC forces. An
Emergency Change must be implemented within a timeframe that does not allow normal
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change review; therefore Emergency Changes follow a condensed Normal Change
process. Emergency changes are submitted to the ECAB for authorization or rejection.
The ECAB is a sub-set of the CAB that makes decisions about Emergency Changes.
Membership of the ECAB may be decided at the time a meeting is called, and depends on
the nature of the Emergency Change.

NOTE: Each RFC is reviewed for its particular circumstances. A Critical or High Priority
value, or a high Risk value does not necessarily mean that a change is an emergency.

Standard Changes: A change to a service or infrastructure that is low-risk, low-cost,
relatively common, frequently occurring, and has a proven and documented
implementation plan. These types of changes are well-documented and are therefore pre-
authorized. A Standard Change requires pre-authorization by ChM and the CAB, but once
authorized they do not require case-by-case ChM authorization. RFC initiation is not
required to implement a Standard Change. They are logged and tracked using a different
mechanism, such as a Service Request. Standard Change examples:

o Password change
o Upgrade of a Personal Computer (PC)

o Desktop move for a single user

Changes are assigned a priority classification based on the result of the Change Management
Impact, Urgency and Priority system.

Impact is defined as the measure of the effect of a change on the USMC’s mission,
services, and systems.

Urgency of a change is based on how long the implementation can afford to be delayed
(to resolve a situation or fulfill a need).

Priority is the result of Impact and Urgency and denotes the classification (i.e., Critical,
High, Medium, or Low) and relative importance of a change (its Priority) as compared to
other changes.
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The Impact and Urgency system is shown in Figure 10 below, with its resulting Priority

classification (Critical, High, Medium, or Low).

IMPACT
3 - Moderate / 4 - Minor f
Limited Localized
E High High
g High Medium
13 - Medium High Medium Medium Medium
4 = Low Low Low Low Lowr

Figure 10. ChM Impact and Urgency Classification System

2.0 Log and Classify RFC

2.3 Submit RFC
for Assassment

1.0 Initiata RFC

2.1 Log RFC 2.2 Classify RFC

3.0 Assess RFC

Change
Requester/
Advocate

Figure 11. ChM Log and Classify RFC Sub-Process

Table 7 describes the Log and Classify RFC sub-process steps as depicted above in Figure 11:
Table 7. ChM Log and Classify RFC Sub-Process Descriptions

2.0 Log and Classify RFC

Number Process Activity Description

2.1 Log RFC e Provide an RFC summary and detailed notes.

e Provide RFC miscellaneous details (e.g., information
about the RFC requester; the IT Service(s) affected by
the change; the action to be taken, and the equipment,
software, or systems that the action is to be taken
against, etc.).

e Provide required information as per the Change Model
type (e.g., Back-Out Plan, Deployment Plan).

e Associate Cls to the RFC.

e Provide a schedule for when the RFC should be
deployed.

e Provide the standard impact analyses: Technical Impact
Analysis, IT Services and Service Catalog Impact
Analysis, USMC Mission or Program Impact Analysis,
and the Scheduling and Deployment Analysis.

2.2 Classify RFC e Provide Impact, Urgency and Priority information about
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2.0 Log and Classify RFC
Number Process Activity Description
the RFC:

o Impact is defined as the measure of the effect of a
change on the USMC'’s mission, services, and
systems.

o Urgency of a change is based on how long the
implementation can afford to be delayed (to resolve
a situation or fulfill a need).

o Priority is the result of Impact and Urgency and
denotes the classification (i.e., Critical, High,
Medium, or Low) and relative importance of a
change (its Priority) as compared to other changes.

e Provide Risk information about the RFC: Risk is the
probability of an event that could cause harm, damage,
injury, liability, loss, or affect the ability to achieve

objectives. A risk is measured by the likelihood of a

threat, the vulnerability of an asset to that threat, and the

impact if it occurs.

2.3 Submit RFC for Assessment Submit the RFC for assessment to the Change Management
organization responsible for reviewing it.
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4.3 Assess RFC
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Release &
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by the appropriate functional representation.

The objectives of the Assess RFC activity
are:

e To validate RFC (completion,
accuracy, classification, etc.)

e To determine the level of review
required for deciding the RFC (including
whether external review
processes/authorities are required)

The Assess RFC activity analyzes each
RFC to determine its impact on existing
and planned Cls as well as the impact on
resources required to build and deploy the
change. This involves identifying the
appropriate change model for handling
the RFC from the previous Level C
process, scheduling an EntCAB meeting
(or other review meeting, as appropriate)
if specified by the change model, and
obtaining a complete set of analysis
results and issues.

The urgency required for change
implementation is  assessed. When
combined with the mission impact,
changes are assigned a priority.
Additional factors influence change
prioritization, including financial,
contract, certification, and security
requirements. These factors are reviewed
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Figure 12. ChM Assess RFC Sub-Process

Table 8 describes the Assess RFC sub-process steps as depicted above in Figure 12:

Table 8. ChM Assess RFC Sub-Process Descriptions

3.0 Assess Change

Number Process Activity Description

3.1 Validate RFC Determine if accurate change model (e.g., minor, standard,
major) has been ascribed to the change via 2.0, Log &
Classify Change. The Change Manager retains authority to
modify classification. Determine completeness of RFC. The
Change Manager retains authority to return the RFC to the
Change Requester for further action.

3.2 RFC Complete?

3.3 Complete RFC and Resubmit If the RFC is determined to be incomplete by the Change
Manager, the Change Advocate (working with Change
Requester as required) reviews the information required to
complete the RFC, performs the requested actions to
complete the RFC, and re-submits the RFC for validation.
If the RFC is determined to be complete, it progresses to
step 3.4, Determine Approval Requirements.

3.4 Determine Approval Requirements During this activity it is determined the level of rigor with
which the change is reviewed and the number of persons
and/or organizations that must review the change before it
continues along the process flow.

In accordance with the RFC, CAB review may be required; in
such instances the composition of the CAB is also
determined. Personnel outside the core CAB team are
identified as appropriate review authorities for the RFC in
question.
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3.0 Assess Change
Number Process Activity Description
3.5 External Process Required? Certain changes will fall outside the span of control of the

enterprise ChM process. These include, but are not limited
to, Universal Needs Statements (UNS), Urgent UNS and
Engineering Change Proposals (ECP). RFCs meeting these
criteria are routed outside the enterprise ChM process and
are subjected to external processes before being
adjudicated. RFCs that are authorized externally re-enter the
enterprise ChM flow within activity 5.0, Approve Schedule
and Deployment.

Please refer to sections 2.3.1.1, 2.3.1.2, and 2.3.1.3 for a
description and discussion of the acquisition lifecycle and
potential ChM outputs (e.g., ECP, UNS, etc.).

3.6 Make Change Available for Pertinent information on the change is tailored to the
Authorization respective reviewing body (e.g., technical information for the
technical assessment team) and forwarded accordingly.
Change Manager acts as task manager, forwarding due
dates and communications framework with technical and/or
business and programmatic details.
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Authorize RFC is initiated at the
completion of the Assess RFC sub-process
when a change, including pertinent review
information, is ready for final
authorization by the decision authority.

The objectives of this activity are:

e To perform impact analyses across
technical, mission, and/or programmatic
lines

e Review the RFC and accompanying
information for purposes of deciding the
RFC

e Decision the RFC (e.g., authorize,
reject)
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Figure 13. ChM Authorize RFC Sub-Process

Description of the Authorize RFC workflow sub-process is given in Table 9.

Table 9. ChM Authorize RFC Sub-Process Descriptions

4.0 Authorize RFC

Number Process Activity Description
4.1 Convene CAB Meeting The CAB meets to review and provide advice on submitted
RFCs.
4.2 Review Technical Impact Analysis Designated reviewers assess the impact and risk of the

proposed change to relevant technical operations. Reviewers
also assess the impact and risk of not implementing the
change, especially if the change is to fix or improve existing
technical operations of infrastructure components.

Review IT Services and Service
Catalog Impact Analysis

Designated reviewers assess the impact and risk to IT
Services and the Service Catalog structure and content.

Review USMC Mission or Program

Impact Analysis

Designated reviewers assess the impact and risk of the
proposed change to USMC operations or program
schedules/cost. Reviewers also assess the impact of not
implementing the change, especially if the change is to fix or
improve existing mission or program activities.

Review Scheduling and Deployment

Analysis

Designated reviewers review the Change Calendar (contains
information about all the upcoming changes and their
implementation dates), deployment approach (e.g., how the
RFC will be deployed within deployment windows and the
recommended number of RFCs), required resources (e.g.,
personnel, equipment), and projected service availability
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4.0 Authorize RFC
Number Process Activity Description
impact, including impact on SLAs (where available).
4.3 Review Assessment Results Conduct review of collected business, program, and/or

technical impact assessments. Determine urgency of the
change. Prepare information for eventual review by the
decision authority (e.g., EntCAB). Ensure that required RDM
involvement is coordinated with the appropriate RDM
Manager.

4.4 Adjudicate RFC The decision authority, as determined by the type of the
RFC, adjudicates the RFC (see 2.3.1.2) or submits
recommendation to the appropriate approval authority.

4.5 RFC Authorized? Authorized RFCs progress to the next activity, Approve
Schedule and Deployment.

Note authorized RFCs are subject to deployment review (by
ChM and/or RDM) and are not automatically approved for
implementation.

4.6 Update RFC, Return to Unauthorized RFCs are updated with the rationale for
Requester/Advocate rejection, such as incomplete data, lack of funding,
ambiguous or unknown benefits of change implementation,
etc., and Rejected/Closed.

Unauthorized RFCs are returned to the Change
Advocate/Change Requester with the accompanying
rationale.

4.7 Update and Resubmit RFC? The Change Requester and/or Change Advocate retain the
ability to modify the RFC based upon feedback and re-
submit, provided noted discrepancies have been properly
addressed.

4.8 Close RFC and Notify Stakeholders | RFCs placed in a final state (Rejected, Cancelled, or Closed)
must be communicated to the stakeholders via the Change
Manager, a designated representative, or the Enterprise
Service Desk (ESD).
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Figure 14. ChM Approve Schedule and Deployment Sub-Process

Description of the Approve Schedule and Deployment workflow sub-process is given in Table
10.

Table 10. ChM Approve Schedule and Deployment Sub-Process Descriptions

5.0 Approve Schedule and Deployment

Number Process Activity Description

5.1 Schedule RFCs ChM and RDM schedule RFCs that are “authorized but
unscheduled” (i.e., RFCs that the designated authorizer(s)
and CAB authorized but did not specifically schedule in 4.0
Authorize RFC).

5.2 Review the Plan, Build, and Test ChM confers with RDM and monitors and ensures that
planning, building and testing of the release occurs according
to the approved plans.

5.3 Review Deployment Plan and Test RDM collates the results of testing — including the risks,
Results mitigation and recommended exception handling — and
reports the results to ChM (and the authorizer(s) and CAB,
as required). ChM reviews the test results, including the
issues, risks, recommendations and action plan.

5.4 Ready for Deployment? Based on the test results ChM determines whether the
RFC/Release is ready to deploy.
5.5 Approve Schedule and Deployment | When it's determined that testing is successful then ChM
authorizes the scheduling and deployment of the
RFC/Release.
5.6 Exception Handling and Determine When it's determined that testing is not successful then ChM
Course of Action initiates exception handling with RDM and determines a

course of action.
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5.0 Approve Schedule and Deployment

Number Process Activity Description

5.7 Publish Change Schedule ChM publishes the Change Schedule which contains
information about approved changes and their
implementation dates.

39



Enterprise Change Management Process Guide

Release 8.0
5 April 2013

46  Coordinate Deployment

Event
Management

Incident
Management

User Phone Call Secure Web Portal ,ﬁ
A 4

y

Y

—

1.0 Initiate RFC

—

A
—

2.0 Log & Classify

—

c

3.0 Assess RFC

Management

y

A
—

4.0 Authorize RFC

—

y

4

5.0 Approve

Release &

Schedule &
Deployment

A

A 4

Depl
Management

Y

4

6.0 Coordil

Release &

Deployment

A 4

p 1t
Management

Y

4

( 7.0 Review & ) ¢ > Configuration
Close RFC Management

may specify resolution action plans to solve any issues uncovered in the deployment with work-
around activities to lessen service, application and user impacts.

Obijectives of this activity include:

e To ensure that changes are
implemented according to the approved
release schedule

e To ensure that changes are
implemented according to the approved
Deployment Plan and Back-out Plan (if
required)

e To ensure that service disruption to
the customers of IT Services is minimized

Change Management maintains shared
responsibility with RDM for ensuring that
changes are implemented as scheduled. This
role is largely one of coordination and
collaboration as the actual implementation
is the responsibility of RDM and designated
technical experts. Authorized changes, with
their scheduled implementation dates and
milestones, are passed to RDM and the
relevant technical groups, and to the ESD.

The Change Manager receives and acts on
notifications and status updates received
from RDM. Notifications detail the
deployment accomplishments including the
acceptance criteria met and the readiness
status. Updates from the deployment team

If unrecoverable failures are encountered in the deployment, or if the release is at risk of
breaching the approved deployment schedule, ChM may receive recommendations from RDM
and the deployment team to initiate a back-out.

After the deployment is completed, RDM informs ChM on the result (i.e., successful or

unsuccessful).
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Figure 15. ChM Coordinate Deployment Sub-Process

Description of the Coordinate Deployment workflow sub-process is given in Table 11.

Table 11. ChM Coordinate Deployment Sub-Process Descriptions

6.0 Coordinate Deployment

Number Process Activity Description
6.1 Collaborate on Coordinating the ChM and RDM collaborate on and maintain a shared
Deployment responsibility in coordinating deployments. ChM and RDM

ensure that:

e RFCs are implemented according to the approved Test
Plan(s), Deployment Plan, and Back-out Plan (as
required).

e RFCs are implemented according to the approved
release schedule.

e Service disruption to the customers of IT Services is
minimized.

6.2 Act on Status Updates ChM acts on status updates from RDM:

¢ Noatifications from RDM provide details about
deployment accomplishments including the acceptance
criteria met and the readiness status. Updates from the
deployment team may specify resolution action plans to
solve any issues uncovered in the deployment with
work-around activities to lessen IT Service, application,
and user impacts.

e If unrecoverable failures are encountered in the
deployment, or if the release is at risk of breaching the
approved deployment schedule, ChM may receive
recommendations to initiate a back-out.

6.3 Receive and Review Deployment After the deployment RDM informs ChM about the
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6.0 Coordinate Deployment

Number Process Activity Description

Results deployment results (i.e., successful or unsuccessful.)

e  Successful deployments are progressed to completed
status.

e Deployments that are not successful are noted as such
and the reason why is communicated to the RFC
Requester and stakeholders.
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Obijectives of this activity include:

e Closing Change Records when
change implementation is completed

e Optimizing Change Management
effectiveness and efficiency

e Enabling continuous improvement
of the ChM process

This activity describes the tasks involved
in reviewing all implemented changes,
after a predefined period has elapsed. It
ensures that the Change has had the
desired effect and met its objectives, and
that Users and Customers are content with
the results. The Review activity
determines whether the Implementation
Plan and/or the Back-out Plan worked
correctly, and whether the Change was
implemented on time and to cost.
Additionally, the Change Manager
validates RDM updated the CMDB with
the configuration changes that occurred in
the release. The Close activity determines
whether any follow-up action (such as the
creation of a new RFC) is required and if
not, a formal close of the RFC is
performed. The closure of an RFC
includes updating other process areas of
the status of the Change.

Any nonconformity should be recorded and actioned. Any weaknesses or deficiencies identified
in a review of the change control process are fed into service improvement plans.

Where a Change has not achieved its objectives, ChM decides what follow-up action is required,
which could involve raising a revised RFC. If the review is satisfactory or the original Change is
abandoned, the RFC is formally closed in the logging system.
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Figure 16. ChM Review and Close RFC Sub-Process

Table 12. ChM Review and Close RFC Sub-Process Descriptions

7.0 Review and Close RFC

Number Process Activity Description

7.1 Collect Information The Change Manager gathers all pertinent information to

include any provided stakeholder feedback in preparation for

subsequent review.

7.2 Conduct Change Review ChM reviews all implemented Changes after a predefined

period has lapsed. The purpose of these reviews is to

establish that:

e The Change has the desired effect and met its objectives

e Users and Customers (stakeholders) are content with the
results, or any shortcomings are identified

e There have been no unexpected or undesirable side-
effects to functionality, availability, capacity/performance,
security, maintainability etc.

e The resources used to implement the Change were as
planned

¢ The implementation plan worked correctly (include
comments from the implementers)

¢ The Change was implemented on time and to cost

e The back-out plan functioned correctly, if needed

7.3 Change Built and Installed Correctly? | A failed change (i.e., one not properly built or failing test

activities) is always subject to Post Implementation Review

(PIR).
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7.0 Review and Close RFC

Number Process Activity Description

7.4 Conduct PIR A PIR is a formal change review activity that investigates
failed changes or any change as directed by the Change
Manager. A PIR covers all aspects of a standard change
review with a focus on root cause analysis and continual
service improvement for the purposes of preventing future
failed changes. All Emergency Changes shall go to PIR.
Review board members are invited at the behest of the
Change Manager and include, at a minimum, the technical
subject matter experts and those persons involved in the
initial authorization activity for the change in question. The
Change Manager is responsible for ensuring any action items
that result from PIR are effectively addressed and closed.

7.5 Validate Stakeholder Acceptance Upon completion of a change and the change review or Post-
Implementation Review process, stakeholders are notified of
the implementation and any exceptional circumstances that
may have arisen.

7.6 Change Accepted by Stakeholders? | Stakeholders retain the ability to indicate non-acceptance of
changes post-deployment. If changes are accepted (by
expressed approval or absence of stakeholder comment), the
change progresses to step 7.7.

7.7 Disposition Unaccepted Change In the event stakeholders do not accept a change or the
outcomes of a PIR, the Change Manager is responsible for
communicating with unsatisfied stakeholders to ascertain the
reasons for non-acceptance and the possible need and
feasibility of a follow-on RFC initiation. If consensus and
validation cannot be achieved, the disposition is escalated for
action to the appropriate CAB.

7.8 New RFC Needed? An RFC initiated as the result of this process is linked to the
original RFC record; the new RFC follows the 1.0, Initiate
RFC process, as documented.

7.9 Close RFC and Notify Stakeholders | The RFC is closed when it has been successfully
implemented and accepted by involved stakeholders.
Communication to stakeholders is via the Change Manager,
designated representative, or the Enterprise Service Desk.
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Appendix A - ACRONYMS

The official list of E-ITSM acronyms can be found on the Enterprise Information Technology
Service Management site (https://eis.usmc.mil/sites/irm/ITSM/default.aspx). The link to the
document is referenced below:

https://eis.usmc.mil/sites/irm/ITSM/Documents/Forms/Allltems.aspx?RootFolder=%2Fsites%2F
Irm%2FITSM%2FDocuments%2FE%2DITSM%20Acronym%?20L.ist&FolderCTID=0x0120001
918760B7D35A5478C0474985E3ACBCD&View={9CD820B3-EF85-4D2C-BD0C-
A255AEE9E40D}

46


https://eis.usmc.mil/sites/irm/ITSM/default.aspx
https://eis.usmc.mil/sites/irm/ITSM/Documents/Forms/AllItems.aspx?RootFolder=%2Fsites%2Firm%2FITSM%2FDocuments%2FE%2DITSM%20Acronym%20List&FolderCTID=0x0120001918760B7D35A5478C0474985E3ACBCD&View=%7b9CD820B3-EF85-4D2C-BD0C-A255AEE9E40D%7d
https://eis.usmc.mil/sites/irm/ITSM/Documents/Forms/AllItems.aspx?RootFolder=%2Fsites%2Firm%2FITSM%2FDocuments%2FE%2DITSM%20Acronym%20List&FolderCTID=0x0120001918760B7D35A5478C0474985E3ACBCD&View=%7b9CD820B3-EF85-4D2C-BD0C-A255AEE9E40D%7d
https://eis.usmc.mil/sites/irm/ITSM/Documents/Forms/AllItems.aspx?RootFolder=%2Fsites%2Firm%2FITSM%2FDocuments%2FE%2DITSM%20Acronym%20List&FolderCTID=0x0120001918760B7D35A5478C0474985E3ACBCD&View=%7b9CD820B3-EF85-4D2C-BD0C-A255AEE9E40D%7d
https://eis.usmc.mil/sites/irm/ITSM/Documents/Forms/AllItems.aspx?RootFolder=%2Fsites%2Firm%2FITSM%2FDocuments%2FE%2DITSM%20Acronym%20List&FolderCTID=0x0120001918760B7D35A5478C0474985E3ACBCD&View=%7b9CD820B3-EF85-4D2C-BD0C-A255AEE9E40D%7d

Enterprise Change Management Process Guide

Release 8.0
5 April 2013

Appendix B - GLOSSARY

Term Definition

Asset Management

Asset Management is the process responsible for tracking and reporting the financial
value and ownership of assets throughout their lifecycle.

Back-out Plan

A Back-out Plan is developed in the Release planning phase. This plan provides a
recovery plan to return to the original configuration or process if the release fails to
achieve the planned outcome.

Backup

Backup is copying data to protect against loss of integrity or availability of the original
data.

Change Schedule

A Change Schedule is a document that lists all approved changes and their planned
implementation dates.

Configuration Control

Configuration Control is a sub-process of Configuration Management. Configuration
Control is a set of processes and approval stages required to change a Cl attribute.
Configuration Control encompasses the oversight to ensure that a Cl is changed
through the Change Management process.

Configuration Identification

A sub-process of Configuration Management, Configuration Identification is the
selection, identification, and labeling of the configuration structures and Cls including
their respective technical owner and the relationships between them. Cls become the
manageable unit that is planned for release into a configuration controlled
environment. The Cls consist of hardware, software, services, and documentation.

Configuration Item

A Configuration Item (CI) is any component that needs to be managed in order to
deliver an IT Service. Information about each Cl is recorded in a Configuration Record
within the Configuration Management System (CMS) and is maintained throughout its
lifecycle by Configuration Management. Cls are under the control of Change
Management. Cls typically include IT services, hardware, software, buildings, people
and formal documentation such as process documentation and SLAs.

Cl Type

Cl Type is a category used to Classify Cls. The CI Type identifies the required
attributes and relationships for a configuration record. Common CI Types include:
server, document, user, etc.

Configuration Management
Database

A Configuration Management Database (CMDB) is a database used to store
configuration records throughout their lifecycle. The Configuration Management
System (CMS) maintains one or more CMDBs and each CMDB stores attributes of
Cls and relationships with other Cls.

Configuration Management
Plan

Document defining how configuration management will be implemented (including
policies and procedures) for a particular acquisition or program. (Source: MIL HDBK-
61A)

Configuration Management
System

A Configuration Management System (CMS) is a set of tools and databases used to
manage an IT service provider's configuration data. The CMS also includes
information about incidents, problems, known errors, changes, and releases and may
contain data about employees, suppliers, locations, units, customers and users. The
CMS includes tools for collecting, storing, managing, updating and presenting data
about all Cls and their relationships. The CMS is maintained by Configuration
Management and is used by all IT Service Management processes.

Deployment

Deployment is the activity responsible for movement of new or changed hardware,
software, documentation, process, etc. to the live environment. Deployment is part of
the Release and Deployment Management Process.

Deployment Readiness Test

A Deployment Readiness Test is conducted to ensure that the deployment processes,
procedures, and systems can deploy, install, commission, and decommission the
release package and resultant new or changed service in the production/deployment
environment.

Deployment Verification Test

A Deployment Verification Test is conducted to ensure the service capability has been
correctly deployed for each target deployment group or environment.

47




Enterprise Change Management Process Guide

Release 8.0
5 April 2013

Term Definition

Early Life Support

Early Life Support (ELS) involves Technical Management or IT Operations providing
support for a new or changed IT service for a period of time after it is released. During
ELS, the IT service provider may review the KPIs, service levels, and monitoring
thresholds and provide additional resources for incident management and problem
management (when implemented).

EM System

The EM System (EMS) is comprised of tools which monitor Cls and provide event
notifications. It is a combination of software and hardware which provides a means of
delivering a message to a set of recipients. The EMS often requires real-time
interaction, escalation, and scheduling.

Environment

Environment is a subset of the IT infrastructure used for a particular purpose (e.g., live
environment, test environment or build environment). It is possible for multiple
environments to share a Cl (e.g., test and live environments may use different
partitions on a single mainframe computer). In the term physical environment,
environment can be defined as the accommodation, air conditioning, power system,
etc. Environment can be used as a generic term defined as the external conditions
that influence or affect something.

Error An Error is a design flaw or malfunction that causes a failure of one or more Cl or IT
services. A mistake made by a person or a faulty process that affects a Cl or IT
service is also an error.

Escalation Escalation is an activity that obtains additional resources when needed to meet
service-level targets or customer expectations.

Event An Event is a piece of data that provides information about one or more system

resources. Most events are benign. Some events show a change of state which has
significance for the management of a Cl or IT service. The term ‘event’ is also used to
define an alert or notification created by any IT service, Cl, or monitoring tool. Events
typically require IT operations personnel to take actions and often lead to incidents
being logged.

Event Correlation

Event correlation involves associating multiple related events. Often, multiple events
are generated as a result of the same infrastructure fault. Events need correlation to
prevent duplication of effort in resolving the original fault.

Exit and Entry Criteria
(Pass/Falil)

These are criteria (defined well in advance and accepted by the stakeholders) defined
at authorized points in the Release and Deployment Process to set expectations of
acceptable/unacceptable results.

Fault Fault is the deviation from normal operation of a Cl or a series of Cls. A fault is a
design flaw or malfunction that causes a failure of one or more ClIs or IT services.
Fault is also referred to as an error.

Governance Governance is the process of ensuring policies and strategy are actually implemented

and that required processes are correctly followed. Governance includes defining roles
and responsibilities, measuring, and reporting and taking actions to resolve any issues
identified.

Key Performance Indicator

A Key Performance Indicator (KPI) is a metric used to help manage a process, IT
service, or activity. Many metrics may be measured, but only the most important of
these are defined as KPIs and used to actively manage and report on the process, IT
service, or activity. KPIs are selected to ensure that efficiency, effectiveness, and cost
effectiveness are all managed.

Known Error

A Known Error is a problem that has a documented root cause and a work-around.
Known errors are created and managed throughout their lifecycle by Problem
Management. Known errors may also be identified by SIE or suppliers.

Monitoring Monitoring is the process of repeated observation of a Cl, IT service, or process to
detect events and to ensure that the current status is known.

Notification Notification is a communication that provides information.

Pilot A Pilot is a limited deployment of an IT service, a release, or a process to the live

environment. A pilot is used to reduce risk and to gain user feedback and acceptance.
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Term Definition

Process

A Process is a structured set of activities designed to accomplish a specific objective.
A process takes one or more defined inputs and turns them into defined outputs. A
process may include any of the roles, responsibilities, tools, and management controls
required to reliably deliver the outputs. A process may define policies, standards,
guidelines, activities, and work instructions, if needed.

Quality Assurance

Quality Assurance (QA) is the process responsible for ensuring the quality of a product
and also ensuring it will provide its intended value.

Request for Change

A Request for Change (RFC) is a formal proposal for a change to be made. An RFC
includes details about the proposed change

Role A Role refers to a set of connected behaviors or actions that are performed by a
person, team, or group in a specific context.
Severity Severity refers to the level or degree of intensity.

Service Design Package

A Service Design Package (SDP) is composed of document(s) defining all aspects of
an IT service and its requirements through each stage of its lifecycle. An SDP is
produced for each new IT service, major change, or IT service retirement.

Service Improvement Plan

A Service Improvement Plan (SIP) is a formal plan to implement improvements to a
process or IT service.

Service Knowledge
Management System

A Service Knowledge Management System (SKMS) is a set of tools and databases
used to manage knowledge and information. The SKMS includes the Configuration
Management System (CMS) as well as other tools and databases. The SKMS stores,
manages, updates, and presents all information that an IT service provider needs to
manage the full lifecycle of IT services.

Service Level Agreement

A Service-Level Agreement (SLA) is an agreement between an IT service provider
and a customer. The SLA describes the IT service, documents service-level targets,
and specifies the responsibilities of the IT service provider and the customer. A single
SLA may cover multiple IT services or multiple customers.

Service Validation and
Testing

Service Validation and Testing is the process responsible for validation and testing of
a new or changed IT service. Service Validation and Testing ensures an IT service
matches the design specification and will meet the needs of the business. Service
Validation and Testing during release conducts testing in the pre-production Systems
Integration Environment (SIE) and during deployment in the pilot production
environment.

Single Point of Contact

A Single Point of Contact (SPOC) is an agreement used to assign a single, consistent
way to communicate within an organization or unit. For example, the Service Desk will
be the SPOC for a service provider.

Snapshot A Snapshot is the baseline as captured by a discovery tool. A snapshot can also be
called a benchmark.
Test A Test is an activity that verifies that a Cl, IT service, or process meets its specification

or agreed requirements.

Test Environment

A Test Environment is a controlled environment used to test Cls, builds, IT services,
and processes.

Throttling

Some events do not need to be acted on until they have occurred a number of times
within a given time period. This is called Throttling. Once a repeated event has
reached its limit for repetition, forward that event to be acted upon.

User Acceptance Testing

User Acceptance Testing is a testing activity conducted by the user intended to verify
a Cl, IT service, or process meets a specification. It is also used to validate whether
agreed requirements have been met.

Work-around

Work-arounds for problems are documented in known error records and are intended
to reduce or eliminate the impact of an incident or problem for which a full resolution is
not yet available. Work-arounds for incidents that do not have associated problem
records are documented in the incident record.

Work Instruction

The Work Instruction is a document containing detailed instructions that specify
exactly what steps are followed to carry out an activity. A work instruction contains
much more detail than a procedure and is only created if very detailed instructions are
needed.
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Appendix C - SAMPLE - RFC TEMPLATE

Document Header Section

IT Operations

Version: <1.0>

Change Request

Date: <dd/mmm/yy>

<document identifier>

Change Request

Or Request for Change (RFC)

Change Information

[The Change Request provides information about a requested change.]

Change ID or Brief Name

[Provide the short name or 1D associated with this change.]

Change Description

[A brief description of the requested change.]
Reguester
[1dentify the individuals or teams requesting the change.]

Date of Request

Reason for Request

[Provide the reasons the change is requested.]

Priority

[1dentify the priority associated with this change request.]

Current Status

Findings
Effects of Not Implementing the Change

[Describe what would happen if the change is not implemented.]

Cls Affected by the Change

[Identify or describe the Cls that will be affected by the change. This may be a list of the actual Cls or, in
those cases where the change affects many Cls, may be a description of the types or locations of the Cls

that will be affected.]
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Remediation Plan

[Describe what will happen if the change fails and the change must be backed out. Initially, this may be
high-level. After the change gets authorized, the remediation plan should be more detailed.]

Assessment Summary

[Summarize all of the assessments carried out of this request. Reference other documents that describe
assessment results in more detail.]

CAB Members
[1dentify all CAB members for this change request.]

CAB Recommendations

[Describe the recommendation from the CAB to either authorize or reject the request.]
Authorization
Decision

[Provide the final decision]

Authorization Signature

Authorization Date and Time

Implementation Details

Related Releases

[Reference all releases used to implement the change.]

Implementation Date and Time

Review

Reviewers

Summary

[Summarize the results of the review.]

Review Date

Review Actions

[Identify all actions to be taken as a result of the review.]
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