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(t) Department of the Navy Foreign Disclosure Manual,
September 2007

(u) DOD 4515.13R, “Air Transportation Eligibility~”
November 1, 1994 w/change 3, April 9, 1998

(v) OPNAVINST 3710.7U

(w) MCO 3710.8

Encl: (1) Foreign Disclosure Definitions
(2) Example of Regquest for Disclosure Authorization
Letter

(3) NDP-1 Categorieg of Clasggsified Military Information

{4) NDP-1 Discleosure Criteria, Conditions, and
Limitations

{5) USMC International Visits Program Guidance and
Procedures

{6) Extended Vigit Contact COfficer Responsibilities

1. Situaticn. This Order establishes Marine Corps policy,
procedures, authority, and responsibilities for the disclosure
of U.S. Classified Military Information {(CMI) and Controlled
Unclassified Information (CUI) to foreign governments and
interests, in accordance with references (a) through (w}. It
also establishes policies, procedures, and authority within the
Marine Corps for processing visit requests from foreign
governments and organizations, to include guidance for liaison
between representatives of the Marine Corps and foreign
governments and interests, and implements references (a) through
(d) .

a. This Order applies to:

(1) All foreign disclosures of CMI and CUI defined in
enclosure (1). Disclosures of military intelligence information
must also comply with reference (f).

(2) Any foreign nationals or foreign representatives
repregenting their parent governments or international
organizations on official business visiting or assigned to
Marine Corps activities or cleared contractor facilities or
visiting at any location in the United States or abrcad and
digcussing official business.

b. This Order does nct apply to:
(1) The discleosure of CMI and CUI to foreign nationals

who are employed by Department of Defense (DOD} components or
DOD contractors per reference (a). Such persons do not
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represent nor are they sponsored by a government and, therefore,
are not foreign representatives to whom the disclosure of CMI
and CUI may be made under this Order.

(2} Information that is releasable to the Public Domain
in accordance with reference (p).

(3) Vigits of foreign natiocnals that fall within the
exemptions outlined in paragraph 20803 of reference (t).

2. Cancellation. MCO 5510.20A, MCO 551C.16A and MARADMIN
477/04.

3. Mission

a. The Marine Corps fully supports national disclosure
policy and the International Visits Program {IVP) in accordance
with references (a}, (c), (d}, (o), and {t), and provides
appropriate safeguards for the protection of our national
gsecurity interests while building and enhancing relationships
with allies and other friendly nationg. CMI and CUI are
national security assets and will be protected. CMI and CUI
shall be shared with foreign governments only when there is a
clearly defined benefit to the United States. Disclosure of
such information will be made only when authorized by an
official designated in accordance with this Order.

b. In accordance with references {(a) through (f} and (t),
it ig Marine Corps policy that:

(1) Only a Marine Corps military or civilian official
who has been appointed in writing as a Designated Disclosure
Authority (DDA), also known as a Foreign Disclosure Officer
(FDO), may authorize foreign disclosure of CMI and CUI, and only
in accordance with references (a) through (c) and (t) in support
of a lawful and authorized U.S. Government purpose if:

(a) The official representative of the Marine Corps
Component that submits information for foreign disclosure
review, using the sample letter provided in enclosure {2), has
obtained the written consent of the relevant official having
original classification authority for that information.

(b) The level of classified information to be
disclosed does not exceed the classification level delegated in
reference (b}, unlesg a National Disclosure Policy Committee’s
(NDPC) Record of Action authorizes a higher level of disclosure
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authority. Per reference (d), exceptions to Naticral Disclosure
Policy 1 (NDP-1) shall not be granted to accommodate the
assignment of Foreign Liaigon Qfficers (FLO), Personnel Exchange
Program (PEP) Personnel, Cooperative Program Personnel {CPP) or
foreign personnel arrangements. See reference (t) for
instructions regarding completion of a request for Exception to
Naticnal Disclogure Pclicy (ENDP). See enclosure (3) for a
listing of NDP-1 categories of information.

(¢) Digclosgure criteria, conditionsg, and limitations
in reference (b) and enclosure (4) shall be gatisfied.

(2) CMI and CUI shall not be disclosed to foreign
nationals until the appropriate DDA receives security assurance
from the recipient foreign government or internaticnal
crganization for the individuals who are to receive the
informaticn.

(3) CMI and CUI in document, material, or any other
form, approved for foreign disclosure and release shall be
transferred to the intended foreign recipient only through
official government-to-government channels or through other
channels that have been agreed to in writing by the resgsponsible
security officials of the governments involved pursuant to
referencesg {a}, (c¢) and (t).

(4) Per references (a) through {c¢) and (t), it is U.S.
policy to avoid creating a false impression of the U.S.
Government’s readinegg to provide CMI, CUI, material, or
technology. Initial planning with foreign governments and
international organizations concerning programs that might
involve the eventual disclosure of sengitive military
information may be conducted only 1if it is explicitly understood
and acknowledged that nc U.S. commitment to furnish information,
material, or technology is intended or implied until disclosure
has been approved by the appropriate disclosure autheority.

(5) All official visits by foreign representatives must
be controlled as outlined in enclosure (5).

(6) Disclosure planning shall include the following:
(a) A DDA must be involved from the outset regarding

any plans for operations, exerciges, training, acgquisition
programs, or other possible foreign involvement to ensure that
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all requirements can be suppcrted within the construct of the
event and in accordance with applicable foreign disclosure
pelicy.

(b} A Delegation of Disclosure Authority Letter
(DDL} or other appropriate written guidance, to include email,
shall be used to provide disclosure guidance for exercises or
training.

(c) Requests for foreign disclosure reviews shall be
sent via email to the first DDA in the chain of command. If a
command does not have digclogure authority, requests should be
sent to the Deputy Commandant for Plans, Policies and Operationsg
(DC PP&0O) (PLU-9) or the Director, Intelligence Department
(DIRINT), Headguarters, U.S. Marine Corps (HQMC), asg
appropriate. Regquestors should provide as much detail as
possible to expedite the review process. Normally, a decision
will be returned by email in less than 30 days, depending on the
complexity of the issue. DDAs and submitting components will
maintain records of foreign disclosure decisions in accordance
with references (a), {(c), (m) and (t).

4. Execution

a. Commander’s Intent and Concept of Operations

(1) Commander’s Intent

(a} The Marine Corps supports U.S. foreign policy by
cooperating with ocur allies to the fullest extent possible in
the development of mutual defense against potential adversaries,
while providing safeguards in the protection of ocur national
security interests in accordance with reference (j).

{(b) The disclosure of CMI and CUI to our military
allieg ig a significant aspect of this cooperation. The net
benefit to the United States and the need to protect and
congerve cour military information must be measured on a case-by-
case basis.

(c) It is essential that requests for disclosure are
processed and coordinated in accordance with references (a)
through (4), (f), (t) and this Crder.

(d) The decision to grant access to CMI and CUI
during visits and assignments of foreign nationals shall be
consistent with the national security and foreign policy
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interests of the United States and the government-to-government
principal per references (a) through (d} and (t). Only foreign
nationals who represent or are officially sponscred by their
governments or international organizaticns, i.e. cfficial
vigitors, may have accesgg to sgsuch information and only when
approved by a DDA and in accordance with the IVP and guidance
outlined in enclosgure (5).

(2) Concept of Operations

(a) In accordance with reference (i) and to ensure
proper coordination and control cof foreign disclosure within the
Marine Corps, I hereby designate DC PP&0 as the DDA for NDP-1
Categories 1 through 7, and DIRINT ag the DDA for NDP-1 Category
8, as outlined in enclosure {3).

(b) Disclosure authority includes responsibility for
ensuring compliance with the provisions of any treaty,
agreement, statute, executive order, directive, or instruction
involving the digclosure of military information te foreign
governments and international organizations.

(c) No staff agency, command, or activity within the
Marine Corps will disclose or direct the disclosure of CMI or
CUI except as approved or authcrized by a DDA in accordance with
this Order.

{(d) CMI and CUI originated by other U.S. Government
agencies or military Services may be disclosed only with the
approval of the appropriate disclosure authority from the
criginating agency or military Service.

b. Marine Corps Commandersg/Commanding Generalg. Reference
(i) grants me the authority to re-delegate disclosure authority
to subordinate commands. In order to decentralize disclosure

decisiong, accurately safeguard CMI and CUI, and streamline the
disclosure process, I hereby re-delasgate disclosure authority as
follows:

(1) DC PP&0O shall re-delegate disclosure authority for
appropriate NDP-1 Categories 1 through 7 to the commanding
generals of Marine Component and supporting establishment
commands .

(2) The DIRINT shall re-delegate authority for NDP-1
Category 8 information to Marine Corps commands orxr offigials
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when such authority is determined to be mission essential or in
the best interest of the U.S. Government.

(3) Marine Component commanders and supporting
establishment commanding generals may further re-delegate
disclosure authority to subordinate general officer commanders,
as needed. Re-delegation below general officer ranks will be by
excepticon only and requires DC PP&0C and/or DIRINT approval, as
. appropriate.

(4) Appoint by name and in writing at least one DDA, as
defined in enclosure (1), at esach command with disclosure
authority and provide a copy of the appointment letter to DC
PP&0 (PLU-9) and/or DIRINT, as appropriate. The DDA may be
assigned full-time, part-time, or as a collateral duty,
depending on the needs of the command, and must be a civilian
employee GS-11 equivalent or above, or a military officer, with
sufficient authority and staff to manage the command’s program.
Senior enlisted personnel may be designated as DDAS on a case-
by-case basis after coordination with DC PP&0O (PLU-9) or DIRINT,
as appropriate. Primary command DDAs must be U.S. citizens and
must have been the subject of a favorably adjudicated Single
Scope Background Investigation (SSBI) completed within the last
five years. Individuals with current SSBIs should be designated
as the organization DDAs whenever possible. If secondary DDAs
are appcinted, they must have security clearances at least
commensurate with the level of information that they will be
required to review, but only one DDA per organization is
regquired to have a current SSBI. The Billet Identification Code
(BIC) for the DDA billets with S8SBIs will be coded in the Total
Force System.

(5) DDAs shall familiarize themselves with the Inspector
General checklist 280 for foreign disclogure and be prepared to
assist command Inspectors General with inspections of
subordinate units when tasked.

(6) The DDA billet should ideally be a szpecial staff
position; however, actual placement of the DDA within the
command structure is at the discretion of the commander based
upon local foreign disclosure requirements.

(7} Foreign Disclosure Points of Contact {(FDPOC), as
defined in enclosgsure (1), may be appcinted toc assist DDAs or
placed in subordinate commands that have only occasional contact
with foreign personnel or international organizations. FDPBOCs
are not authorized to make foreign disclosure decisions on

7
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behalf of a command but can process and coordinate foreign
disclosure requests and make recommendations te DDAg. There isg
no rank requirement for FDPOCs, but they must hold security
clearances at least commensurate with the level of informaticn
that they are required to review.

(8) DDAs and FDPOCs must complete mandatory training as
prescribed by DC PP&0 (PLU-9) and their local command policy.
Commands shall not appoint DDAs or FDPOCs until completion of
prerequisite training has been coenfirmed by a senior DDA in the
chain of command, DC PP&0O (PLU-92} or DIRINT.

(9) Upon completion of the training requirements, DC
PP&0O will request that Navy International Programs Office
provide a copy of NDP-1 to a new DDA, unless the command already
holds a copy which was issgsued to previous command DDAs. Cnly
upon written approval from DC PP&0 or DIRINT, as appropriate,
will the DDA have authorization to make foreign disclosure
decisions in accordance with the guidelines of the command DDL.

(10) Commands located in the United States that have
disclosure authority shall egtablish accounts in the Foreign
Visits System (FVS). Commands outgide the continental United
States will follow guidance in reference (d) to determine if FVS
use 1is required and, whether FVS use is required or not, will
ensure that information to be disclosed during foreign visits is
properly reviewed and that all disclosures are properly
documented. All commands that receive foreign visitors shall
establish accounts in the Foreign Visgits System-Confirmation
Module (FVS-CM) following the guidance outlined in enclcsure

(5) .

(a) There are three types of official visits: one-
time, recurring, and extended as defined in enclosure {(1). Per
reference (d), FVS provides the means to staff and process all
three types of official visit requests by foreign nationals and
alerts the command to perform disclosure reviews on any CUI or
CMI to be disclosed during the visits. The approved Foreign
Visit Request (FVR) provides the hosgt commands security
assurance, certified by the foreign embassies, of the foreign
visitors’ security clearances when CMI will be disclosed.

(b) FVS5-CM is an application used to track and
confirm visits by foreigners that have been approved through FVS
and to document one-time or recurring foreign visits as they
actually occur, as describked in enclosures (1), (5) and (6).
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(11) Commands that have extended visitors, to include
Foreign Liaison Officer (FLO), Personnel Exchange Program (PEP),
Cooperative Program Personnel (CPP), or Engineer and Scientist
Exchange Program (ESEP) personnel assigned shall appoint a
Contact Officer, as defined in enclosure (1), for each foreign
national assigned to the command. Duties and responsibilities
for Contact Officers are outlined in enclosure (6).

(12) Commands with disclosure authority shall develop
and implement local foreign disclosure and foreign visits policy
upon receipt of a DDL. Policy should include procedures and
entry points where foreign vigitors will be procesgsed in FVS-CM.

(13) Per reference (t), the host command or facility
shall assign a Contact Officer for each one-time or recurring
foreign visit. The Contact Officer will normally serve as the
point of contact for the requesting embassy. The Contact
Officer for one-time or recurring visits is responsible for
controlling the activities of the foreign visitor(s) and for
ensuring that the disclosure of CMI and CUI strictly conforms to
that approved by the DDA. The Contact Officer must be provided
a copy of the one-time or recurring visit authorization prior to
the visit, and should verify with the Office of Primary
Regpongibility (OPR), defined in enclosure (1), wvia the chain of
command that the list of visgitors is current, including
amendments. Contact Officers for one-time or recurring visits
should ensure visits are documented in FVS-CM in accordance with
local policy. When hosting foreign delegations, commands must
make efforts to ensure the success of the visit regardless of
gize, duration or seniority.

(14) Commands shall include foreign disclosure
awareness/indoctrination as part of their overall training plans
and conduct command foreign digclosure awarenegs training at
least annually.

(15) In accordance with reference (a), disclosuresgs and
denials of CMI shall be captured in the Foreign Disclosure
System (FDS) of the Security Policy Automated Network (SPAN) .
Commands that use their own reporting system sghall report their
CMI disclosure decisions at least annually in FDS. Commands can
obtain guidance to establish FDS accounts by calling the SPAN
help desk at commercial (703) 696-0610, DSN 226-0610 or by
sending an email to dtsaspansupport@dtsa.smil.mil.
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c. Regponsibilitiesg

(1) Deputy Commandant for Plans, Policieg, and
Operations (DC PP&O})

{a) Act as Executive Agent for general foreign
disclosure matterg and this Order.

{(b) Re-delegate foreign disclosure authority for
NDP-1 Categories 1-7 to Marine Corps Component commands,
commanding generals of supporting establishment commands, and
appropriate HQMC gtaff agencies.

(¢) Assgist commands to develop and implement local
foreign disclosure policy, as needed.

(d) Appeoint one or more DDAs within PP&0O (PLU} to
oversee the Marine Corps Foreign Disclosure Program and provide
Marine Corps foreign disclosure policy guidance regarding NDP-1
Categoriegs 1-7.

(e} Coordinate requests for foreign disclosure that
do not fall under the authority of another DDA with HQMC staff
agencies, Marine Corps commands, other Services, contractor
facilities and cother stakeholders, as appropriate. Render
decisgions on CUI or NDP-1 Category 1-7 CMI requests in
accordance with references (a) through (c¢) and (t).

(f) Write DDLs and oversee all disclosure policy
pertaining to PEP and FLC assignments in accordance with
references {a) through (d} and (t}.

(g) Act as the OPR for all extended visit requests
and review, coordinate and provide appropriate décisions
regarding such visits.

{h) Ensure extended visitsg by FLOs and PEPsg are
under the auspiceg of a specific international agreement or
annex to a previously concluded umbrella agreement (i.e.,

Memorandum of Understanding, Memorandum of Agreement, etc.) or a
Foreign Military Saleg (FMS) Letter of Offer and Acceptance
(LOA) in accordance with references (¢), (d), and (t}.

{i) Ensure a disclosure review has been establisghed
and a DDL has been written and briefed to the host command pricr

10
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to approval of an extended foreign visit reguest. See
enclosures (1), (5) and (6) for guidance regarding extended
foreign visits.

()} Assign/provide augment personnel to the
Inspector General of the Marine Corpsgs (IGMC) ingpection team cn
matters related to IGMC Inspection Checklist 280 and the general
subject of foreign disclesure. Provide reportg to IGMC as
appropriate after all inspectionsg. Train command DDAs asg
inspectors and inspector trainers so they can properly conduct
command unit inspections. As custodian of Checklist 280, ensure
currency and accuracy of the checklist.

(k) Provide training toc appcinted DDAs and FDPOCs
through site assist vigits and by disseminating information
regarding courses or on-line training, as needed.

{1) Cccrdinate all reguests for Exceptions to
National Disclosure Policy (ENDP) and other issues that require
development of new Department of the Navy (DON) pelicy with Navy
International Programs Qffice {IPO).

(2) Deputy Commandant for Aviation (DC AVN)

(a) Coordinate with DC PP&0 and provide guidance and
subject matter expertise regarding aviation-related foreign
disclosure and technology transfer matters.

(b) In coordination with DC PP&0D, review all
aviation-related extended foreign wvisgit requests and, in
coordination with DIRINT, review one-time and recurring foreign
visit requests for all visits hosted by DC AVN.

(c) DC AVN may authorize the embarkation of foreign
nationals in Marine Corps aircraft for the purpose of practical
demonstration and orientation. Foreign military personnel must
possess proper base/installation visitation authorization
pursuant tc established policies and procedures. Basic policies
concerning embarkations and disclosure of classified information
in connection with such embarkations is contained in references
(a) through {(f), (h), (t}, and (u) through (w).

{d) DC AVN isg the approval authority for Foreign
Passengers to receive orientation/indoctrination flights in high
performance jet, tilt-rotor, and AH-1 aircraft. Thig includes
personnel occupying a crew seat position, aircraft with personal

11
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oxygen systems, and during shipboard catapult launches or
arrested landings, in accordance with reference (w).

{e) DC AVN delegates authorities relating to
orientation/indoctrination flights for foreign passengers/
nations (military and civilian) aboard Marine Corps cargo/
transport aircraft ag outlined in reference (w).

(3) Deputy Commandant for Installations and Logistics
(DC I&L). Coordinate with DC PP&0 and provide disclosure
authorization guidance and limitations on all installations and
logistics matters.

(4) Director, Command, Control, Communications, and
Computers (C4) Department. Coordinate with DC PP&0O regarding
disclosure decisicons and provide guidance and subject matter
expertise regarding foreign disclosure and technology transfer
for all command, contrcl, communications, and computer-related
matters.

{5} DIRINT

(a) Re-delegate foreign disclosure authority for
NDP-1 Category 8 information to Marine Corps commands or
officials when such authority is determined to be mission
essential or in the best interest of the U.S. Government.

(b} Appoint one or more DDAs within the Intelligence
Department to provide Marine Corps foreign disclosure policy
guidance regarding NDP-1 Category 8.

{c) Coocrdinate with the Defense Intelligence Agency
(DIA), unified commands, DON commands and other appropriate
stakeholders, and render decisionsg regarding requests for
disclosure and release of CUI and Category 8 CMI, in accordance
with references (a) through (d4), (£), (g} and (t).

(d) Process and coordinate with the DIA and the
National Security Agency (NSA) all intelligence-related
international agreements in accordance with reference (cj.

(e) Coordinate with DC PP&0 and provide disclosure
authorization guidance and limitations for all Category 8 CMI
for foreign exchange and foreign liaisgon assignments in
accordance with references {(a) through (d4d), (f), (g) and (t).

12
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(f) Act as Executive Agent for the Marine Corps IVP.

(g) Review, coordinate and make decigions on all
one-time, recurring and emergency FVRg, as defined in enclosure
(1}, and act as the 0PR for these visits.

(h) As required, coordinate with affected commands
and contractor facilities regarding feasibility of operational
support and foreign disclosure issues in accordance with
references (d) and (t).

(i) Conduct liaison with national representative
FLOs.

(6) Assistant Deputy Commandant for Plansg, Policies, &
Operations (Security)

{(a) In coordination with DC PP&0O (PL) and DIRINT,
provide foreign disclosure familiarization training, in
accordance with this Crder, through the Marine Corps security
education program.

(b} Coordinate with PP&0 (PLU) and ccmmands hosting
FLO, PEP, or other exchange pergonnel, to ensure proper security
measures are in place which prevent inadvertent disclosure or
uncontrolled access to spaces where CMI and/or CUI is stored.

(7) Inspector General of the Marine Corps. Coordinate,
conduct, and evaluate inspections of operating forces and
supporting establishment commands, units and activities,
including operational forces assigned to the unified and
specified commands, to ensure compliance with foreign disclosurs
and foreign visits peolicy in accordance with references (a)
through (d), and this Order.

(8) Director, Public Affairs Division. Coordinate
visits by foreign journalists and free-lance writers with the
Department of State (Undersecretary for Public Diplomacy and
Public Affairs) for U.S. Government clearance and approval in
accordance with reference (s8). These visits are not official
visits and will not be processged wvia the FVS and will be limited
to unclassified information approved for release to the public
domain.

13
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(9) Commanders/Commanding Generals

{(a) Ensure Marine Corps foreign disclosure and
release actions are conducted in accordance with applicable
directives, regulations, instructions, and orders and maintain
all foreign disclogure decision records in accordance with
reference (m).

(b} Whenever feasgible, appoint a DDA in accordance
with the guidance outlined in this Order.

(c) When impractical to appoint a command DDA,
submit foreign disclosure requests, provided in enclosure (2),
to the next higher command with a DDA or to DC PP&0 (PLU), as
appropriate, for disclosure or release of CUI and CMI in
Categories 1 through 7, and to DIRINT for CMI in Category 8.

{d) Ensure command Inspectors General are familiar
with IGMC Checklist 280 and that they cocordinate with assigned
DDAs and FDPOCs when conducting inspections of subordinate
commands. Send all reports of inspections and site assist
visits via the chain of command to DC PP&0 (PLU-9).

(e) At commands with FLO, PEP or other exchange
personnel assigned, appoint a Contact Officer by name and in
writing as degcribed in enclosure (6). Ensure the Contact
Officer has satisfied training reguirements prescribed by DC
PP&0 and leccal policy and adheres to assigned responsibilities.

(f) Ensure that the command reviews and confirms
feasibility of support for all FVRs, as described in enclosure
(5). All FVRs must be coordinated for foreign disclosure by a
DDA befcore the vigit is to take place.

(g) Ensure the DDA or other person, as appropriate,
has accesgss to an FVS account and the FVS-CM, and adheres to the
guidelines outlined in reference {(4d), enclosure (5) and local
policy.

(h} Establish and maintain, at the lowest supporting
level, local standard operating procedures, directives and
guidance regarding foreign disclosure and foreign visitsg in
accordance with references (a) through (d), (t} and this Order.

14
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(10) Commanding General, Marine Corpsgs Combat Development
Command (CG MCCDC)

(a) Appoint in writing at least one DDA tc oversee
MCCDC’s Foreign Disclosure Program.

(b) Re-delegate disclosure authority to subordinate
commands, as appropriate.

(¢) In cooperation with DC PP&0O, DIRINT, and the CG,
Training and Educatiocn Command (TECCM}, establish foreign
disclosure educaticnal reguirements throughout the Marine Corps
training and education system.

(d) In coordination with DC PP&0, local DDAs and
TECOM, ensure that appropriate foreign disclosure approval is in
place for all classified Marine Corps courses attended by
foreign naticnals.

(11) Commander, Marine Corps Systems Command
{MARCORSYSCOM)

{a) In coordination with DC PP&0 and in accordance
with references {(e), (h}, {(k), (n), and (g}, oversee foreign
disclosure for NDP-1 Categorieg 2 and 3 for ground systems and
equipment.

(b) Appcoint one or more DDAs to oversee the
MARCORSYSCOM Foreign Disclosure Program.

(c) Develop and implement local foreign disclosure
and foreign visits pclicy in accordance with references (a)
through (d) and (t).

(d) In coordination with DC PP&0O and Navy IPCO, and
in accordance with references (n) and (t), oversee the Marine

Corps export license process.

d. Coordinating Instructions

(1) DIRINT coordinates with the DIA to process Marine
Corps requeste for disclosure of CMI, Categery 8, to foreign
governments and interests.

(2) DC PP&0O and MARCORSYSCOM coordinate all Exceptionsg
to National Disclosure Policy (ENDP) and Technology Transfer

15
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Security Assistance Review Boards (TTSARB) with Navy IPO in
accordance with references (a) through (c) and (t).

(3) Regquests for disclosure review cof CMI and CUI will
be forwarded by the respective Marine Corps command to the first
DDA in the chain of command. Regardless of whether or not a
command has original clagsgification authority, the DDA must
obtain originator consent and coordinate reviews with all
interested stakeholders in accordance with reference (t).

Marine Corps commands and HQMC staff agencies that do not have
disclosure authority should forward foreign disclosure requests
to DC PP&C or DIRINT, as appropriate, using the format in
enclosure (2). Regquests should be sent to a DDA via email and
shall include supporting rationale. If approved, DC PP&C,
DIRINT or the local DDA, as appropriate, will issue written
guidance via email to the requesting command or staff agency.
Requests that do not provide sufficient detail on which to base
a decision will be denied or returned for further justification.

(4} Disclosure approval does not include authority for
the physical release, as defined in enclosure (1), of hard-copy
or electrenic vergiong of classified documents, materials or
equipment. Requests for release must be explicitly justified in
the request for disclosure review and approved by a DDA in
writing per referencesz (a), {c) and (t).

(5) Foreign naticnals are permitted to take part in
classified training provided it has been authorized in
accordance with procedures outlined in references (a) through
{(d), (j) and chapter 10 of reference (t).

e. Internaticnal Agreements. The Secretary of the Navy
(SECNAV) has delegated to the Commandant of the Marine Corps
(CMC} the authority to negotiate and conclude certain
international agreements, to include persconnel exchange
agreements. Therefore, all commands engaging in activitieg that
assist in the creation of new international agreements, in
accordance with reference (1), shall coordinate with DC PP&O
(PLU) and MARCORSYSCOM.

f. Meetings, Symposia, and Conferences

{1) Foreign Participation. Foreign natiocnals may
participate in meetings, symposia, conferences, or other such
activities when their participation is in accordance with this
Order, U.S. export control policies, the appropriate DDA has
approved any CMI or CUI that will be disclosed to foreign
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attendees, the foreign attendees actively participate in the
proceedings, and there is reciprocity for the U.S. government
and industry representatives.

(2) Disclosure Levels. The classification levels and
categories of information authorized for disclosure vary among
nations. Marine Corps components shall limit the level of
classified information to be disclosed at meetings attended by
foreign representatives to the lowest level that is common to
all nations represented in accordance with reference (b).

g. Extended Foreign Visitors. Guidance regarding
appointment of Contact Officers and FVRs for PEP, FLO, CPP, and
ESEP personnel, shall be in accordance with references {(a)
through (d), and (t), and enclosures (5) and (6).

(1) In addition to the approved extended FVR, one-time
or recurring FVRg are required for FLOg, defined in enclosure
(1), to visit other commands.

(2) No wvigit reguest beyond the approved extended FVR is
normally required for PEP perscnnel, defined in enclosure (1},
who are traveling in accordance with their U.S. billet
descriptions to other DON activities.

(3) Guidance for one-time or recurring foreign visit
reguests for ESEP and CPP personnel is contained in the
international agreements that correspond with those billets.

h. Sales, Leages, Loans, or Grants of Classified Items.
All reguests for disclosure or commercial export of any CUI or
CMI relating to salesg, leases, loans, grantsg, or foreign test
and evaluation of military ground equipment shall be coordinated
with MARCORSYSCOM.

i, Foreign Participation in Marine Corps Component
Classified Training Activities. Reference (t) outlines policy
and preccedures regarding foreign involvement in training on U.S.
equipment that 1s clasgsified or involves classified information
pertaining to third country equipment.

j. Requests for Classified Documents

(1) Disclosure Review. Official requests for classified
documente from foreign representatives shall be forwarded to the
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appropriate DDAs at the originating Marine Corpe components for
review and decisions, or to DC PP&0O (PLU) if no other DDA can be
identified.

(2) Reference Lists and Bibliographic Material. To
avoilid false impressions and to avoid proliferation of requests
for CMI or CUI that is not releasable to the requestor, Marine
Corps components shall not:

(a) Reference documents that have nct been approved
by a DDA, unless they are releasable to the public domain.

(b) Approve release of documents that have reference
lists or bibliographies or sanitize documents, as appropriate.
(Identify the requestor’s specific requirements and provide only
the U.S. information that satisfies that reguirement and is
determined to be releasable.)

k. Foreign Access to Information When Participating in U.S.
Procurement Programs. Refer all such requests for foreign
access to information when participating in U.S. procurement
programs to MARCORSYSCCM for processing in accordance with this
Order and references (h) and (k).

1. Reporting Compromises of U.S. CMI Furnished to Foreign
Governments. In accordance with reference (a), Marine Corps
activities having knowledge of compromises of U.S. classgified
information to foreign governments shall promptly inform the
originating Marine Corps component and DC PP&0O. The originating
Marine Corps component shall conduct a Preliminary Inguiry (PI)
and damage assessment and forward the results to DC PP&0O (PLU)
and (PS), for reporting to the National Disclosure Policy
Committee via Navy IPO.

5. Administration and Logistics

a. Definitions used in this Order are contained in
enclosure (1).

b. Records created as a result of this Order shall be
managed according to National Archives and Records
Administration approved dispositions per reference (m) to ensure
proper maintenance, use, accessibility and preservation,
regardless cf format or medium,.
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6. Command and Signal

a. Command. This Order is applicable to the Marine Corps
Total Force.

b. Signal. This Order ig effective the date signed.

DISTRIBUTION: PCN 10208490800

Copy to: 7000260 (2)
8145001 (1)
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Foreign Digclogure Definitions

1. Asgignment. The placement of a vigitor who is a militarxry ox
cgivilian employee of a foreign government or international
organization on the premises of a Marine Corps component or
Marine Corps contractor facility or the placement of a Marine
Corps civilian or military employee on the premises of a foreign
government defense installation or defense contractor facility.

2. Classified Military Information (CMI). Classified
information that is under the control or jurisdiction of the
Department of Defense {DoD), its departments or agencies, or is
of primary interest to them. It may be oral, wvisual cr in other
form and requires protection in the interesgt of national defense
and security in one of three classification categorieg (TOP
SECRET, SECRET, or CONFIDENTIAL), as described in reference (o).
It includes 8 categories of information described in enclosure

(3).

3. Contractor Facility. A contractor facility is a plant,
laboratory, office, college, university, or commercial structure
with asscciated warehouses, storage areas, utilities, and
components, which, when related by function and location, form
an operating entity. (A business or educational organization
may consist of one cor more facilities as defined above.)

4. Controlled Unclagssified Information (CUI). Unclassified
information to which access or distribution limitations have
been applied in accordance with national laws, policies, and
regulations of the originating country. It includes but is not
limited to: U.S. information that is determined to be exempt
from public disclosure pursuant to Dol Directive {[oDD) 5400.7,
Naticnal Geospatial-Intelligence Activity limited distribution
geospatial intelligence pursuant to DoD Instruction (DoDI)
5030.59, DoD unclassgified controlled nuclear information
pursuant to DoDD 5210.83, and certain unclassified technical
data subject to export controls in accordance with section 130c
of title 10, United Stated Code and DoDD 5230.25.

5. Contact Cfficer. A Marine Corps official designated to
overgee and control all contacts, requests for information,
consultations, accesg, and other activities of foreign nationals
who are agsigned to or are vigiting a Marine Corpsg component,
subordinate organization, or contractor facility. A Contact
Officer for extended visits must be appointed in writing.
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6. Cooperative Program. For the purposes of this Order,
programe that comprise one or more specific cooperative projects
with a foreign government cr international organization whose
arrangements are defined in a written agreement between the
parties covering regearch, development, test and evaluation,
joint production {including follow-on support) under 22 U.S.C.
gection 2767, or a cooperative research and development program
defined in a written agreement with North Atlantic Treaty
Organization (NATO) and major non-NATC allies under 10 U.S.C.
gection 2350a (reference {(r)).

7. Cooperative Program Personnel (CPP). Forelgn government
personnel, assigned to a multinational program office that is
hosted by a DON component in accordance with the terms of a
cooperative program international agreement, who report and take
direction from a DON-appointed program manager (or program
manager equivalent) for the purpose of carrying out the
multinational preject or program. Foreign government
representatives described in such agreements as liaison officers
or observers are not considered Cooperative Program Personnel
and are treated as Foreign Liaison Officers (FLOg).

8. Delegation of Digsclosure Authority Letter (DDL). A letter
issued by the approprizate designated disclosure authority
explaining classification levels, categories, scope, and
limitations under a DoD component’s disclosure jurisdiction that
may be digclosgsed to a foreign recipient. It is used to delegate
disclosure authority to subordinate disclosure authorities.

(See reference (t) for an example.)

9. Degignated Disclosure Authority (DDA}. A military or
civilian government official commonly referred to as a foreign
disclosure cfficer (FDO), appointed by the head of an 0Office of
the Secretary of Defense (08D} organizational element or a DoD
component or their Principal Disclosure Authority (PDA), who has
been delegated authority in a DDL to control disclosures of CMI
and CUI to foreign governments and international organizations.
The DDA must be an ocfficial of such grade and position that the
person has access to the appointing PDA or head of the 08D
organizational element or DoD component.

10. Export Authorization. An approved numbered license or
agreement or an authorized exemption under reference (k).

11. Foreign. Away from one’s own native country; subject to
the jurisdiction of another political unit.
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12. Foreign Disclosgure. The act of conveying information, in
any form or manner, to an authorized representative of a foreign
government .

13. Forelign Disclosure Point of Contact (FDPOC). Officisl(s)
appointed in writing by theilr commanders or Headgquarters Marine
Corps to coordinate foreign disclosure reviews and facilitate
complete and timely responses to foreign requests for CUI and
CMI, representing the consolidated organization pcesitions. A
FDPOC does not hold disclosure authority unless also appointed
as a DDA.

14. Foreign Disclosure System (FDS). An automated repository
that provides DoD decision makers historical information to
assist in making subsequent decisions regarding foreign
disclosures of CMI.

15. Foreign Interest. Any foreign government, or agency of a
foreign government; any form of businesg enterprise or legal
entity organized, chartered, or incorporated under the laws of
any country other than the United States or its territories; and
any person who is not a citizen or national of the United
States.

i6. Foreign Liaison Officer {FLC). A military or civilian
employee of a foreign government or international organization
who 1s authorized by his or her government or by an
international organization, and certified by a Marine Corps
component for specified purposes, to conduct business with a
Marine Corps component on behalf of the foreign government or
international organization. FLOs stationed with a Marine Corps
component shall be assigned in accordance with the terms of a
FLO agreement. The FLO doeg not report to, or via, the Marine
Corps chain of command but to his or her own government. There
are three types of FLOs:

a. 8Security Assistance. A foreign government
representative assigned to a Marine Corps component or
contractor facility in accordance with a reguirement described
in a Foreign Military Sales (FMS) Letter of Offer and Acceptance
{LOA) .

b. OCperational. A foreign government representative who is
assigned to a Marine Corps component in accordance with a
documented requirement to coordinate operational matters, such
as combined planning cor training and education.
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¢. National Representative. A foreign government
representative assgsigned to his or her national embassy or
delegation in the United States (e.g., an attaché&) to conduct
liaison activities with Marine Corps compenents.

17. Foreign National. A person who is not a citizen or
naticnal of the United States.

18. Foreign Representative. Any individual, regardless of
citizenship or country of origin, who represents a foreign
government or other foreign interest including companies
incorporated in the U.S., but under foreign ownership, contrcl,
or influence (a foreign firm that has ownership of at least 51
percent of the voting stock) in dealings with a DoD component or
contractor.

19. Foreign Visit. A foreign naticnal enters or proposes to
enter a Marine Corps command or Marine Corps-cleared contractor
facility or tc meet with employees or representatives of the
facility. There are two types of foreign visite: official
visits and unofficial visits. Separate definitions are provided
below for cofficial and unofficial visitsg.

20. Foreign Visgits System (FVS8). The automated system managed
by the Cffice of the Under Secretary of Defense (Policy)} (0OUSD
{(P)) that provides gtaffing and database support for processing
FVRs by foreign government representatives to Marine Corps
compeonent activities and cleared defense contractors.

21. Poreign Vigits System — Confirmation Module (FVS-CM). An
application used to track and confirm visits by foreigners that
have been approved through the FVS. It may also be used to
document local unofficial wvisits when no CUI or CMI is
discloged.

22. Government-to-Government Channels. The principle that the
foreign disclosure or export of CMI and CUI is based on a
decigion that the information is authorized for disclosure or
export to the government or international organization of the
intended recipient or end-user.

23. Intelligence. The product regulting from the collection,
processing, integration, analysis, evaluation, and
interpretation of availakle information concerning foreign
countries or areas.
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24. International Organization. An entity established by
recognized governments pursuant to an international agreement
which, by charter or otherwise, is able to acquire and transfer
property, make contracts and agreements, cbkligate its members,
and pursue legal remedies.

25. Joint Informaticn. Military Information over which two or
more Dol components, or two or more Federal Departments or
Agencies, exercise control, jurisdiction, or security awareness.

26. Material. Any product or substance on or in which
information is embodied. It includes information stored on
automated information systems or transmitted electronically.

27. Meeting. A conference, seminar, symposium, exhibit,
convention, training course, or other gathering during which
claseified or controlled unclassified information is disclosed.

28. OQOfficial Visit. An occasion when a foreign national visgits
to perform official business apprcved by the sponsoring
government or by the international organization. Types of

official visits are:

a. One-Time Vigitg. A single, short-term vigit to a single
facility for a specific purpose. A one-time vigit will nect
exceed 30 days.

b. Recurring Visits. Multiple visits to a single facility
on an intermittent basis in support of an ongoing international
agreement, contract or program. A recurring visit will not
exceed one vear in duration. The pertinent foreign office or
vigitor({s) shall give the host activity at least 72 hours
advance notice of the actual date and time the wvisit is
intended, following approval of a wvisgit. All activities have
the right to refuse any visit if the visitor arrives without
such notice.

c. Extended Visits. Long-term visits to a single facility
on an extended basis in support of an ongoing international
agreement, contract or program. Use extended vigit
authorizations when a foreign national is required to be in
continuous contact with a DoD component or a DoD contractor
facility beyond 30 days for such programs as a foreign
government contract or joint program, a foreign liaison
assignment, participation in an exchange program or assignment
as a cooperative program personnel. Activities will normally
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not refuse extended vigitors since their agsignment is usually
linked to a joint or cooperative program previously agreed to by
a representative of the U.S.

29. Originating Classification Authority. The Marine Corps
organization that exercises original classification authority
for classified information.

30. Perscnnel Exchange Program (PEP). A program authorized by
references (d) and (1) where military and civilian personnel of
the DoD and the defense ministries/departments, and/cr armed
services of foreign governments, occupy positions with and
perform functions for a host corganization to promote current or
future international programs, greater mutual understanding, and
interoperakility with allies and coalition partners. A Foreign
PEP officer holde a U.S. billet and reports to his or her Marine
Corps chain of command. (PEP cfficers gshall neither act as
representatives of their parent governments nor act as conduits
for exchange of CUI cor CMI)

31. Principal Digclosure Authority (PDA). A geniocr military or
civilian government official appointed in writing by the head of
an 08D organizational element or a Dol component as the senicr
foreign discleosure authority for that OSD organizaticnal element
or component, and who ig responsible for establishment of an
effective foreign disclosure program consistent with DoDD
5230.11. and thig Order.

32. Releage. To convey information in material form to a
representative of a foreign government or international
organization.

33. Security Assurance. A written confirmation, requested by
and exchanged between government representatives, that contains
the following elementg: verificaticn of the personnel security
clearance level of the providing government’s ciltizens or
nationals; a statement by a responsible cofficial of the
providing government that the recipient of the information is
approved by the government for access to information of the
security classification involved on behzlf o the government; and
an obligaticn that the recipient government will ensure
compliance with any security agreement or other security
requirements specified by the U.S. Government.

34. Training. Pormal or informal instruction of foreign
perscnnel in the United States or abroad (including instruction
at civilian institutions) by officers or employees cof the
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Marine Corps, contract techniciang, or ceontractors;
correspondence courses; technical, educational, or information
publications and media of all kinds; training aids,
orientations, training exerciseg; and military advice for
foreign military units and forces (including their civilian and
military personnel) .

35. Transfer. The physical conveyance of material from one
location to another.

36. Unofficial Visit. An occasion when a foreign national who
is not sponsored by his or her government or international
organization visits for unofficial purposes or to conduct
businegs which will entail access to information in the public
domain.
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Example of Request for Digclosure Authorization Lettexr

S81IC
Serial
Date

From: Commander/Commanding General
To: Appropriate Designated Disclosure Authority

Subj: REQUEST TO DISCLOSE U.S. CLASSIFIED MILITARY INFCRMATION
AND/OR CONTROLLED UNCLASSIFIED INFORMATION

Ref: {a) MCC 5510.20B

Encl: (1) as appropriate

(Is the information marked “Distribution Statement A, unlimited
release” or otherwige known to be “public domain” information,

certified as such by a Public Affairs Officer? If “yes” this
information does not regquire a foreign disclosure review.)

1. Per the reference, request authority to disclose U.S.
Claggified Military Information (CMI) and/or Controlled
Unclaggified Informaticon (CUI). The following information is

provided in support of this request.

a. Classification. Identify the highest level of
clasgification required to be disclosed.

b. Disclosure Methods. Will disclosure be oral/visual only
or is physical release of documents/material regquested? If
release ig reguested, please justify below and describe method
for making the government to government transfer.

¢. Categories of Information. If the request is for
classified information, sgpecify categories to be digclosed (see
enclogure (3) of this Order.

d. Scope. Attach the document or gpecify the exact
information or matrerial to be disclosed.

e. Specific government, international organization,
coalition, etc. for which disclosure/release is requested.

f. Justification. Why is it in the best interest of the
United States to disclose/release thig information?
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Subj: REQUEST TO DISCLOSE U.S. CLASSIFIED MILITARY INFORMATION
AND/OR CONTRCLLED UNCLASSIFIED INFCRMATION

g. Limitations, if any. What information, eguipment,
physical locations should not be disclosed/accessed?

2. Point of contact.

COMMANDING OFFICER or “By direction”
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NDP-1 Categories of Clasgified Military Informaticn

1. Category 1 - Organization, Training, and Employment of
Military Forceg. Information of a general nature pertaining to
tactics, tactical doctrine, techniques, and intelligence and
counterintelligence doctrine and technigues. Excluded is
information necessgary for the operation, training, and
maintenance on specific equipment covered under categories 2 and
3 below.

2. Category 2 - Military Material and Munitions. Information
on specific items of eqguipment already in production or in
gervice, and the information necessary for the operation,
maintenance, and training. Items on the U.S. Munitions List
fall within this category. This category doesg not pertain to
equipment that is in research and development.

3. Category 3 - Applied Research and Development Information
and Material. Information related to fundamental theories,
design, and experimental investigation into possible military
applications; it includes engineering data, operating
requirements, concepts, and military characteristics required to
adopt the item for production. Development ceases when the
equipment has completed suitability testing and has been adopted
for use or production.

4. Category 4 - Production Information. Information related to
designs, specificationsg, manufacturing techniques, and such
related information necessary to manufacture material and
munitions. (Note: This Category ALWAYS regquires an ENDP.)

5. Category 5 - Combined Military Operations, Planning, and
Readinegs. Information necessary to plan, ensure readiness for,
and provide support to, the achievement of mutual force
development goals or participation in specific combined tactical
operations and exercises. It does not include strategic plans
and guidance or North American defenge information.

6. Category 6 - U.S5. Order of Battle. Information pertaining
to U.8. forces in a specific area. In general, disclosures of
this information are limited toc those countries in which U.S8.
forces are stationed or are in adjacent geographical areas.

7. Category 7 - North American Defense. Information related to
plans, operationg, prcocgrams, and projects, to include data and
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equipment, directly related to the defense of North America,
especially when it is organized or under the mission and control
of NORAD.

8. Category B8 - Military Intelligence. Information of a
military character pertaining to foreign nations. This category
of information does not include national intelligence or
gsensitive compartmented information under the purview of the
Director of Central Intelligence (DCI).
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NDP-1 Disclogure Criteria, Conditiong, and Limitations

1. Disclosure Criteria. In accordance with reference (a),
disclosure of CMI in Categories 1 through 8 may be made only
when all of the following criteria are satisfied.

a. Discleosure is consistent with U.S. foreign policy and
naticnal security cbjectives concerning the proposed recipient
foreign government or international organization. For example:

(1} The recipient government cooperated with the U.S. in
pursuit of military and political objectives that are compatible
with those of the U.S.

(2) A specific U.S. national purpose, diplomatic or
military, will be servad.

{3) The information will be used in support of mutual
defense and security objectives.

b. Disclosure ig congistent with U.S. military and security
objectives. For example:

(1) Digclosures of advanced technology, 1f compromised,
will not constitute an unreasonable risk to the U.S. position in
military technology and operational capabilities, regardless of
the intended recipient.

{(2) The prcposed disclosure reflects the need for
striking a proper balance between pursuit of our mutual defence
and foreign policy cbjectives on the one hand, and the
preservaticn of the security of our military secrets on the
other.

c. The foreign recipient of the information will afford it
substantially the same degree of security protection given to it
by the U.8. Note: the intent of a foreign government to
protect U.S. classified military information is established in
part by the negotiations of a General Security of Military
Information Agreement (GSOMIA} or other gimilar security
arrangement. A foreign government’e capability to protect U.S.
CMI normally is determined by the evaluation of embassy security
assessments, Central Intelligence Agency risk assessments,
National Military Information Disclosure Pclicy Committee (NDPC)
Security Survey Reports, and/or historical precedence.
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d. Disclosure will result in benefits te the U.S. at least
equivalent to the wvalue of the information disclosed. For
example:

{1) The U.S. obtainsg information from the recipient
nation on a guid pro guo basis.

(2) The exchange of military information or
participation in a cooperative project will be advantageous to
the U.S. from a technical or other military viewpoint.

(3) The development or maintenance of a high level of
military strength and effectiveness on the part of the
government receiving the information will be advantageous to the
United States

e. The digclogure is limited to informaticn necesgary to
the purpose for which digclogure ig made. For example, if the
purpose of the disclosure 1g the sale of military equipment,
information on operation, maintenance, and training would be
released. Research and development data, or production know-
how, must be withheid.

2. Disclosure Conditions. After a decision is mwade to disclose
CMI to a foreign government or international organization, based
cn the c¢riteria listed in paragraphs lc through le of this
enclosure, above, or an exception to policy, release of the CMI
will be contingent upon agreement by the recipient foreign
government that the lisgted minimal conditions in the subsections
2a through 2h, below, will be met. The conditions normally are
satisfied by the provisgions of existing GSOMIAs. When a GSOMIA
does not exist, the conditions may be included in a program-
specific agreement, government contract, or similar arrangement.

a. The information or acknowledgement of its posgession
will not be revealed to a third-country government,
organization, or person, except with the prior written
permission of the originating U.S. Department Agency.

b. The information will be afforded substantially the same
degree of security protection afforded to it by the U.S..

c¢. The information will be used only for designated
military purposes, or other specified purposes.

4-2 Enclcocsure (4}



MCO 5510.20B
21 Dec 2012

d. The recipient will report promptly and fully tec U.S.
authorities any known or suspected compromise of U.S. classified
military information released to it.

e. All individuals that will have access to the CMI and
material will have security clearances granted by their
government at a level greater than or equal to that of the
clasgified information inveolved and an official need-to-know.

f. The information will ke transferred through government-
to-government channels.

g. Security experts cf each government will be permitted to
visit the other government, when mutually convenient, to review
and discuss each other’s policies and practices for protecting
clagsified information.

h. The recipient of the information agrees to abide by or
meet U.S. specified special terms and conditicns for the release
of U.S. information or material.

3. General Disclosgure Limitations. Nothing in thisg Order shall
be construed so as to allow the disclosure of the following
types of information:

a. Prohibited by Law or Agreement. Clagsified information,
the disclosure of which is prohibited by Federal law or by an
international agreement to which the United States is a party.

b. Naval Nuclear Information. Any naval nuclear propulsiocon
information, classified or unclassified, except under an
agreement negotiated pursuant to the Atomic Energy Act of 1954.

¢. Proprietary Information. Classified or unclassified
proprietary information, the rights to which are owned by
private firms or citizensg (i.e., patents, copyrights, or trade

gecrets) without the owner’s consent, unless such disclosure is
authorized by relevant legislation, and then release will be
subject to such legislatiocn.

d. ©National Intelligence. National Intelligence or
interdepartmental intelligence produced within the National
Foreign Intelligence Board structure. Such intelligence cannot
be disclosed without authorization of the Director of National
Intelligence.
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e. National Security Telecommunications and Information
Systems Security Information. The National Security
Telecommunications and Information Systems Security Committee is
authorized by its terms of reference to make disclosures of
classified military telecommunications and information systems
gecurity eguipment and information without reference to the
NDPC.

f. Counterintelligence. OCperaticnal information related to
counterintelligence activities and disclosures related thereto.

g. Atomic Information. Such disclosures are made in
accordance with the Atomic Energy Act of 1854.

k. S8trategic Planning and Guidance. Only the Secretary of
Defenge or the Deputy Secretary of Defense may authorize the
disclosure of plans, concepts, or other information about
strategic war plans. Requests for such disclosure shall be
gubmitted through the Chairman of the Joint Chiefs of Staff.

i. Specifically Prchibited Disgclosures. The following
types of classgified information are specifically prohibited from
disclosure:

(1) Classified information officially obtained from a
foreign government, except when the information has been
conveyed by the government with express written consent to its
further disclosure.

{2) Combined information without prior agreement of all
parties.

(3) Joint information without prior agreement of all
departments or agenciesg having control or jurisdiction.

(4) Information originated by or for ancother department
or agency, unlegs that department or agency consents to the
digclosure.

(5} Intelligence information described in section I,

subparagraph 5.c.(2) and secticn II, subparagraph 5.b.(7) of
NDP-1 (reference (b)).
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USMC International Visgits Program Guidance and Procedures

1. General. DoD Directive 5230.20 egtablishes the
International Visits Program (IVP} and provides policy guidance
ftor control over foreign visits. Foreign Visit Requests (FVR)
are normally required for wvisits by official representatives of
foreign governments or international organizations to activities
and cleared contractor facilitiegs in the U.8. or visiting at any
location in the U.S. or abreocad and discussing official business.
Official foreign wvigitor access must be properly controlled to
avoild inadvertent or unauthorized disclosure and to prevent
unnecegsary disruption to ongoing operations at Marine Corps
commands where the visits take place. The final decision to
host or schedule a gpecific vigit is at the discretion of the
host command or facility. All personnel who work with or have
contact with foreign visitors should familiarize themselves with
this Crder and references (c¢), (d) and Part II, Chapters 8 and 9
of reference (t), which provide further guidance for conducting
foreign visits.

2. Command Regponsgibilities. Marine Corps commands that
receive three or more official vigits by foreign nationals per
year, or that host foreign exchange or liaison personnel, are
responsible for the following.

a. Establish lcecal policy cutlining the command’s IVP. This
policy may be contained within a larger local policy document,
but it shall include at least the feollowing:

b. Ensure that Command DDAs and FDPOCs are aware of all
official foreign visits at commands and that they review and
process the foreign visits using the guidance provided in
Chapters 8 and 9 of the DON Foreign Disclosure Manual.
DDA/FDPQC resgsponsibilities are:

(1) Regularly access the FVS
(2) Properly staff FVRs

(3) Ensure foreign disclosure is addresgsed and properly
documented for each visit which discloses CUI or CMI.

c¢. Ensure that Contact Officers are assigned for all one

time or recurring foreign wvisitors. This assignment does not
need to be in writing.
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(1) The Contact Officer for a one-time or recurring
visit should normally be the “knowledgeable U.S. point of
contact” listed on the foreign wvisit request who coordinates the
visit with the embassy.

(2) The Contact Officer is responsible for controlling
the activities of the foreign visitor({s) and for ensuring that
the disclcesure of CUI or CMI conforms to that authorized by the
DDA and should be familiar with Chapters 8 and 9 of reference
(t) and reference (d).

{3) The Contact Officer must be provided a copy of the
most current approved FVR prior to the vigit and should ensure
that the foreign visitor(s) are logged intc FVS-CM, outlined
below. Guidance regarding Contact Officers for extended foreign
vigsitors is outlined in enclosure (&) of this order.

(d) Establigh local visgits coordination procedures which
outline the internal staffing process for foreign wvisits.

(e) Establish a single account in the FVS, with individual
logins set up for each person requiring access to that account.

(f£) Establish security measures, to include oversight by
Contact Officers.

{(g) Establish a single account in the Foreign
Visits System - Confirmation Module (FVS-CM), with individual
logins set up for each person needing access to that account.

3. The Foreign Vigitg System (FVS). The FVS is the automated
system that provides staffing and database support for
processing FVRs to Marine Corps component activities and cleared
defense contractors.

a. The FVS is a Secure Internet Protocel Routing network-
based program used for one-time, recurring or extended official
vigits, as defined in enclogure (1).

b. Use of FVS for visits to Marine Corps facilities at
overseas locations is controlled by reference (4d).

c. Unofficial wvisits, as defined in enclosure (1), are
outside the scope of the FVS. For a complete list of exemptions
to mandatory use of FVS, see Part II, chapter 8, paragraph 20804
of reference (t).
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d. The FVS is administered by the Security Policy
Automation Network (SPAN) help desk. Commands can obtain
guidance to establish accounts by calling the SPAN help desk at
commercial (703) 696-0610, DSN 226-0610, or by sending an email
to dtsaspansupport@dtsa.smil.mil.

e. Commands shall have only one FVS account to eliminate
confusion when staffing visits and to ensure the appropriate
persons within the command have visibility and control of
visits. Multiple personnel may hold individual logins for the
command account. If a command currently has more than one
account, notify DIRINT and DC, PP&0O of the appropriate account
to use for staffing wvisits.

f. All FVRs will be staffed via the FVS. Email
notifications of pending FVRs may be set up with the SPAN help
desk, however, all official actions shall take place in the FVS.
Email responses will not be accepted, except in emergency or
other unusual situations.

g. Only an Office of Primary Responsibility (OPR) may make
a decision on a FVR in the FVS. The only two Marine Corps OPRs
are DIRINT for all one-time and recurring FVRs; and DC, PP&0O for
all extended FVRs. The OPR will make decigions based upon
review of applicable policies and the staffing recommendations
received. OPR’s decisions or other action will be one of the
following:

(1) Approval. Before the OPR approves a visit, the host
command shall specify recommended clearance levels, feasibility
of support, coordinating instructions, and shall ensure that any
CMI or CUI to be disclosed will be approved by a DDA. See
reference (t) for complete information regarding OPR approval.

(2) Denial. The OPR must judiciously apply this option
because denial may result in political, cultural or military
repercussions. An OPR may only deny a FVR when all of the
information relating to the visgit exceeds disclosure
classification level authorized for the vigitor’s government and
other alternativeg for meeting the visit’s purpose are not
available.

(3) Return Without Action. The FVR may be returned
without action if the visit request is incomplete or the wisit
cannot be approved for any reason besides that which is
disclosure policy related. FVRs returned without action require
an explanation in the remarks section of the FVR.
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(4) Return Without Sponsorship. The FVR may be returned
without sponsorship (“non-sponsored”) if the visgit is to a
contractor facility and a specific DON program or contract
cannot be found to support the wvisit.

(5) Cancellation. Either the OPR or the embassy may
cancel the FVR due to a change in schedule or other
circumstances. It ig an administrative action that removeg a
FVR from FVS and can also be used to remove duplicate FVRs.

h. It is imperative that an initial foreign disclosure
review is coordinated before the visit is recommended for
approval in the FVS so that the anticipated clearance level for
the visit and information to be disclosed is properly identified
in the approved FVR. The command DDA and/or FDPOC shall be
included in the planning process of the visit to ensure that all
materials and information to be disclosed have been properly
identified and reviewed before the vigit takes place.

i. The FVS has a downloadable user guide to assist in
navigating the program; the SPAN help desk and DIRINT can also

assist with specific guestions about the system.

4. The Foreign Visits System - Confirmation Module (FVS-CM)

a. All Marine Corps commands which receive at least three
foreign visits per year sghall use FVS-CM to document visits.
The FVS-CM is a Non-secure Internet Protocol Routing network-
based program that allows commands to check-in foreign visitors
upon arrival and track them against approved FVRs. FVS-CM is
the only system that provides actual data on foreign visits. It
documents that the vigit took place, names of foreign
individuals who actually visited, and what information was
disclosed. It is also a means to document unclassified,
unofficial visits to commands when no FVR can be found in FVS
and the command chooses not to turn the visitor away for
political or other reasons.

b. Like the FVS, the FVS-CM is administered by the SPAN
office. Commands can obtain guidance to establish accounts by
calling the SPAN help desk at commercial (703) 696-0610, DSN
226-0610, or by sending an email to dtsaspansupport@dtsa.mil.

(1) Commands shall have only one account in FVS-CM.

(2) Multiple individuals may hold logins for the one
command account.
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{3} Command accounts must be accessed by those
individuals who will actually check the foreign visitors onto
the base or into the command, which should normally be the
Contact Officer for the visit.

{4) FVS-CM has a downlcadable user manual to obtain
guidance on navigating the system. The SPAN help desk and
DIRINT are also available to assist.

{(5) Commands that receive less than three foreign vigits

per year should request that senior Marine Corps commands record
the visit information in FVS-CM.
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Extended Visgit Contact Officer Responsibilitiesg

1. Command Responsibilities
a. U.S. Contact Officers for all extended foreign visitors
to include Personnel Exchange Program (PEP), Foreign Liaison

Officers (FLO), Engineer and Scientist Exchange Program (ESEP),
and Cooperative Program Personnel (CPP), must be appointed in
writing by their commands. Contact Officers must be equal or
higher in rank than the foreign visitor to which they are
assigned. Note that Contact Officers for one-time or recurring
visgits need not be appointed in writing, and disclosure guidance
need not be in the form of a DDL.

. The following documents must be completed and
maintained by extended visit Contact Officers, with copies

forwarded to the command Designated Disclosure Authority (DDA)
or the first DDA in the chain of command and tTo DC PP&0O (PLU-9).

(1) Contact Officer Assignment Letter.

(2) Contact Officer Acceptance Letter.

(3) Apprepriate Understanding of Conditions and
Responsibilities Letter

Note: Examples of the above listed letters can be found later
in this enclosure.

2. Extended Visit Contact Officer Resgponsibilities

a. Control access to CUI and CMI in accordance with
references (a) through (¢) and (t}, local command policy, and in
coordination with DDAs.

b. Act as the subject matter expert regarding the DDL and
the FVR and provide guidance to all personnel who will have
contact with the assigned foreign persocnnel.

c¢. Coocrdinate all foreign discleosure that is not clearly

outlined in the DDL with the command DDA or FDPCC or, 1f one is
not asgigned, the first DDA or FDPOC in the chain of command.
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d. Coordinate FLO actiong and reguests for information with
the stakeholders and the DDA, as appropriate.

e. Coordinate all visits by FLOs to commands outside of
thelr permanent duty stations with the host commands and ensure
approved one-time or recurring FVRs are in place and that
disclosure guidance has bkeen passed to Contact Officers at the
host commands.

f. Provide proper turnover with replacement Contact
Officers and notify the chain of command about possible gaps in
coverage.

g. Maintain copies of appropriate international agreements
regarding the PEP/FLO assignments; contact PP&0O (PLU) for the
latest copies of agreements.

h., Provide the DDL to commands that host one-time or
recurring visits by PEPs for visits that are in the line of duty

for the PEP billet.

i. Complete Contact Officer training as prescribed by the
command DDA or DC PP&C (PLU-9).
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5510
Ser
Date
From: Commanding Officer (HOST COMMAND)
To: Deputy Commandant for Plans, Policies and Operations

(PLU-9)

Subj: ASSIGNMENT AND ACCEPTANCE OF CONTACT OFFICER DUTIES FOR
(NAME OF PEP/FLO}, (HOME SERVICE), PERSONNEL EXCHANGE
PROGRAM/FOREIGN LIAISCN

Ref: (a) Identify Applicable Delegation of Disclosure
Authority Letter (DDL)
(b) DcD Directive 5230.20, "“Subject,” 22 Jun 2005

1. The U.S. Contact Officer assigned to (NAME OF PEP/FLO),
gserving asg (BILLET NAME) at (HOST COMMAND) from (START DATE)
through (END DATE) is:

U.8. Contact Officer’s name, Rank

Address

Phone: Commercial (XXX) XXX-XXXX
DEN XXX -XXX-XXXX

2. The U.S. Contact Officer is responsible for ensuring that
U.S. classified and controlled unclassified infeormation
disclosed to (NAME OF PEP/FLO), (HOME SERVICE) is strictly in
conformance with references (a) and (k). The U.S. Contact
Officer ig also responsible for controlling accessg to classified
or contrclled unclasgified materialsg, controlling wvisits to
other activities, and ensuring the disclosure limitations and
restrictions are met in the case of (NAME OF PEP/FLO).

3. The U.S. Contact Officer is regponsgible for full
understanding of the current disclosure authority provided by
reference {(a).

4. BShould the Contact Officer be transferred, a new U.S.

Contact Officer will be assigned and a copy of the appointment
letter forwarded to your office.

COMMANDING OFFICER or “By Direction”
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Appointment And Acceptance of Contact Officer Duties For {Name
of PEP/FLO), (Natiocnality)

I accept the designation of U.S. Contact Officer and fully
understand the duties and respongibilitiesg associated with this
assignment. I also understand that I must ensure that:

a. (NAME QF PEP/FLO) understands the terms of his or her
certification agreement including responsibilities and
limitations.

b. (NAME OF PEP/FLO) is provided access cnly to that U.S.
classified and controlled unclasgified information that has been
authorized for release to his or her government and is necessary
to fulfill the texrms of his or her aszignment.

¢. U.8. co-workers and others with whom he or she has
contact are informed of the limitations on acceszss to U.S.
information by (NAME COF PEP/FLC) and their responsibilities in
dealing with him or her.

Contact Officer
Date
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Pergonnel Exchange Program Officer Understanding of Conditions
and Respongibilities

I understand that I am certified ag a representative of the
[insert the foreign government defense organization] under the
auspices of an international agreement and an extended visit
authorization to the United States Marine Corps (USMC) [Insert
Agency or Organization] as a Foreign Exchange Officer. I
understand that my status with USMC [insert Agency or
Organization] and the functions that I may perform are described
in the international agreement, the request for an extended
vigit and the DoD authorization for the vigit, which constitutes
the certification for my assignment, and may not be altered
except upon the request of my government and further
certification by the USMC [insert Agency, or Organization]. I
understand that I will be subject tc the jurisdiction of U.S.
federal, state, and local laws, except as provided by treaty,
other specific legal authority, or the terms of any diplomatic
immunity which I may have been granted. I understand that my
agsignment does not bestow diplomatic or other special
privileges. I further understand that I am expected to comply
with the following conditionsg and responsibilities.

(1) My Contact Cfficer is: [insert name of contact
officer/contact officers]. 1, [insert the name of the Exchange
Officer] understand and acknowledge that I have been assigned as
an exchange officer to the USMC [insert Agency or Organization]
pursuant to an international agreement between the [insert the
foreign government defense establishment] and the U.S8. DoD, and
that I fully understand (a) the purpose of my certification; (b)
the terms and conditions of my certification; and (¢} the
consequences of non-compliance with the terms of the
certification. I further acknowledge that I shall comply with
the conditions and responsibilities of my certification and this
Understanding.

(2) My activities shall be limited to the functions
described in the international agreement, the certification for
my assignment, and the position description for the position to
which I am asgsigned. I will not serve in a posgition that will
reguire me to act in an official capacity for the USMC
organization to which I am assigned, such as commanding or
rating USMC employeesg, performing as a security officer, making
decisions on U.S§. programsg, or managing U.S. Government funds.
Because I will work for the USMC, subject to specified legal and
policy limitations, I will not concurrently perform functions as
a liaison officer for my government. If I am requested or
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directed to perform any of the foregoing functions, I will
immediately notify my USMC supervisor or Contact Officer.

(3) All costs assocciated with my assignment shall be the
responsibility of my government, including, but not limited to,
travel, office space, clerical services, quarters, rations, and
medical and dental services. Costs associated with duties
assigned to me as an exchange officer shall be the
responsibility of the host USMC organization.

{4) If my government desires to request an extension or
revalidation of my assignment beyond the original dates for
which I am certified, a new regquest for an extended wvisit shall
be submitted not later than 30 days prior to the expiration date
of the current extended wvisit authorization.

(5) A Contact Officer(s) shall be assigned to sponsor me
during my assignment to the USMC [insert Agency or
Organization]. I further understand that I shall coordinate,
through my Contact Officer, all requests for information,
visits, and other business that fall under the terms of my
certification. I also understand that requests for information
that are beyond the terms of my certification shall be made
through the office of my government’s Defengse Attaché in
Washington, DC.

(6) Visits by me to DoD organizations or contractor
facilities other than those specified in the certification for
my assignment, except vigits directly related to my exchange
officer duties when directed by my host supexrvisor, shall be
reguested through the office of my government’s Defense Attaché
in Washington, DC.

(7) I shall wear my national military uniform when
conducting business with the Dol or DoD centractor facilities,
unless otherwise approved by my Contact Officer. I shall comply
with my parent government's sgervice uniform regulations. I may
be reqgquired to wear an installaticon or building badge that
identifies me as a foreign representative when installation or
building badges are required for U.S. personnel. When not in
uniform, I also may be required toc wear a building or
installation badge that identifies me as a foreign government
representative.

(8) My duty hours are the duty hours established for USMC or
U.S. contractor employees by the corganization or facility to
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which I am assigned. I will have unegcorted access to my work
area at the organization or facility only during such hours,
Monday through Friday on gcheduled U.S. Government work days.
Should I require access to my work area during other periods, I
am required to request permission from the Command Security
Officer, through my DoD supervisor or Contact Officer, and I may
be accompanied by an egcort during such periods. Any
incremental cost incurred as a result of such nen-duty access
shall be reimbursed to the U.8. Government.

(9) My access to information will be limited to that
information determined by my supervisor or Contact Officer to be
necessary to fulfill the requirements of the certification under
which I am assigned. Access to information that is not covered
by the certification will be denied until such time as the
extended visit authorization is amended by my government and the
U.S. DoD. I also understand that I may not have unsupervised
access to U.8. Government information technolecgy systems, unless
the information accessible on the system is authorized for
digclosure to my govermnment in accordance with applicable U.S.
law, regulaticns, and policy.

(10) All information to which I may have access during my
certification will be treated as information provided to my
government in confidence and shall not be further released or
disclosed by me to any person, firm, organization, or government
of another country without the prior written authorization of
the U. S. Government.

(11) I will immediately report to my supervisor or Contact
Officer should I obtain or become knowledgeable of information
for which I am not authorized access. I further agree that I
will report to my supervisgor or Contact Officer any incidents of
my being offered or provided information that I am not
authorized to have.,

{12} If I am to act as a courier tc hand carry classified
material for my government, I must have courier orders issgsued by
my government and the necessary personal identificaticn and
gecurity documentation required by carrier and port security
officialgs and Customs officials. I will be required to s=ign a
receipt for the claggified material.

(13) When dealing with persons cutseide my assigned work area

on cofficial matters, I will ensure such persons know that I am a
foreign government repregentative.
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(14) I understand that failure to comply with the terms of
the applicable agreement, my certificatiecn, and this
Understanding may result in termination of my assignment. I
further understand that the termination of my assignment does
not preclude further disciplinary action in accordance with
applicakble laws, treaties, cor international agreements.

Exchange Officer Signature/ Date
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Foreign Liaison Officer Understanding of Conditiong and
Regponsibilities

I understand that I am certified as a represgentative of the
[insert the foreign government defense organization] under the
auspices of an international agreement and an extended visit
authorization to the United States Marine Corps (USMC) (insert
agency or Organization) as a Foreign Liaison Officer. I
understand that my status with the USMC [insert the Agency or
Organization] and the functionsg that I may perform are described
in the international agreement, the reguest for an extended
vigit and the DoD authorization for the vigit, which constitutes
the certification for my assignment, and may not be altered
except upon the request of my government and further
certification by the USMC [Insert the Agency, or Organization].
I understand that I will be subject to the jurisdiction of U.S.
federal, state, and local laws, except as provided by treaty,
other specific legal authority, or the termg of any diplomatic
immunity which I may have been granted. I understand that my
assignment does not bestow diplomatic or cther sgpecial
privileges. I further understand that I am expected to comply
with the following conditions and responsibilities.

{1) My Contact Officer ig: [insert name of contact
officer(s)]

{2) I am certified to the USMC [insert the Agency or
Organization] in support of the following programs: [List the
brograms or topics that are specified in the certification and
the locations to be vigited in connection each program or
topic]. I, [insert the name of the FLO] understand and
acknowledge that I have been assigned as a liaison officer to
the USMC [insert the Agency or Organization] pursuant to an
international agreement between the (ingert the foreign
government defense establishment) and the U.5. DoD, and that I
fully understand (a) the purpose of my certification; {b) the
terms and conditions of my certification; and (c¢) the
conseguences of non-compliance with the terms of the
certification. I further acknowledge that I shall comply with
the conditions and responsibilities of my certification and this
Understanding.

(3) My activities shall be limited to the representational

responsibilities of my government as specified in the
international agreement and the certification for my assignment
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and that I am expected tco present the views of my government
with regard to the igsues that my government and the U.S.
Government have a mutual interest, as specified in the agreement
[if the assignment 1is pursuant to an annex insgsert: or annex
thereto] .

(4) All costs associated with my assignment shall be the
responsibility of my government, including, but not limited to,
travel, office space, clerical services, quarters, rations, and
medical and dental services.

{(5) If my government desires to request an extension or
revalidation of my assignment beyond the coriginal dates for
which I am certified, a new requegt for an extended visit shall
be submitted not later than 30 days prior tc the expiration date
of the current extended wvisit authorization.

{6) A Contact Officer(s) shall be assigned to sponsor me
during my assignment to the USMC [insert the Agency or
Organization]. I further understand that I shall coordinate,
through my Contact Officer, all requesgts for information,
visits, and other business that fall under the terms of my
certification. I also understand that regquests for information
that are beyond the terms of my certification shall be made
through the office of my government’s Defense Attaché in
Washington, DC.

(7) Visits by me to DoD crganizations or contractor
facilities other than those gpecified in the certification for
my assignment shall be reguested through the office of my
government’s Defense Attaché in Washington, DC.

{(8) I shall wear my national military uniform when
conducting business with the DoD or DOD ceontractor facilities,
unless otherwise approved by my Contact Officer. I shall comply
with my parent government's service uniform regulations. I may
be required to wear an installation or building badge that
identifies me asg a foreign representative when installation or
building badges are required for U.S8. personnel. When not in
uniform, I also may be required to wear a building or
installation badge that identifies me as a foreign government
representative.

(8) My duty hours are the duty hours established for DoD or

U.S. contractor employees by the organization or facility to
which I am assigned. I will have unescorted access to my work
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area at the corganization or facility only during such hours,
Monday through Friday on scheduled U.S. Government work days.
Should I require access to my work area during other periods, I
am required tc request permission from the Command Security
Officer, through my DoD supervisor or Contact Officer, and I may
be accompanied by an escort during such periods. Any
incremental cost incurred as a result of such non-duty access
shall be reimbursed to the U.S. Government.

{10) My access to information will be limited to that
information determined by my supervisor or Contact Officer to be
necessary to fulfill the requirements of the certification under
which I am assigned. Access to information that is not covered
by the certification will be denied until such time as the
extended visit authorization is amended by my government and the
U.S. DoD. I also understand that I may not have unsupervised
access to U.S. Government information technology systemg, unless
the information accessible on the system ig authorized for
disclosure to my government in accordance with applicable U.S.
law, regulations, and policy.

(11} All information toc which I may have access during my
certification will be treated ag informaticn provided to my
government in confidence and shall not be further released or
disclosed by me to any person, firm, organization, or government
of another country without the prior written authorization of
the U. 8. Government.

(12) I will immediately report to my supervisor or Contact
Cfficer should I obtain or become knowledgeable of informaticn
for which I am not authorized access. I further agree that I
will report to my supervisor or Contact Officer any incidents cof
my being offered or provided information that I am not
authorized to have.

(13) If T am to act as a courier to hand carry classified
material for my government, I must have courier orders issued by
my government and the necessary personal ldentificaticn and
security documentation required by carrier and port security
officials, and Customs officials. I will be reguired to gign a
receipt for the clagsified material.

(14) I understand that failure to comply with the terms of

the applicable agreement, my certification, and this
Undergstanding may result in termination of my assignment. I
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further understand that the termination of my assignment does
not preclude further disciplinary action in accordance with
applicable laws, treaties, or international agreements.

Liaigon Officer Signature/Date
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