U. S. Office of Personnel Management Data Breach Mitigation Timeline and Resources

OPM has begun notifying affected current and former federal employees on Monday, June 8.The
notifications will continue through June 19, 2015 (or until complete). For current Federal
employees, notifications will be sent via email, and for former Federal employees or retirees,
they will be sent First Class mail by U.S. Postal Service.

The email being sent by OPM contains actives links to various resources. Unfortunately, OPM
did not provide the vendor with digital signature certificates to ensure content and source
integrity of the email. As aresult, and in order to assist the USMC personnel in identifying
potential phishing attacks, HQMC C4 Cybersecurity (CY) division is providing a copy of the
actual letter being sent by the OPM. In the meanwhile, all USMC personnel should also become
familiar with the fact sheet issued by the Office of Civilian Human Resources (OCHR) which
provides detailed information regarding the OPM data breach as well as guidelines in responding
to potential risks reflected in the incident.

For up-to-date information released by the OPM, please visit the OPM website for additional
information and resources - U.S. Office of Personnel Management Website

For additional questions or concerns regarding the incident, please contact the POC’s provided
by the OPM to obtain direct answers and support. For questions or concerns regarding USMC
roles and course of actions, please contact HQMC C4 CY at C4_CY_Privacy@usmc.mil.



https://www.csp.noaa.gov/OPM/Sample.OPM_Important_Message_from_the_U.S.pdf
http://www.secnav.navy.mil/donhr/documents/news/opm%20data%20breach%202015.pdf
http://www.opm.gov/
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