PII Guidelines for FROs
PII and Info Assurance Guidelines 

What the DON SECNAV INST 5720.47B Order says:
· Photos & captions
Rank, last name and duty station of the Marine(s) pictured are acceptable.  The order doesn’t expressly forbid first names of Marines, but for simplicity’s sake, we recommend not using them.  Again, using first names for wives and children is restricted by the DON order.

(3.c.4) [All DON websites shall] contain only those images which support the overall mission of the Web site. Images with captioning will only have caption information suitable for viewing by worldwide audience, both internal and external. Images of personnel will not contain personal information other than name, rank/rate, and duty station.
· No classified info or FOUO (for official use only) info 
Obviously, no classified or FOUO information is allowed in publications.  Please be mindful that his includes photographs, which could potentially display gear or maps that fall under this clause.
(3.d.1) Web sites shall not include classified material, “For Official Use Only” information, proprietary information, or information that could enable the recipient to infer this type of information. This includes, but is not limited to, lessons learned or maps with specific locations of sensitive units, ship battle orders, threat condition profiles, etc., activities or information relating to ongoing criminal investigations into terrorist acts, force protection levels, specific force protection measures being taken or number of personnel involved, Plans of the Day, or Plans of the Month. When it is necessary to gain release authority from a senior in the chain of command, subordinate commands will submit material for clearance only after it has been reviewed and necessary amendments made to the fullest capability of the submitting command.
· Family members, names, and pictures…
Family member’s names, whether wife or child, are not allowed on publications.  This includes picture captions where it might seem okay to only include first names – it’s not.  The exception to this rule is a senior command’s spouse when participating in a public (likely military related) event.

(3.d.2) Web sites shall not identify family members of DON personnel in any way, including in photos or photo captions, except for the spouses of senior leadership who are participating in public events such as ship namings, commissionings, etc. Furthermore, family member information will not be included in any online biographies.
· The most common problem…
Most PII (Personally Identifiable Information) violations occur as a result of grouping information together that by itself would not be a violation.  The most common example is a name listed with a number (use a billet instead of a name). 

(3.d.7) Web sites shall not display personnel lists, "roster boards,” organizational charts, or command staff directories which show individuals’ names, individuals’ phone numbers or e-mail addresses which contain the individual’s name.
(a) General telephone numbers and non-personalized e-mail addresses for commonly-requested resources, services, and contacts, without individuals’ names, are acceptable.
(b) The names, telephone numbers, and personalized, official e-mail addresses of command/activity public affairs personnel and/or those designated by the commander as command spokespersons may be included in otherwise non-personalized directories, etc.
(c) If deemed by the commander as a best business practice, the Navy Personnel Command or the Marine Corps Manpower and Reserve Affairs may post names and official e-mail addresses of detailers/monitors. Naval Medical Centers and Naval Hospitals may also post names and official e-mail addresses of primary care providers and Patient Affairs representatives.
Breakdown:
	First names
	Avoid if possible for active duty Marines.  Cannot be used for wives or children.  If the person in question is a command level officer, public affairs personnel or command appointed spokesperson then first name use is permissible. 

	Personalized emails
	Essentially no email addresses containing names should be used; an official or billet email should be used instead.  Unless the person falls under the clause of being a very public officer, and has been accepted by a command level officer, personal emails are not useable.  

	Cell phone numbers
	An official phone number is preferred, but if not available, cell phones can be used in some cases:

Yes, if the contact person’s name is not listed with the number and cannot be inferred from the context.  Okay if listed with a billet.  Okay if listed by itself.

No, if the number can be linked to a name in the same document.  Not acceptable displayed next to a name.

	Official Office Phone numbers 
	Allowed as long as the number is not associated with a name, listing an official phone number is preferred to a cell phone.  Please list the number with a billet.


Examples:

	Can’t Post:
	Reason:
	Work around:

	Capt. Bird and his wife Sumiko welcome new baby girl Hanako.
	Use of first names of family members is not permitted.  (3.d.2)
	Capt. Bird and wife welcome a new baby girl.

	We congratulate SSgt Smith and Kelly with their newly arrived son Ian Luke.
	
	We congratulate SSgt and Mrs. Smith with

their newly arrived boy.

	…contact the unit’s financial specialist, GySgt Jones at 623-1111.
	A name and number can’t go side by side.  (3.d.7)
	…contact the unit’s financial specialist at 645-1111.-- or --
…contact the unit’s financial specialist, GySgt Jones.

	…contact the unit’s financial specialist, GySgt Jones at jeff.jones@usmc.mil
	Personal emails paired with names aren’t allowed. (3.d.7)
	Same as above

	[article text]… contact me at jenniferjones@usmc.mil...[article text]

	Not strictly prohibited, but billet email is preferred.
	[article text]… contact me at 3Div_FRO@usmc.mil...[article text] 



Other references concerning PII and Websites:


MCO 5720.76, ALMAR 388/97, MCBJ Web Policy 4-99, and MARADMIN 083/98
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